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UNCLASSIFIED 


FEDERAL BUREAU OF INVESTIGATION 


Electronic Communication 


FD-1057 (Rev. 5-8-10) 


Title: (U) Two search warrants obtained and Date: 10/26/2015 
served 
From: 
Contact: 
b6 -1,3 


b7c -1,3 
£354 —$<$<t.. <= 


Fugitive (A); 
UFAP - Murder 


Synopsis: (U) To document two search warrants obtained 
Full Investigation Initiated: 10/22/2015 


Enclosure(s): Enclosed are the following items: 


1. (U) Initial target phone SW b3 -1 
b7c -1,2 
b7E -1 
Details: 


During the initial efforts to locate the captioned fugitive, it was 
learned, through historical records analysis and through information 


obtained from hat the captioned 


fugitive was using 


As a result, on 10/21/2015, obtained and 


served one search warrant on 


for the target number. Based ona 


historical analysis of the records obtained, the target number was 


confirmed to be used by the captioned fugitive (based on the 


identification of key individuals the target phone was calling). Due 


to the search warrant,|___ Jactivated thd based services 
and the cell phone consistently was located in the 
[ area with a statistical error 


UNCLASSIFIED 


21-cv-10719(FBI)-1 


LE 


b7E -6 
UNCLASSIFIED 
Title: U)_ Two search warrants obtained and served 
Re: 10/26/2015 b7E -6 
[| (approximately). Surveillance efforts were made on b3 -1 
10/22/2015 to locate the fugitive within these ranges without success. bE -i 
Due to the inability to precisely 
additional search warrant was obtained on 10/23/2015 
———— In addition to the search warrant, a 
non-disclosure agreement was also executed with the eaten 
and 
fi Yd (See attached in the 1A section of the file). 
With all the approvals in place on 10/23/2015] resources 
were scheduled for 10/26/2015. However, On 10/24/2015, the fugitive b3 -1 
discontinued use of this b6 -2 
b7C -2 
b7E -1 


[intends to acquire additional search warrants to review records 


associated with[ ihe fugitive's girlfriend, 


going to be in communication with the fugitive’ 


who is likely 


ontact information is and 


¢ 


UNCLASSIFIED 
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21-cv-10719(FBI)-2 


b6é -2 
b7C -2 
b7E -1 


21-cv-10719(FBI)-7 


10/23/2015 Fwd: Fugitive case - Outlook Web Access Light 


Ads rod” Pe ee eter ne tee create eee ener og y sy : _ 
Os Office Gutlook web Access | Type here to search ‘This Folder (P| (g} Address Book gS] Options @ Log Off 


_ Fwd: Fugitive case | 
(FBI) 
You replied on 10/23/2015 3:43 PM. 


‘ Deleted Items (9 i b3 -1 
By nee °) ' Sent: Friday, October 23, 2015 3:40 PM a 
rafts i 
4 Inb : To: (FBI) (FBI) b7c -1 
J omen rm b7E -1 
as : Attachments: . 
fe Junk E-Mail hy [Open as Web Page]; 
C24 Sent Items 

Fyi 

Click to view all folders 

E29 Manage Folders... 

From 


b3 -1 


b6 -1,2 
b7c -1,2 
To Whom It May Concern: b7E -1,2 


a a | am_ authorized :, eT Stee to review the attached 
notification and to acknowledge the receipt of the non-disclosure notification. Tam also authorized to sign the agreement on his behalf. 
Due to the urgency of this matter, you have agreed to receive this email notification in lieu of wet signature so as to start the process of 
Senn have reviewed the notice and agree to its provisions mamas basis. A 


conformed copy with signature will follow. Please feel free to call me should you have any questions a Thank you. 


bTE -2 21-cv-10719(FBI)-12 
DT i 


10/23/2015 Fwd: Fugitive case - Outlook Web Access Light 


b3 -1 
b6 -2 
b7C -2 
b7E -1 


NOTICE: This communication is intended for the use of the individual or entity to which it is addressed and may contain attorney/client information 
and/or work product information that are privileged, confidential and exempt from disclosure under applicable law. If the reader of this communication 
is not the intended recipient or the employee or agent responsible for delivering this communication to the intended recipient, you are hereby notified 
that any dissemination, distribution or copying of this communication is strictly prohibited. If you have received this communication in error, please notify 
us immediately by reply email or by telephone and immediately delete this communication and all attachments. 


b6 -2 
From:[| b7C -2 
= aes | 23, 2015 1:42 PM b7E -1 
To: 


Subject: FW: Fugitive case 


L_|. out sick today.[ ent this tft ver but she is out of the office today[ ust 
everything looked ok on the attached document befor igned off on it. Do you mind looking it wep 


BIE -2 31-cv-10719(FBI)-13 


Cn : 


40/23/2015 Fwd: Fugitive case - Outlook Web Access Light 


b6 -1 
(FBI) [mailto b7c -1 
15 1:26 PM b7E -2 


Thank you 


From{__ (FBI) b6 -1,2 


Sent: Friday, October 23, 2015 9:33 AM b7c -1,2 
Subject: Fugitive case 


b7E -1 
fe email you of the office, however, j related to a 
fe occurred in arlier this month. The as narrowed the search for the 
fugitive to an large area and needs assistance in further locating the subject. An arrest warrant was issued on October 16, 2015, 


I know your office is currently reviewing both of the documents I have sent you but If you can review the following notification and request 
the DA to acknowledge the receipt of the non-disclosure notification, we can start the process to provide assistance to locate in this 
instance. 


Thank you and I look forward to hearing from you soon. If you have any questions, please feel free to call me on my ef | 


b6 -1 
[ ] b7C -1 

b7E -2 

ee | a7 


Re Se a TES "5 [o> USES Tm Seam TENET RE 
ies Connected to Microsoft Exchange 


bTE -2 21-cv-10719({FBI)-14 


NN 


10/23/2015 pwdL dy - Outlook Web Access Light bé -3 


b7¢C -3 
Cy Office Outlook Web Access Type here to search ‘This Folder = as‘ [P| fg} Address Book — 35] Options = —_Log Off 
B=) SE ABE Be b6 -1 r 2 1 3 
er ' Sent:_Fri 015 4:17 PM b7C -1,2,3 
‘aj Deleted Items (9) ‘To: (FBI) 
[| Drafts 
(Inbox Here yol_] 
C@ Junk E-Mail 
Sent Items LT 
eonennos ginal m 
Click to view ail folders ¥ From: ; b6 -2,3 
Date: IU y V 3 b7C -2,3 


E29 Manage Folders... 


Cc: 


Begin forwarded message: 


From: Ld b3 -1 
Date: October 23, 2015 at 4:10:13 PM PDT b6 -2,3 


To: b7C -2,3 
Subject: Re A) b7E -1 
This request is approved. 


Can I get an approval on this, It's an MOU mechanism. I sent this earlier. Having issues with Mail on the 
phone. 


BIE -2 31-cv-10719(FBI)-15 


. b6 -3 


Begin forwarded message: 
Date: “20: b7C -2,3 
To: 
Subject: Fw 


Here you aq | Thanks 
sentfromm{_ 


soos Original message -------- 
From: Cl bé -1,2,3 


Date:10/22/2015 3:02 PM (GMT-08:00 b7C -1,2,3 
To: [ | b7E -2 


Cc: 


subject 


Below is a non-disclosure agreement (NDA) for use of the cell si 
the above case. An executive within 
must reply from their offic j 
with the terms in order fo b3 -1 
case, b6 -2 
b7C -2 
b7E -1 


The FBI has received a request for technical support from [ 
Specifically, locating a cellular device through the use of 


law enforcement sensitive (LES) FBI investigative equipment in the above 
referenced case (as noted in the e-mail subject line). 

The equipment to be deployed is considered LES as disclosure of the capabilities 
of this technology may allow future subjects of investigations to employ 
countermeasures to avoid detection by law enforcement. 

The FBI recognizes that, due to the exigent circumstances in your case, there is 
not sufficient time to execute a formal, written non-disclosure agreement 
regarding the use of this equipment. 

Acceptance of the FBI’s assistance if in the above 
referenced case constitutes your agency’s agreement to the following provisions: 
e The requested assistance is to be used in the lawful execution of an 
authorized function of the requesting agency. b7E -2 


ss 


2/3 
21-cv-10719(FBI)-16 


10/23/2015 rd ry - Outlook Web Access Light Be. Ss 


° The assistance shall not be used outside of the jurisdiction of the sae 
requesting agency, nor beyond the geographical authority of the order or other 

legal process except as otherwise permitted by law (e.g., “hot pursuit.”); and, in 

no event shall technical assistance pursuant to this request be used outside the 

United States. 

° The Touhy process set forth at 28 C.F.R. 16.22, 16.24, and 16.26 will apply 

to any demand for testimony of any FBI personnel relating to the use of the 

equipment. The FBI will use all appropriate legal means to limit testimony 

regarding the technology in any state or local proceeding. However, if required 


by state law_as part of the criminal trial or discovery process, this email 
a err 


b7E -1 


gency understands it is required to use additional and 
lent investigative means and methods, such a 
that would be admissible at trial to corroborate information concerning 
the location of the target obtained through use of this equipment. 
e The FBI must be contacted immediately if there is any request for, or 
intent to use publicly, any information relating to the assistance provided. 
° The requesting agency acknowledges that any assistance provided is 
subject to the needs of the FBI and such assistance may be terminated at the 
discretion of the FBI. 


Thank you, 


ell 
lesk 


|| ay 
Pa Senne eae SS pa ee ee ; ~~ ~~ EAT Connected to Microsoft Exchange 


b7E -2 21-cv-10719{FBI)-17 


33 


40/23/2015 Fwol__poproval —_| Outlook Web Access Light Bie <3 


Maroc eid pte pts Shs Catena es Sy Rciet Se ae itm te eens a Me ERE DR BB an a 
Cy Office Outlook Web Access Type here to search | This Folder VP [eh Address Book ==] Options = —_Log Off 


% 


T 

= 

2. 

oS 

Ss 

_ 

oO 
ie 
ooo 

a0 

Q 

it ae 

roy 


(FBI) bE -3 


Sent: Friday, October 23, 2015 4:11 PM 
Deleted tems (9) | ToxE___—————dtran 


[2| Drafts 
[4 Inbox 


tig Junk E-Mail Fyi 


[= Sent Items 


Click to view all folders ¥ te idinal messaqde -------- 
fy Date: 10/23/2015 16:10 (GMT-08,00 b7c -1 
‘i Manage Folders... ' " 
le Tol FBI La) Fy" oi -2,,3 
Subject: RE: pproval 


I concur. 


Date:_23/10/2015 4:09 PM (GMT-08: b7c -1 


To: (FBI)" 
Subject: RE; Approval 


I concur pending pproval 


b6 -1 
b7c -1 
b7E -2,3 


21-cv-10719(FBI)-18 


| se 


10/23/2015 Fw Ppproval {iL Outlook Web Access Light b6 -1 


b7E -3 
= our —— aera fe we are now seeking] __ authority to find fugitive.. phone still out | but we're only 


Thanks.. 


b6 -1 
b7Cc -1 
b7E -2,3 


Seeking| _|approval for use ee | early next week. os a: we obtained a 


search warrant per the new DOJ policy with the appropriate language (reviewed by nd we also obtained 
e use of this LES 


the approval of th regarding the Non Disclosure Agreement for 
equipment on a case involving Thd has been provided the 


same Non-disclosure agreement and they are anticipated to agree to the terms as they have done several times in the 
past. (The RSO executive manager will send their approval email when available in the near future). 


an is currently hiding in area and the use of thel__] 


[____Js necessary to locate his whereabouts. b6 -1,2,3 
b7C -1,2,3 
Please advise if approved of fs scheduling of ean move forward. bTE -2,3 
Thank you. 
i a 
NS Sot Se a Se een en eS Re EP aE NS a PEE ENT ey Ee ee Eee a 


“ey Connected to Microsoft Exchange 
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UNCLASSIFIED 


FEDERAL BUREAU OF INVESTIGATION 


Electronic Communication 


FD-1057 (Rev. 5-8-10) 


Title: a a aca Investigation on Date: 05/14/2020 
From: 
| nee Ss 
b7c -1,3 


"PRELIMINARY INVESTIGATION" 


This document contains information regarding 2 | 


identity, which may only be disclosed to individuals who have a need-to-know 
such information by reason of their participation in the associated proceeding, 


Synopsis: (U) To open Preliminary Investigation of sd 


Enclosure(s): Enclosed are the following items: b3 -2 

Le at Arrest _Warrant_[__ ae 
— = b7C -2 

Zi U 

3. U photo date 

4. U) PEN, PING, Warrant for 

oe U Prosecutor NDA Email 

6. U Requesting Agency NDA Email 

Details: 


UNCLASSIFIED 


21-cv-10719(FBI)-20 


TISHEREBY ORDERED that| 


eae 7 any telecommunication company associaied with the target 
sephone number) is compensated for reasonable expenses incurred while complying with the 


warrant, 


TiS HEREBY ORDERED that that 

and any other aflected telecommunication companies, subsidiaries, 
or entities, whether mentioned herein or not, (hereinafter referred to as the Telecommunications 
Companies) shall supply any and all information in their files with respect to persons called by the 


whether published) ar non- 


call progress locations (Automated Message Accounting Data), raw data information, subscriber 
names and addresses, credit information, application information, toll records (to included aif 
outgaing and incoming calls), text messages , and dilling Information and 


unbilled records, other names or phone numbers associated with the account, upon oral or written 


iT {S HEREBY ORDERED that the Telecommunication Company show 


rap and Trace throughout the duration of the court order. ft is also ordered that 
the Telecommunication Company supply any and all saved or unsaved messages, recorded voice 
mail content, text message content to the investigating officer as requested, throughout the 
duration of the warrant. [T IS HEREBY ORDERED that this order by the court and that the 
telecommunications companies shall not disclose the existence of the pen register, the trap and 
trace device or the existence of the investigation to the listed subscriber or to any other person, 


unless or until otherwise order by the court. 


AND 
1) INVESTIGATORS ARE HEREBY AUTHORIZED TO UTILIZE A DEVICE 
COMMONLY REFERREDTOAS Al  —s_“ «§———s—sSsSéaiANDDOORR- RELATED 
DEVICES. 


b3 -2 
b7E -1 


b3 -1,2 
b6 -2 

b7C -2 
b7E -1 
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b7C 
b7E 
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is emai 


Th 


and any attachments thereto may contain private, confidential, and privileged material for the 


EMAIL DISCLAIMER 


21-cv-10719(FBI)-24 


~oRe 
ace 
~ me} 
Sk 5S 


18 emal 


you are not the intended recipient, please contact the 


Si an 
ate 
= 8% 
= 
os g 
oe 5 
heap 
> 
4 


Ipient 1s str 


ded rec 
sender immediately and permanently delete the original and any copies of th 


attachments thereto) by other than th 
attachments thereto. 


sole use of the intended rec 


inten 


From: 
To 


heriff Fugitive - 


Thursday, May 14, 2020 12 


3 
2s 
wa 


55:21 PM 


w 
ot 
= 
o 
— 
= 
[5] 
£ 
<q 


|S ETT 


-1 


b3 


-1,2,3 


b6 


b7¢C -1,2,3 

b7E -1,2 
b6 -1,2,3 
b7C -1,2,3 
b7E -2 
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land Sgt. 


Please see the NDA language in blue below and acknowledge by responding to this email 


-2 


b6 


: Fugitive 


RE 


-2 
-1 


b7C 
b7E 
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UNCLASSIFIED 


FEDERAL BUREAU OF INVESTIGATION 


Import Form 


FD-1036 (Rey. 10-16-2009) 


Form Type: EMAIL Date: 12/18/2015 


Title: (U)[_ fmail reference added language in Telephone Orders 


b7C -1 


Case ID #: 


cases it (U) [email reference new language in —aaee| 


The order/affidavit, with the inclusion of the "Manner of 
Execution" language, sufficiently complies with the new DOJ policy to 
authorize the use of the cell-site simulator to identify 
of a known 


o¢ 


UNCLASSIFIED 


21-cv-10719(FBI)-27 


FBI 


From: Ly 


Sent: Friday, October 23, 2015 11:48 AM 
To: FBI) 
Subject: FW: Fugitive warrant 


b6 -1,3 
b7c -1,3 
We should be good to go. fopied| _ko he’s aware. 
2015 1:20 PM 
Fugitive warrant 
b5 -2 


-_ ve 


[ 
From:[_ (FBI) 


Sent: Tuesday, October 20, 2015 4:01 PM 
T) 


Subject: FW: ugitive warrant 


Attached is an affidavit and order from[. sd We worked a he added the “Manner of 


Execution” language. \t appears all the other relevant info is in the order and affidavit, please take a look and let me 
know your thoughts. Thanks. 


— 


Fromi__ Fr) 


Sent: Tuesday, October 20, 2015 2:02 PM 
To: FBI 
Subject: Fwd - Fugitive warrant b6 -1,2 


b7c -1,2 


b6é -1,2,3 
b7¢ -1,2,3 


Pls review 


21-cv-10719(FBI)-28 


UNCLASSIFIED 
FEDERAL BUREAU OF INVESTIGATION 


Electronic Communication 


FD-1057 (Rev. 5-8-10) 


Title: (U) Opening Communication Date: 05/20/2020 
From: 
Contact: b3 -1 
b6 -1 


ee a b7E -1, 2,6 


case x [em DF serece 


Domestic Technical Assistance to 


Synopsis: (U) Opening Communication 


b7E -3,6 
Reference: 


Enclosure(s): Enclosed are the following items: 


1. (U) Request for Assistance from[____ TT 


Office b3 -1 
2. U) Nondisclosure Agreements b7E -1 
2 U) Approvals from ivision CDC 
4. U) Approvals from ivision CDC 
5 U) Final Approved State Search Warrant. 
Details: 

b3 -1 


E————— requested Federal Bureau of Investigation (FBT) b6 -2 


date of birth b7C -2 
b7E -1 


assistance with 


a FBI Task Force Officer and 


was wanted in connection with the 
of a[__]year-old-female in the City of 


witnesses were able to give a description of the suspect, and the City of 


advised the FBI 


The victim and 


UNCLASSIFIED 


21-cv-10719(FBI)-29 


[ 


UNCLASSIFIED 
b7E -6 


Title: (U) Opening Communication 
rer [_____] 05/20/2020 


[_fameras caught the license plate of the suspect's vehicle. The 


vehicle registration led the police department to 


the assistance of the 


wrote a search warrant for the suspect's house, 


vehicle, b3 -1 
but b6 -3 
b7c -3 


A search of 


b7E -1 


residence was negative. They also got a search for 


fe ---- -- | however, there has been no recent activity. 


conjunction with the 


gang member who the FBI had investigated in 


is also known by the 


gang moniker 


requested both domestic 


as well as 


analysis. A official agency request was submitted byf | 
[sina is included in the 1A section of this communication. All 


members of the prosecutorial and investigative team for the District 


Attorney's Office agreed to abide by the FBI's nondisclosure agreement 


(NDA) in relationship to usage of the cell site simulator. A state 


b7C -2 


NDAs and the approved search warrant will also be included as part of the b7E -1 


1A section. 


The following information and documentation was forwarded through the 


chain of command and approval was granted to 
provide assistance to On turned 


himself into the police before any assets were deployed [ 


o¢ 


UNCLASSIFIED 
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21-cv-10719(FBI)-30 


| limp) (CON) — 


b7Cc -1 


Sent: Thursday, May 7, 2020 1:04 PM 
To: eS (- | (7) 


Cec: FBI) 


Subject: Re: Domestic Technical Assistance to Oe 


Legal approves pending review of the state search warrant [| approval required for the opening 
of th 


b6 -1 
b7c -1 
b7E -2 


Confidentiality Statement: This message is transmitted to you by the Office of thf fur the 
aera the FBI. The message, along with all attachments, may be confidential and legally 

privileged. If you are not the intended recipient, please destroy it promptly without further retention or 

dissemination. Please notify the sender of the error by a separate e-mail or by calling This 


message and its attachments belong to the FBI and may not be further disseminated without prior FB 


LJ approval. 


BI) 


b3 -1 
BIER: Domestic Technical Assistance tot bé -1,3 


b7c -1,3 
All, b7E -1,2 
The| | requested domestic technical 
assistance in e form o e s ce Site simulator in the case off | 
By way of at approximately year-old- 
female was ya stranger on Lf 


e able to give a description, and ¢ 
nse plate of the suspect's vehicle. The vehicle 


1 
21-cv-10719(FBI)-31 


call detail records as well as requested a 


a 
+ 
= 


so gotten arch warrants for a on the susp 
however, there has been no recent activity. 


has requested the 
to help provide a more spe 
sileve with the 


in using_the 


atatatal— 


Currently, we have completed the following steps required for dep 
CSS per the guidance of the CDC: 


1. Attached is an official request from th 


2. The 
assigned to this matter as well as the assigned 


A state sea drafted and is being reviewed by 

. The and have been advised of the 
Situation, all actions currently taken, and will approve subject to the 
state search warrant meeting all necessary FBI requirements. 


IT am respectfully requesting the opening of a this matter. 
seeking approval to 
ral 


search warrant by the 


b6 -1 
b7c -1 
b7E -2,3 


i .gov 


21-cv-10719(FBI)-32 


| hm) (CON) 


b3 -1 
From: [i bé -1 
Sent: 0 1:49. PM b7c -1 


To: FBI); 
Cc: (FBI 
Subject: Re: Domestic Technical Assistance to the 


b7E -1 


All, 


A have reviewed the state SW and it complies with DOJ requirements and | approve moving forward. This is a 
serious crime and a good use of our assistance abilities. Please reach out to me if you have any other 
questions or concerns. 


: b3 -1 
b6 -1 

Desk: b7c -1 

Mobil b7E -1,2 


From | (ra 


Sent: Thursday, May 7, 2020 10:41 AM 
T (FBI 


C 
L) (Fei 
Subject: RE: Domestic Technical Assistance to ee | 


— 


iscussed yesterday, this is a request to open j_Pssstone case to provide technical assistance to 
r 


The formal request letter is attached fo review. val has been granted. approval is 
pending ) nama ee the State search warrant. Once completes his review, evel 
approvals are needed. 

Thank you, Section 
b6 -1 


rom{ 8 
Ta a 


Cc; 
Subject: Re: Domestic Technical Assistance to th 


21-cv-10719(FBI)-33 


Legal approves pending review of the state search warrant] __——_ approval required for the opening 
of the 


[| 


b6 -1 
b7C -1 
b7E -2 


Galaxy 


Confidentiality Statement: This message is transmitted to you by the Office of thf dt for the 
of the FBI. The message, along with all attachments, may be confidential and legally 

privileged. If you are not the intended recipient, please destroy it promptly without further retention or 

dissemination. Please notify the sender of the error by a separate e-mail or by callin 


message and its attachments belong to the FBI and may not be further disseminated without prior FBI 
bp proval. 


Dy,» ,%%.%%%%%** elahhehlailalaahlailabaahlalaabcahtaitaalcaitaitaaiaaitaitaaisaitaiiaiiaiiails™*** 020.0 0000 UII 


From (FBI) 
Sent: Thursday, May 7, 2020 10:00 AM 


a 


eC ba 1 
Subject: Domestic Technical Assistance to td si(i‘—sSsSsCsOY be. S153 
b7c -1,3 
All, b7E -1,2,3 


The Office requested domestic technical 
assistance in the form of the FBI's cell site simulator in the case of [L___] 


LT 


By way of background, on at approximately year-old- 
by a stra 


female was 


She and witnesses were able to give a description, and City of 


The vehicle 


i aCe 4 ar io 
nger on m_—_] 
J 

‘= 


suspect’s vehicle. 


residence was negative They 
have also gotten search warrants f 


o 
Wwever, there has been no recent activity. 


requested the FBI's assistance 


siTeyve wit 
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ct 
ie) 
a 
3 
Oo 
i 
rm 
(e) 
= 


that we might be able 


3 


Currently, we | ted the following steps required for deployment of the 
CSS per the gui ice of e CDC: 


1. Attached is an official 


request from th 


have read and acknowledged the 


All e-mails 
containing their acknowledgements will be documented to the case file. 


3. A state search warrant has been dra is being reviewed by 
a | The[ sarc have been advised of the 


situation, all actions currently taken, and will approve subject to the 
state search warrant meeting all necessary FBI requirements. 
Fully requesting the opening of a this matter. 


I am resovec 


seeking 


search warrant by the 
b3 -1 
Respectfully, b6 -1,2 
b7c -1,2 
b7E -1,2,3 


(desk) 


the[ sd form is available on fbi.gov 
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b6 -1 
b7c -1 
b7E -1 


b6 -3 


b7c -3 
reL_ 


is requesting the technical b3 -1 

assistance. t ostigation in the form of their Cell Site Simulator. On b6é -3 
Monday! year-old female wag and | a eae es 
Victim wa and required BE Se 


extensive medical attention as she suffered great bodily injury. Victim and bide| fae a 


description, asd[ pity cameras caught the license plate of | vehicle. as 


positively identified by the victim. 


b6 -3 
The vehicle registration led to Suspect : [ family members, his phone 7¢ -3 
number i b7E -1 
number 1 
[__Jesiene was searched and unfortunately, he was not located. [had texted a cousin, 
who was inside the residence at the time of the search warrant, and while investigators were at the 
SOUTIE. cellular telephone number was confirmed. Furthermore is suspected of three 
other homicides ir and is currently believed to be armed and considered dangerous. = oe 
Cc -2, 
Sincerely 
Bureau of Investigations 
b3 -1 
b7E -1 


eee ee 


lamp) (CON) 


From: 

Sent: Thursday, May 7, 2020 10:32 AM 

To: 

Cec: 

Subject: Re: CSS Non Disclosure Agreement 
b6 -1,2 

Acknowledged Bie == Ave 
b7E -2 


os “ 


On May 7, 2020, at 5:41 AM Bp T ge 2 


wrote: b7C -1,2 
b7E -2 

All, 

The following is the FBI's Non Disclosure Agreement in relationship to use of 

the Cell Site Simulator. Please review the document and let me know if you 

have any questions. If you understand and agree to the non-disclosure 


agreement, please respond to this email with a simple acknowledgment. 


Thanks, 
b6 -1 
b7cC -1 
b7E -2 


(desk) 


<CSS Non Disclosure Agreement.docx> 
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| limp) (CON) 


From: 

Sent: Thursday, May 7, 2020 10:06 AM 

To: 

Subject: Re: CSS Non Disclosure Agreement 
b3 -1 
b6 -1,2 

Acknowledged. Thank you. b7C -1,2 
b7E -1,2 


Sent: Thursday, May 7, 2020 5:41:02 b7C -1,2 


T 


Subject: CSS Non Disclosure Agreement 


PO 


All, 


The following is the FBI's Non Disclosure Agreement in relationship to use of the Cell 
Site Simulator. Please review the document and let me know if you have any 

questions. If you understand and agree to the non-disclosure agreement, please respond 
to this email with a simple acknowledgment. 


Thanks, 
b6 -1 
b7c -1 
b7E -1,2 


desk) 
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| lumpy (CON) 


From: 

Sent: Thursday, May 7, 2020 10:29 AM 
To: FBI 

Cec: 

Subject: Re: CSS Non Disclosure Agreement 


I acknowledge. 


Thank = 


Sent from my iPhone BGreEee 
b7C -1,2 
b7E -2 
wrote: 
All, 
The following is the FBI's Non Disclosure Agreement in relationship to use of 
the Cell Site Simulator. Please review the document and let me know if you 
have any questions. If you understand and agree to the non-disclosure 
agreement, please respond to this email with a simple acknowledgment. 
Thanks, 
b6 -1 
b7c -1 
b7E -2 


desk) 


<CSS Non Disclosure Agreement.docx> 
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j Imp) (CON) Be aie 


b7C -1,2 
b7E -2 
From: [ee ee 
Sent: : 
To: 
Subject: RE: CSS Non Disclosure Agreement 
| acknowledge. 
Respectfully, 
b3 -1 
b6 -2 
b7C -2 
b7E -1 


CONFIDENTIALITY NOTICE: This communication with its contents may contain confidential and/or legally privileged 
information. It is solely for the use of the intended recipient(s). Unauthorized interception, review, use or disclosure is 
prohibited and may violate applicable laws including the Electronic Communications Privacy Act. If you are not the 
intended recipient, please contact the sender and destroy all copies of the communication. 


All, 


The following is the FBI's Non Disclosure Agreement in relationship to use of the Cell 
Site Simulator. Please review the document and let me know if you have any 
questions. If you understand and agree to the non-disclosure agreement, 


please respond 
to this email with a simple acknowledgment. 


Thanks, 
b6 -1 
b7c -1 
b7E -1,2 
CO desk) 
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| mp) (CON) 
——SEE aaa 


From: 
Sent: Thursday, May 7, 2020 11:21 AM 
To: FBI); 
b6 -1,2 
Subject: Re: CSS Non Disclosure Agreement b7c -1,2 
b7E -2 
Acknowledged 
ENS Sata nasn pach na Dp Dah ah DDD DD DDD DD DDD DD DD ADD DADA DD DNA AD AD AAA ADDN A A DAD AD DADA AD ADA ANDRA AD ANA A AAD DADA ADDR DAD ADIN A DAD DADA TDA D NDAD DDD DADA DADA DDD DNDN D DDD NAD AADAC AAD DADA D ADNAN DDD DADA NANA DD DANA ROAD NADA DDD NDNA DADA AAA DT b6 =1 Ul 2 
b7C -1,2 


From: [OT alee 
Sent: Thursday, May 7, 2020 7:59:34 AM 


Tof dF 


Subject: RE: CSS Non Disclosure Agreement 
| acknowledge. 


Respectfully, 


b3 -1 
b6 -2 
b7C -2 
b7E -1 
CONFIDENTIALITY NOTICE: This communication with its contents may contain confidential and/or legally privileged 
information. It is solely for the use of the intended recipient(s). Unauthorized interception, review, use or disclosure is 
prohibited and may violate applicable laws including the Electronic Communications Privacy Act. If you are not the 
intended recipient, please contact the sender and destroy all copies of the communication. 
— SSS 50 5550059555 T 59 SSSeS SSS EO aaa Eset eT oa Se E 
Sent: Thursday, May 7, 2020 5:41 AM b7c -1,2 
b7E -2 
Subject: CSS Non Disclosure Agreement 
b3 -1 
bT7E -1 


f 


The following is the FBI's Non Disclosure Agreement in relationship to use of the Cell 
Site Simulator. Please review the document and let me know if you have any 


1 
21-cv-10719(FBI)-41 


questions. If you understand and agree to the non-disclosure agreement, please respond 
to this email with a simple acknowledgment. 


Thanks, 
b6 -1 
b7c -1 
b7E -2 


(desk) 


21-cv-10719(FBI)-42 


UNCLASSIFIED 


FEDERAL BUREAU OF INVESTIGATION 


Electronic Communication 


FD-1057 (Rev. 5-8-10) 


Title: (U) Use of Cell Site Simulator Date: 06/29/2017 


From: L_____| 


b6 -1,2 
Approved By: SSA b7c -1,2 


b7E -1,2,6 
Synopsis: (U) Use of the Cell Site Simulator to identify and locate 


pertinent cellular telephones on 6/23/2017 and 6/28/2017 
Full Investigation Initiated: 04/15/2017 


Enclosure(s): Enclosed are the following items: 


Tis (0) NDA b3 -1 
.  (U) NDA ia re 
U) Approval email 
U) Warrant 


b3 -1 
b6 -1,2 


on_ 6/23/2017. __Jeonducted sweeps at | 
Athoagh 


[ 


UNCLASSIFIED 


21-cv-10719(FBI)-43 


Es 


UNCLASSIFIED b7E -6 


Taste kes (U) Use of Cell Site Simulator 


Through additional investigation,[ as subs able to 
tentatively identify secondary cell phones for as well as his 
associate, On 6/28/2017, as deployed to 


nesidence:.at [i= 


At approximately 9:30 a.m., 
possible secondary cell phone for 


then traveled tof —=sisorrk site at 
Pdi another attempt to_identity 


observed 
vehicle parked in front of the residence. At approximately 11:15 a.m. 
determined that the only 


b3 -1 

b6 -1,2,3 
b7C -1,2,3 
b7E -1,3 


The results of the survey were verbally passed to 


Cee 


Both the[ Jana th 


replied that they had received the Cell Site Simulator Non- 


b3 -1 
Disclosure Letter. These emails are attached to this 


b6 -2 
communication. Also attached is an email from[ sd b7C -2 
indicatin pproval for this technique. The search warrant was b7E -1,3 
reviewed by ACDC prior to its signing by 
The 


warrant is attached to this document. 


¢ 


UNCLASSIFIED 


2 
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Prom’ [Pe 


Sent, Thur ne 22, 201712:38 PM 
To: (FBD| se eB) 
Subject: RE: Emailing: Cell Site Stmulato 


Approved. 

i Serene (FBI) 

Sent: Thursday, June 22, 2017 11:43 AM 
 eTSRNRERTE (SF) (FB) LJ 
Subject: Fwd: Emailing: Cell Site Simulator 


has reviewed and approved of a state warrant attached fo o identy 
not Iocate) secondary cell phones being use target's. We already 
[-_Jopen on this case with{__ ipproval, so T'm not sure if this request has to go up th 


as well. Please advise. 


spects ina 
is the original number fo suspected 


elongingtd___——S—sdi came up on 06/09/2017. On Friday 06/16/2017 He 


econd phone). However, over the weekend it was discovered that 


belongs to th no known connection to the homicide. TTS has since been taken 
down. Bot have openly talked about having second phones, and have terminated 
calls on the monitored lines to continue conversations on those phones. 


ave been postponed until secondary phones are identified and 


monitoring begins. 


[ is also a suspect in a drive by shooting of 


From[_— FBI) 


Date:_6/22/17 10:55 AM (GMT-08:00 
To: BI) 


Subject: Re: Emailing: Cell Site Simulator 


= 


a------- Original message -------- 
2) eee 7: Ee | 


Date: 6/21/17 8:49 PM (GMT-05:00) 


b6 -1 
b7c -1 
b7E -1 


be6 -1 
b7c -1 
b7E -1,3,6 


b3 -1 

b6 -3 
b7Cc -3 
b7E -1,6 


bé6 -1 
b7c -1 
b7E -2 
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f 


To: 
Ce: 


b6 -1,2 
b7C -1,2 
b7E -1,2 


(FBI)" 
Subject: Fwd: Emailing: Cell Site Simulator 


Here is the eee for the cell site simulator after review by [| He and] —_| 


Investigato are ccd. 


Please acknowledge receipt and review. Thank you! 


[ 


From: 
Date: 6/21/17 5:40 PM (GMT-08:00 


FBI)" b6 -1,2 


ae: b7c -1,2 
mailing: Cell Site Simulator { b7E -1,2 


Changes made ... here you go. 


Sent: Wednesday, June 21, 40: 


To 
Subject: Emailing: Cell Site Simulator 


ubject: Re: 


Your message 1s ready to be sent with the following file or link attachments: 


Cell Site Simulator 10 os fl 


Note: To protect against computer viruses, e-mail programs may prevent sending or receiving certain types of file 
attachments. Check your e-mail security settings to determine how attachments are handled. 


BIE -2  9i-cv-10719(FBI)-46 


nnn 


From: 


Sent, , 2017 4:27 PM el 
To: FBI) b6 -1.2 
Ce: b7C -1,2 
Subject: Nondiscloure Agreement b7E -1 
Greetings. 
I have received the Nondisclosure Agreement. 

b7E -2 
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CT 


From: 


Sent, i ne 21, 2017 1:29 PM 
To: (FBI) 


Subject: RE: NDA 


Receipt confirmed, 


b3 -1 
b6 -1,2 
b7c -1,2 
From[| iB [mailtof 
Sent: M 


Subject: NDA 


[Io] 
Attached is an NDA for th 


{| I will need {_feve or higher to confirm receipt of 
the NDA. The return email to me should just confirm receipt....No more, no less. 


BIE -2  94-cy-10719(FBI)-48 


DECLASSIZIED BY. HSICG | b6 -1 


UN Ud 20-2022 b7C -1 


(IMD) (CON) 


Sent: 

To: (OTD) (FBI b6 -1 

Cc: (OTD)(FBI) (OTD) B7e -1 

Subject: RE: Assigned Task: DUE noon : DA 5 The FBI's Use of Cell Site Simulators (Stingrays) 
Hearing Paper - Oversight Hearing --- UNCLASSIFIED 


Classification: UNCLASSIFIED 


Please see ih fomission attached, 


b3 -1 
b6 -1 
b7c -1 
b7E -1,3 
From OTD) (FBI) 
Sent: Monday, November 09, 2015 12:08 PM 
ie FBI) 


(eRxcon|________] ov (cony[______Joro.ren 
ir ect: FW: Assigned Task: DUE noon 11/12/15 A e FBI's Use of Cell Site Simulators (Stingrays) Hearing Paper| —_| 
versight Hearing --- SE 


Importance: High 


Classification: SCRE? / 7NeFrerRn 


Upon removal of attachment(s), this document is UNCLASSIFIED//Feso- 


(U j#oucl —_ Jpiease assign this task withidL__] You may ae administrative and research assistance. 


Please note the detailed request described below (SPBookmark Detailed xO0G20 Request nn 4 
Here are the questions ta be answered: b7c -1 
<< File: FBI's Use of Stingrays.docx >> 


Here are sarne previous responses that can forrn the bases of your responses: 


<< File: Department_Policy Memo.pdf>> << Fld << File: 


Public_Affairs Guidance_on FBI Cell Site Simulators 20150914 pdf >> 
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Cc OTD) (FBI); 


, 2015 11:43 


(OTD) 


TD) (FBI); OTD) (FBI) 


W: Assigned Task: DUE noon 11/12/15 The FBI's Use of Cell Site Simulators (Stingrays) Hearing Paper [| 
Oversight Hearing --- UNCLASSIFIED 


Importance: High 


ication: 


Classif 


UNCLASSIFIED 


— 


External Tracking 
Number: 
Title 


Classification: 
Priority: 
Tasking POC: 
Originator: 


Deadline: 
Summary Of Request: 


Detailed Request 
Description: 


Please cas tacking belaw and reply to pd|__ by noon 11/12 /2 
Pe warts the info early due ta travel sche 
[__Jrracking Number: 


as 
x 


?O5. Please see attachment. 


b6 -1 
b7c -1 
b7E -2 


adi Site Simulators 


(Stingrays) Hearing Paper - Bec $ SJC Annual Oversight 


ie) 


mpit 


The FBI's Use of C 
Hearing 
UNCLASSIFIED 


Exec b6 -1 
b7c -1 
11/12/2015 5:00 PM iam 
Tasked t 
Action: Answer the questions in the attacned dacument. This is to prep the Director for the 


AFG 775 } hearing, 
required prior to submitting these efor review, 
+14 ie COS cit the actial tackina ien't A ie Back ty 


approval will be 
this response ey Friday 
Task 7: 
Hearing | 


s asking far 
unt V1/20, 


SIC Annual Oversight Hearing 
The Director is sei testify before the Senate Judiciary Committee on December 9, 
2015. The Office of Congressional Affairs (OCA), Special Projects Unit (SPU), is currently 
assigning tasks far the Questions & Answers (QA s} that are needed to prepare him for his 
appearance. 


This wil be an OPEN hearing session, therefore unclassified iia Ses are a rested, tf 
Bi anding ¢ of an 


eieap whet cari 


be said in an open setting. 


b5 -1 


21-cv-10719(FBI)-50 


intended Audience and 
Purpose: 


b5 -1 

b6 -1 
b7Cc -1 
b7E -2,3 


Thanks, 


From: 
Sent: Monday, November 09, 2015 11: 


Do 
a corp) (con;[ stormy ran {| 


OTD) (FBI) TD) (FBI) 
Subject: Assigned Task: The FBI's Use of Cell Site Simulators (Stingrays) Hearing Paper - Dec 9 SJC Annual Oversight 
Hearing 


Hello, 


You have been assigned as an approver on the following task: The FBI's Use of Cell Site Simulators (Stingrays) 
Hearing Paper - Dec 9 SJC Annual Oversight Hearing 


21-cv-10719(FBI)-51 


Available Tracking Nu 
racking Number: 
External Tracking Number: 


The following are deadlines associated with this task: 


b7E -2,3 


Deadline: 11/12/2015 5:00:00 PM 


This email was automatically sent, please do not reply. 


Classification: UNCLASSIFIED 


Classification: SECRE?4-4s6FORN 


Classification: UNCLASSIFIED 
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FEDERAL BUREAU OF INVESTIGATION 
FOI/PA 

DELETED PAGE INFORMATION SHEET 
FOI/PA# 21-cv-10719 


Total Deleted Page(s) = 3 

Page 1 ~ b3 - -1; b5 - -1; b6 - -1; b7C - -1; b7E - -1; 
Page 2 ~ b3 - -1; b5 - -1; b6 - -1; b7C - -1; b7E - -1; 
Page 3 ~ b3 - -1; b5 - -1; b6 - -1; b7C - -1; b7E - -1; 


XXXXXXXXXXXXXXXXXXXXXXXK 
X Deleted Page(s) X 

X No Duplication Fee X 

X Forthis Page xX 
XXXXXXXXXXXXXXXXXXXXXXXK 


FEDERAL BUREAU OF INVESTIGATION 
FOI/PA 

DELETED PAGE INFORMATION SHEET 
FOI/PA# 21-cv-10719 


Total Deleted Page(s) = 4 

Page 1 ~ b3 - -1; b5 - -1; b6 - -1; b7C - -1; b7E - -1; 
Page 2 ~ b3 - -1; b5 - -1; b6 - -1; b7C - -1; b7E - -1; 
Page 3 ~ b3 - -1; b5 - -1; b6 - -1; b7C - -1; b7E - -1; 
Page 4 ~ b3 - -1; b5 - -1; b6 - -1; b7C - -1; b7E - -1; 


XXXXXXXXXXXXXXXXXXXXXXXK 
X Deleted Page(s) X 

X No Duplication Fee X 

X Forthis Page xX 
XXXXXXXXXXXXXXXXXXXXXXXK 


FEDERAL BUREAU OF INVESTIGATION 
FOI/PA 

DELETED PAGE INFORMATION SHEET 
FOI/PA# 21-cv-10719 


Total Deleted Page(s) = 4 
Page 1 ~ b5 - -1; b6 - -1; b7C - -1; b7E - -1; 


Page 2 ~ b5 - -1; b6 - -1; b7C - -1; b7E - -1; 


' 


Page 3 ~ b5 - -1; b6 - -1; b7C - -1; b7E - -1; 


Page 4 ~ b5 - -1; b6 - -1; b7C - -1; b7E - -1; 
XXXXXXXXXXXXXXXXXXXXXXXK 
X Deleted Page(s) X 

X No Duplication Fee X 

X Forthis Page xX 
XXXXXXXXXXXXXXXXXXXXXXXK 


(MD) (CON) 


Sent: Monday, November 30, 2015 12:33 PM b6 -1 

To: [_CS*F£OTD) (FBI) b7C -1 

Subject: FW: OTD Tasks - The FBI's Use of Cell Site Simulators... has been assigned to you --- 
UNCLASSIFIED/ASES 

Attachments: FBls_Use_of_Stingrays_-finalresponse_11282015.docx; 


FBls_Use_of_Stingrays_finalresponse_11282015_clean.docx 


Classification: UNCLASSIFIED/ ses. 


From DO)(FBI) b7c -1 


Se , 2015 2:07 PM 
To DO)(FBI) 
Cc (OTD) (FBI) 


Subject: RE: OTD Tasks - The FBI's Use of Cell Site Simulators... has been assigned to you --- UNCLASSIFIED/A-ES- 


Classification: UNCLASSIFIED/A>ES 


t = The information marked (U//tSHn this document is the property of FBl and may be 
dig tributed within the pevleral Government (and its contractors}, U5 intelligence, law enforcement, public safety or 
protection officials and individuals with a need to know, Distribution beyond these entities without FBI authorization fs 
prohibited. Precautions should be taken to ensure this information is stored and/or destroyed in a manner that 

or ecludes unauthorized access. Information bearing the LES caveat may not be used in iegal proceedings without first 
receiving authorization fram the originating agency. Recipients are prohibited fram subsequently pasting the 
information marked LES on a website or an unclassified network. 


i 


; 
and then ee pe dear version. 


Pigase let me know Hf you need anything else 
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From:[| ore ater 
Sent: Wednesday, November 25, 2015 11:36 AM 

To; O)(FBI) 

Cc (OTD) (FBI) 

Subject: RE: OTD Tasks - The FBI's Use of Cell Site Simulators... has been assigned to you --- UNCLASSIFIED//LES- 


Classification: UNCLASSIFIED/ 75S 


= Ee 
7. H 


at PR 


Lire : 


{Ut = tt The information marked (U/*65} in this document is the property of FBl and may be 
distributed with in the eedei ral Government (and its contractors}, US inteligence, law enforcement, public safety or 
protection officials and individuals with a need to know. Distribution beyorid these entities without FBI authorization is 
orohibited, Precautions should be taken to ensure this information is stored and/or destroyed in a manner that 
precludes unauthorized access. Information bearing the LES caveat may not be used in iegal proceedings without first 
receiving authorization from the originating agency. Recipients are prohibited from subsequently posting the 


information marked LES on a website or an unclassified network, 


Thankd As | have explained to [| we don't get the final __ approved version today, we'll lust use 


#8 ot 


the current version thal br ovided and mark it as a “draft” when we send it up te the Director. 


eS ee ee eae rt 


ber 25, 2015 11:05 AM 


To O)(FBI) 
Cc (OTD) (FBI) 
Subject ; - The FBI's Use of Cell Site Simulators... has been assigned to you --- UNCLASSIFIED//LES. 


Classification: UNCLASSIFIED/ +s 


{Upp The information marked €U/ APES in this docurnent is the property of FBl and may be 
distributed within the Federal alee ment (and its contractors}, US intelligence, law enfarcernent, public safety ar 
protection officials arid individuals with a need to know. Distribution beyond these entities without FBI authorization is 
orohibited. Precautions should be taken to ensure this information is stored and/or destroyed in a manner that 
precludes unauthorized access. Information bearing the LES caveat may not be used in legal proceecings without first 
receiving authorization fram the originating agency. Recipients are prohibited from subsequently posting the 
information marked LES on a website or an unclassified network, 


Ld b6 -1 


b7c -1 


ive sent to her for her review and copied nef | as well, She is aware that we are past the due date, so | 


would anticipate that she will, 


Apologies for the delays! 


From:________———_I(D0)(FBI) 


Sent: Wednesday, November 25, 2015 10:12 AM 
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-1 


b6 


To 


(OTD) (FBI) 
DO)(FBI) 


-1 


b7Cc 


Cc 


has been assigned to you --- UNCLASSIFIED/AZ&S 


imulators 


s Use of Cell Site S 
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Yash Thier The FBI's Use of Cell Site Simulators (Stingrays)" Hearing Paper 


OTD Task Members 


20151209 SIC Annual Oversight Hearing 


NOSE: The Director is scheduled to testify before the Senate Judiciary Committee on December 9, 2015. 
The Office of Congressional Affairs (OCA), Special Projects Unit (SPU), is currently assigning tasks 
for the Questions & Answers (Q&A’s) that are needed to prepare him for his appearance. 


This will be an hearing session, therefore unclassified responses are requested. If it is 

necessary to include classified information to enhance the Director's understanding of an issue then 

please ensure all material is appropriately portion marked so it is clear what can be said in an open 

setting. b5 -1 
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Click on the “Link to Document” at the bottom of this email to begin working on this paper. 
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Sent: 2016 3:49 PM 
To: OTD) (F 
Ce: (OTD) (FBI) 5 c3| ——Horo 1G:)) 
OTD) (:)) | (OGC) (FBI) 
Subject: Decision Brief for CSS NDAs --- UNCLASSIFIED77#§S 


Classification: UNCLASSIFIED//§S 
ATTORNEY WORK PRODUCT/ATTORNEY-CLIENT PRIVILEGED INFORMATION/DELIBERATIVE 
PROCESS PRIVILEGED DOCUMENT 


TRANSITORY RECORD 


b6 -1 


[_bna | went over these slides this morning, and attached are the final version.[ hd | would be happy to brief 7c -1 
you and/or thd __bn this. b7E -2 


E-Mail (S): 


Confidentiality Statement: This message is transmitted to you by the Office of the General Counsel of the Federal Bureau 
of Investigation. The message, along with any attachments, may be confidential and legally privileged. If you are not the 
intended recipient of this message, please destroy it promptly without further retention or dissemination (unless otherwise 
required by law). Please notify the sender of the error by a separate e-mail or by calling 


b5 -1,2 
b7E -2 
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U.S. Departinent of Jestice 


Federal Bureau of Investigation 


Washington, D.C. 20535-0001 


October 14, 2011 


b3 -1 
b7E -1 


Re: Purchase of Wireless Collection Equipment/Technology and Non- 
Disclosure Obligations 


: * THES: The information in this document isthe property of the Federal Bureau of 

live estivation iF PRD and pif he distributed within the Federal Government (and tis contractors}, (LS. intelligence, law 
enforcement, public safety of protection officials and individuals with a need ta know, Distribution beyond these entities without 
FBT Operational Technology Division authorization is prohibited. Precautions should be taken to ensure this taformation is 
stored andor destroyed in.a manner that prectudex unauthorized access. Infarmation bearing the LES caveat may rot be used in 
legal proceedings without first receiving authorisation from the originating agency. Recipients are prohibited from subsequently 
posting the information maried LES on a website on an unclassified netwerk. 


Dear Commandef | b3 -1 


b7E -1 


We have been advised ee of the request 
io purchase certain wireless collection equipment/technology manufactured by 
I hee with the conditions on the equipment authorization granted toL__| 


y the Federal Communications Commission (FCC), state and local law 
enforcement agencies must coordinate with the Federal Bureau of Investigation (FBI) to 
complete this non-disclosure agreement prior to the acquisition and use of the 
equipment/technology authorized by the PCC authorization. 


As you are aware, law enforcement agencies increasingly rely on wireless collection 
equipment/technology to conduct lawfully-authorized electronic surveillance, Disclosing the 
existence of and the capabilities provided by such equipment/technology to the public would 
reveal sensitive technological capabilities possessed by the law enforcement community and may 
allow individuals who are the subject of investigation wherein this equipment/technology is used 
to employ countermeasures to avoid detection by law enforcement. This would not only 
potentially endanger the lives and physical safety of law enforcement officers and other 


UNCLASSIFIED 
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UNCLASSIFIED /E 


individuals, but also adversely impact criminal and national security investigations. That is, 
disclosure of this information could result in the FBI's inability to protect the public from 
terrorisra and other criminal activity because, through public disclosures, this technology has 
been rendered essentially useless for future investigations. In order to ensure that such wireless 
collection equipment/technology continues to be available for use by the law enforcement 
community, the equipment/technology and any information related to its functions, operation, 
and use shall be protected from potential compromise by precluding disclosure of this 
information to the public i in any manner including by not limited to: in press releases, in court 
: or during other public forams or proceedings. Accordingly, b3 -1 
agrees to the following conditions in connection with its b7E -1 


purchase and use of the 


I. thls ensure that operators of the equipment have 
met the operator training standards identified by the FBI and are certified to conduct 


operations. 

a8 The will coordinate with the FBI in advance of its use 
of the wireless collection equipment/technology to ensure de-contliction of respective eae 
THSSIONS. 

oy The will not distribute, disseminate, or otherwise 


disclose any information concerning the wireless collection equipment/technology or any 
software, operating manuals, or related technical documentation (including its 
technical/engineering description(s) and capabilities) to the public, including to any non- 
jaw enforcement individuals or agencies. 


4. ee not distribute, disseminate, or otherwise 
disclose any mformation concerning the wireless collection equipment/technology or any 


software, operating manuals, or related technical documentation (including its 
technical/engineering description(s) and capabilities) provided to it any other law 
enforcement or governnient agency without the prior written approval of the FBI. Prior 
to any approved distribution, dissemination, or comparable disclosure of any information 
concerning the wireless collection equipment/technology or any software, manuals, or 
related technical documentation related to such equipment/technology, all materials shall 
be marked “Law Enforcement Sensitive, For Official Use Only - Not to be Disclosed 
Outside of the 


ws 


The hall 
use or provide any information concerning the 
its associated software, operating manuals, and any related 
documentation (including its technical/engineering description(s) and capabilities) 
beyond the evidentiary results obtained through the use of the equipment/technology 
including, bat not Hmited to, during pre-trial matters, in search warrants and related 
affidavits, in discovery, in response to court ordered disclosure, in other affidavits, in 
grand jury hearings, in the State’s case-in-chief, rebuttal, or on appeal, or in testimony in 
any phase of civil or criminal trial, without the prior written approval of the FBI ifthe 


UNCLASSIFIED/A 
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Co ecarns that a District Attormey, prosecutor, or a court b3 -1 
= eae, 5 i | b7E -1 


igtion concerning th 

, its associated software, operaling 
manuals, and any related documentation (including its technical/engmeering description{s) 
and capabilities) beyond the evidentiary results obtained through the use of the 
equipment/technology in a manner that will cause law enforcement sensitive information 


aline to the technology to be made known to the public, th 
will immediately notify the FBL in order to allow sutticient time for the 


to intervene to protect the equipment/technology and information from disclosure and 
potential compromise. 


Notification shall be directed to the attention of: 


ee 


Federal Bureau of Investigation 
Engineering Research Facility 


b6 -1 
Building 27958A, Pod A BIG -1 
Tipivigves +2 
22135 b7E -2,3 
and 
Operational Technology Division 
Federal Bureau of investigation 
Engineering Research Facility 
Building 27958A, Pod B 
(a Fs 
In addition, hel s—sSsisOY will, at the request of the FBI, seek 
dismissal of the case in lieu of using or providing, or allowing others to use or provide, 
any information concerning th 
its associated software, operating manuals, and any related b3 -1 
documentation (beyond the evidentiary results obtained through the use of the b7E -1 


equipment/technology), if using or providing such information would potentially or 
actually compromise the equipment/technology. 


A copy of any court order in any proceeding in which th 

is a party directing disclosure of information concerning the 

nd any associated sofiware, operating manuals, or 
related documentation (including its technical/engineering description(s) and capabilities) 
will immediately be provided to the FBI in order to allow sufficient time for the FBI to 


UNCLASSIFIED/E@ 
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intervene to protect the equipment/technology and information from disclosure and 
potential compromise. Any such court orders shall be directed to the attention of: 


Federal Bureau of Investigation 
Engineering Research Facility 
Belcing 2T9S8A, Pod A 

roinia 22135 


b6 -1 
b7c -1 
and b7E -2,3 
Operational Fechnology Division 
Federal Bureau of Investigation 
Engineering Research Facility 
Building ede * Pod — 
will not publicize its purchase or use of the b3 -1 
or any of the capabilities afforded by such b7E -1 


equipment/technology to the public, other law enforcement agencies, or other 
government agencies, including, but not hontted ta, in any sews or press releases, 
interviews, or direct or indirect statements to the media. 


in the event that the foes A> test ot receives a request pursuant to the 
Freedom of Information Act (5 U.S.C. § 552) or an equivalent state or local law, the civil 
or criminal discovery process, or other judicial, legislative, ar administrative process, to 
disclose information concerning th 
ts associated software, operating manuals, and any related 
Tuding iis technical/engineering description(s) and capabilities), the 
ill immediately notify the PBI of any such request 
lephonically and in writing in order to allow sufficient time for the FBI to seek to 
prevent disclosure through appropriate channels. Notification shall be directed to the 
attention of: 


7 


b6 -1 
Operational Technology Division b7c -1 
Federal Bureau of Investigation bTE -2 


Engineering Research Facility 
Building 27958A, Pod A 
Quantico, Virginia 22135 


UNCLASSIFIBDJAPOS NEE ATAS 
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Operational Technology Division be -1 
Federal Bureau of Investigation Bie 
iene ee b7E -2,3 
Engineering Research Facility 


Building 27958A, Pod B 
nantico, Virpinia 22135 
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b3 -1 


Th eceptance of the above conditions shail be evidenced b7E -1 


by the signatures below of an authorized representative and wireless collection equipment 
operators of the 


Sincerely, 


IWision 
Federal Bureau of Investigation 


Acknowledged and agreed to this ¢Q__ day of _\ 


UNCLASSIFIED 
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b6 -1 
| joo (CON) b7c -1 
Sent: ee 12:36 
Tor orp) ei owo ——- 


Cec: (OTD)(FBI); {__ro 
(FBI (OTD) (FBI); eee (FBI); 


(OGC)(FBI) 


Subject: RE: Assigned Task: Cell Site Simulator - NDA Meeting es 


-- UNCLASSIFIEDA-eS 


Classification: UNCLASSIFIED/ 7SE<- 


Upon removal of attachment(s), this document is UNCLASSIFIED 


TRANSITORY RECORD 


uric f TW! he distributed within the Federal Govern ment 


the property of FE 


officiols and individuals with a need f 


b6 -1 
b7c -1 
; ‘ : ; 7 b7E -2 
1. Action: OTB to provided __Jith copies of NDAs. 
Response: This was accomplished o/a 10/07 b 
Eas 
Baeag wane thineaot: AML, 
2. Action: OTD to proactively identify areas which might be mace clearer in the NDA. 
a. b5 -1 


vA 


b. Response: Identification of areas (from the NDA) which might be made clearer in a replacement 
document are incor peated] in 3. below. 
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From:iL_ SOT) (FBI) b6 -1 


Sent: ber 06, 2015 12:18 PM b7c -1 
Cc: ( 
Subject: FW: Assigned Task: Cell Site Simulator - NDA Meeting wtf UNCLASSIFIED 


Classification: UNCLASSIFIED 


TRANSITORY RECORD 


an b7c -1 
This has probably already been sent to you, below find the task fonf i have attached the[ | b7E -3 
ternmlate. Task is due 10/49/2015. 


Thanks, 


=a 


Title Cell Site Simulator - NDA Meeting wf 


Classification: UNCLASSIFIED 
Priority: 4. Low 
Tasking POC: 


Originator: = UNET email {Meeting AAR) from 10/5/15 2 
ve C+ + 


Deadline: TOT9%207 5 9:00 PM b7E -2,3 
Summary Of Request: _Tasked to 


Detailed Request 
Description: 


Sent r 06, 2015 11:27 AM b7c -1 


a corp) (Fans[__—_Jcoroy ran toro renf i] 


(JN) (FBT) 


Subject: Assigned Task: Cell Site Simulator - NDA Meeting wf 
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Hello, 


You have been assignee as an approver on the following task: Cell Site Simulator - NDA Meeting wtf | 


Available Tracking Numbers 


racking Number b6 -1 
External Tracking Number b7c -1 
b7E -2,3 
ASks 


The following are deadlines associated with this task: 
Deadline: 10/19/2015 5:00:00 PM 


This email was automatically sent, please do not reply. 


Classification: UNCLASSIFIED 


Classification: UNCLASSIFIED//Skg$ 


Respectfully, 


b6 -1 
b7c -1 
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U.S. Department of Justice 


Federal Bureau of Investigation 


Washiagton, OC, 20535-0001 


November 20, 2014 


IN TURN 


%, 
$ 


2 ADK FL 


g 


b3 -1 
b7E -1 


d 


x 
4 


Licclu 


Re: Acquisition of Cell Site Simulator/Pen Register Equipment/Technology 
and Non-Disclosure Obligations 


. b3 -1 
| ve 
We have been notified of hl request for acquisition of 


certain cell site simulator/pen register equipment providing cellular device locating and 
identifying capability. Consistent with the condition on the equipment authorization granted by 
the Federal Communications Commission, State and local law enforcement agencies must 
coordinate with the Federal Bureau of Investigation (FBI to complete this non-disclosure 


agreement in order to acquire and use cell site simulator/pen register equipment/technology. 


Law enforcement agencies rely on cellular device locating and identifying capability to 
help meet their law enforcement and public safety responsibilities. Disclosure of certain 
information about cell site simulator/pen register equipment and techniques to the public, such 
information referred to by the Federal Government as Law Enforcement Sensitive (LES), would 
REVISION: 2 
Page f of 9 
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allow adversaries of law enforcement to diminish or thwart law enforcement efforts, thereby 
enabling such adversaries to evade detection and circumvent the law. Disclosure of even minor 
details about this technology or its use may reveal more information than its apparent 
insignificance suggests because, much like a jigsaw puzzle, each detail may aid in piecing 
together other bits of information even when the individual piece is not of obvious imporiance in 
itself. Thus, disclosure of what appears to be innocuous information about cell site simulators 
would provide adversaries with critical information about the capabilities, limitations, and 
circumstances of their use, and would allow these adversaries to accumulate information and 
draw conclusions about the use and technical capabilities of the technology. In turn, this would 
provide them the information necessary to develop defensive technology, modify their behaviors, 
and otherwise take countermeasures designed to thwart the use of this technology in order to 
evade detection by law enforcement and circumvent the law. Moreover, the same techniques, 
equipment, and tools used in criminal cases are often used in counterterrorism and 
counterintelligence investigations. Thus, compromise of the law enforcement community's 
investigational equipment and methods in a criminal case or a public records disclosure could 


have a significant detrimental impact on the national security of the United States. 


Due to these concerns, the FBI has consistently asserted that the details concerning the 
use, Implementation and application of cell site simulator technology is both law enforcement 
sensitive and protected homeland security information, and any disclosure could easily impair 
the use of this important investigative method. In recognition of this vulnerability, the FBI has, 
as a matter of policy, protected this category of electronic surveillance equipment and technique 
from disclosure, directing its agents that while general facts that a surveillance or location 
operation was conducted in connection with a specific case may be disclosed, neither details as 
to the equipment’s operation nor the tradecrafit involved may be disclosed. See United States v. 
Rigmaiden, 845 F.Supp. 982 (D.Ariz. 2012); United States v. Garey, 2004 WL. 2663023 
(M.D.Ga. Nov. 15, 2004), 


As mentioned earlier, any information concerning cell site simulator equipment or 
technology (including, but not limited to information about the operation of the equipment or 
technology itself, limitations or capabilities of the equipment or technology, any training 
REVISION: 2 
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materials concerning the capabilities or technology, or tradecrafi required to operate the 
equipment) authorized by the FBI to be provided to your agency is considered protected 
homeland security information under the Homeland Security Act @HSA”). Under 6 U.S.C. § 
482(e), homeland security information “obtained by a State or local government from a Federal 
agency under this section shall remain under the control of the Federal agency, and a State or 
local law authorizing or requiring such government to disclose information shall not apply to 
such information.” The HSA defines “homeland security information” as information that 
relates to the ability to prevent, interdict, or disrupt terrorist activity; information that would 
improve the identification or investigation of a suspected terrorist or terrorist organization; or 
information that would improve the response to a terrorist act. See 6 U.S.C. §§ 482()(1 (B)-(D). 
Cell site simulator technology meets all three criteria. Accordingly, by signing this agreement, 
your agency agrees and understands that disclosure of protected homeland security information 
is Specifically prohibited under Federal law, and that this law expressly preempts state and local 
disclosure laws under the Supremacy Clause (Article V1, clause 2) of the United States 


Constitution, 3 


Si} {as a general 


principle, Federal law preempts State law where Congress has said so explicitly). 


Finally, by entering into this agreement, you acknowledge that you understand cell site 
simulator technology is a regulated defense article on the United States Munitions List 
(USML"). See 22 CPR. § 121.1(b). As such, technical details concerning this technology are 
subject to the non-disclosure provisions of the International Traffic In Arms Regulations 
CYPAR”), 22 C.P.R., Parts 120-130. The IFAR implements the Arms Export Centrol Act, 22 
U.S.C. § 2778, and Executive Order 13,637, which control the export and import of defense- 
related articles and services listed on the USML. Because this equipment is explicitly governed 
by the ITAR, 22 C.P.R. § 123.1 requires anyone to obtain a license from the Department of State 
prior to making an export. Notably, technical information does not have to leave the borders of 
the United States to be deemed an export subject to the regulation. See 22 C.F.R. § 120.17 
(defining an export as the disclosure of technical data about a defense article to a foreign national, 
even while located in the United States). Consequently, if a State or local government 
disseminates any part of the technical information to an entity knowing that the entity intends to 
or is likely to publish or further disseminate the information in some fashion that would make it 


REVISION: 2 
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aceessible to non-US. citizens, or that the requesting entity employs or has any non-US. citizens 
present at its offices, this could constitute a violation of the Arms Control Export Act. 
Unauthorized disclosure of ITAR-controlfed information is a felony punishable by up to 20 years 
imprisonment and wp to $1 million per occurrence, See 22 C.F.R., Part 127. 


b3 -1 
Accordingly, to preserve the continued efficacy of the capability for the Law  >72 -1 


the following conditions in connection with the acquisition and use of the cell site simulator/pen 


register equipment/technology: 


1. The signing State or municipal government official affirms ihat he or she has the 
authority to lawfully obligate his or her State or municipality to the conditions of this 
agreement. Moreover, the official affirms that appropriate legal counsel has determined 
the nondisclosure obligations herein are defensible under State law, as possibly 
augmented by Federal statutory protections, such as might be necessary for public 
records access requests, and that the State or municipality will itself perform due 


diligence in meeting its nondisclosure obligations as and when necessary. 


be 


The signing law enforcement agency official affirms that he or she has the authority to 
lawfully obligate his or her agency and its personnel to the conditions of this agreement. 
Moreover, the official affirms that the law enforcement agency will itself perform due 


diligence in meeting its nondisclosure obligations as and when necessary. 


Led 


The signing law enforcement agency official affirms that the appropriate chief 
prosecuting official(s) representing the jurisdiction(s) of possible use of the agency's 
cellular device identifying and locating capability was (vere) notified of the law 
enforcement agency’s intended acquisition of the equipment/technology and he or she 
(they) indicated an understanding that use of the capability in a specific prosecutorial 
jurisdiction by the law enforcement agency is conditioned on the chief prosecuting 
official’s separate written non-disclosure agreement with the FBI (notification and 
request for the separate agreement to be made as indicated in condition 10. below). 
REVISION: 2 
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Furthermore, the law enforcement agency official agrees that, after exhaustion of all other 
lawfhl means, including implementing advice and assistance from the FBI, the law 
enforcement agency will, at the request of the FBI, seek dismissal of the case with the 
prosecutorial jurisdiction in Heu ef using or providing, or allowing others to use or 
provide, any sensitive information concerning the cell site simulator/pen register 


equipment/technology in criminal litigation. 


- 


The signing law enforcement agency official affirms that the law enforcement agency has 
statutory authority to lawfully employ this technology and will do so only in support of 
public safety operations or criminal investigations within State or municipal jurisdictions 
that are also party to appropriate, related nondisclosure agreements with the FBI. 
Moreover, the law enforcement agency assumes responsibility for operating the 
equipment/technology in accordance with State and Federal law and regulation and 
accepls sole lability for any violations thereof, irrespective of the Federal Bureau of 


Investigation approval, if any, for the acquisition of the equipment/technolo gy. 


5. The signing law enforcement agency official affirms that he or she understands and 
acknowledges that this equipment, under Federal law, functions as a pen register device 
as defined in 18 U.S.C. §3127(3), and that 18 U.S.C. §3121(a) prohibits any person, 
including law enforcement, from operating a pen register device without first oltaining a 
court order, or having emergency pen register authority under either State or Federal law, 
as applicable, The signing law enforcement agency official agrees that he or she will not 
permit the operation of the device without having a court-issued pen register order or 


emergency pen register authority as outlined in Federal or State law. 


6. The signing law enforcement agency official affirms that he or she understands that he or 
she is prohibited by Federal law from intercepting the content of any communications 
with a pen register device, and that he or she must use technology reasonably available to 
the agency to restrict the equipment to recording or decoding electronic or other impulse 
to the dialing, routing, addressing and signaling information utilized in the processing and 
transmitting of wire or electronic communications. See 18 U.S.C. (3121 (e). 

REVISION: 2 
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7. The signing law enforcement agency official affirms that operators of the equipment meet 
the operator training standards, identified separately by the FBI, before operating the 
equipment, are certified by their agency to conduct operations, are notified of the 
conditions of this agreement, and are legally bound to this agreement by virtue of their 
employment or through an internal written contract with the agency or State or municipal 


government. 


&. The State or municipal government and/or law enforcement agency may, without first 
obtaining prior approval from the FBI, confirm or disclose in public for official business 
only, including for the purpose of obtaining relevant legal authority, the following: 1) the 
agency has cell site sinmilator/pen register equipment (without disclosing make and 
model) that provides the capability to locate or identify a cellular device, 2) a description 
of the legal authority relied upon for using the capability, 3) a description not containing 
LES information (see conditions 9. and 10. below) of agency policies or practices that 
ensure legal compliance and protection of third party privacy rights, 4) the fact that the 
capability might cause temporary disruption of service for certain cellular devices in the 
operating area, 5} that the equipment was used to determine genera! location information 
about the target cellular device, and 6) that the capability is a sensitive investigative 
technique so further details are protected and will not be publicly disclosed or confirmed. 
Note: The preceding provisions shall be narrowly and strictly construed. Any questions 
regarding interpretation or scope of these provisions must be addressed with the FBI prior 


to disclasure, 


9. Except for the strictly constructed permission in condition 8. above or for necessary 
deliberations between relevant officials necessary for coordination of this nondisclosure 
agreement, criminal or civil Htigation discovery considerations, or public records access 
request processing, in which the exercise of due diligence to protect LES information and 

timely notice to the FBI pursuant to this agreement is presumed, the State or municipal 
government and law enforcement agency will not, absent written FBI approval, distribute, 
disseminate, disclose, or otherwise confirm any LES information, as determined by the 

REVISION: 2 
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FRI, concerning the cell site simulator/pen register equipment/technolegy to the public, 
including to any non-law enforcement individuals or agencies not otherwise part of this 
agreement. Vhese restrictions include, but are not limited to, tradecraft, technical details, 
functional limitations or vulnerabilities, manufacturer, model name, hardware, software, 
operating manuals, related technical documentation {including technical/engineering 
descriptions and capabilities), line item costs, or related entries in acquisition, funding, 
grant, or procurement documents, such documents often being susceptible to public 


disclosure by State or municipal financial authorities. 


10. The signing State or municipal government official and the signing law enforcement 
agency official attirm on behalf of their respective organizations that questions about or 
determinations of what constitutes LES or protected homeland security information will 
be deferred to the FBI. If the State or municipal government or law enforcement agency 
receives a. request or order to disclose any information about the cell site simulator 
equipment/technology, or learns of such anticipated activity, an appropriate official will 
immediately notify the FBI in order to allow sufficient time for the FBI to assist in 


protecting the equipment/technology. 


All notifications or inquiries regarding this agreement and the subject capability shall 


de directed to the attention of 


be -1 
b7c -1 
b7E -2,3 


Operational Technology Division 
Federal Bureau of Investigation 
Engineering Research Facility 


Building 279584 


Quantico, Virginia 22135 
Tekephod 
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il. The signing law enforcement official understands and acknowledges that his or her 
agency's approval to acquire and use the cell site simulator is expressly conditioned on 
execution of and adherence to this non-disclosure agreement with the FBI. In the event 
that the FBI determines the agency is failing to abide by the conditions in this agreement, 
the FBI may notify the vendor/manufacturer to discontinue services for, or disable, the 


agency's cell site simulator/pen register equipment. 


12. Once signed, the conditions of this agreement remain in effect until rescinded in Writing 
by the FBI, except that the agreement must be re-accomplished annually. If the State or 
municipal government, law enforcement agency, and prosecutor’s office do not all agree 
to the annual renewal, or the annual agreement period otherwise expires (one vear from 
the acknowledged and agreed date) without a completed renewal, or any one of them do 
not abide by the conditions of the agreement, the FBI reserves the right to rescind its 
endorsement of the law enforcement agency's acquisition and use of the equipment and 


to take all lawful action as indicated in condition 11. above. 


13. The signing State or municipal government official and the signing law enforcement 
agency official affirm that any successors to their positions will be notified about this 
agreement and of the requirement to adhere to the conditions herein to ensure the 
agency’s continued use of cell site sinvulator/pen register equipment/technology. 
Similarly, the signing law enforcement agency official affirms that any successor to the 
position of the chief prosecuting official will be notified of the separate prosecutorial 
non-disclosure agreement and of the requirement to adhere to that agreement in order to 
ensure the law enforcement agency's continued use of cell site simulator/pen register 
equipment/technology,. In any instance of succession in this context, the law enforcement 


agency official will notify the FBI as indicated in condition 10. above. 


REVISION: 2 
Page 8 af 9 


21-cv-10719(FBI)-111 


The acceptance of the above conditions shall be evidenced by the signatures below of 


authorized representatives of te| mdf ———S—S—SOS~—SYC ti 


b7C -1 
b7E -1 
Sincerely, 
perational Technology Division 
Federal Bureau of Investigation 
_ Ast is 
Acknowledged and agreed to this day of VECENLD EY. 2014. Renewal is 
due in one year. 
b3 -1 
b7E -1 
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U.S. Department of dustice 


Federal Bureau of Investigation 


Washington, D.C. 20535-0601 


December 4, 2014 


b3 -1 
b7E -1 


Re: Acquisition of Cell Site Simulator/Pen Register Equipment/Technology 
and Non-Disclosure Obligations 


b3 -1 
We have been notified of the [  fecqquesst for acquisition of 


certain cell site simulator/pen register equipment providing cellular device locating and 
identifying capability. Consistent with the condition on the equipment authorization granted by 
the Federal Communications Commission, State and local law enforcement agencies must 
coordinate with the Federal Bureau of Investigation {FBI} to complete this non-disclosure 


agreement in order to acquire and use cell site simulator/pen register equipment/technology. 


Law enforcement agencies rely on cellular device locating and identifying capability to 
help meet their law enforcement and public safety responsibilities. Disclosure of certain 
information about cell site simulator/pen register equipment and techniques to the public, such 
information referred to by the Federal Government as Law Enforcement Sensitive (LES), would 
allow adversaries of law enforcement to diminish or thwart law enforcement efforts, thereby 
enabling such adversaries to evade detection and circumvent the law. Disclosure of even minor 
details about this technology or its use may reveal more information than its apparent 
insignificance suggests because, much like a jigsaw puzzle, each detail may aid in Plecing 
together other bits of information even when the individual piece is not of obvious importance in 
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tiseif. Thus, disclosure of what appears to be innocuous information about celf site simulators 
would provide adversaries with critical information about the capabilities, limitations, and 
chcumstances of their use, and would allow those adversaries to accumulate information and 
draw conclusions about the use and technical capabilities of the technology. In turn, this would 
provide them the information necessary to develop defensive technology, modify their behaviors, 
and otherwise take countermeasures designed to thwart the use of this technology in order to 
evade detection by law enforcement and circumvent the law. Moreover, the same techniques, 
equipment, and tools used in criminal cases are often used in counterterrorism and 
counterintelligence investigations. Thus, compromise of the law enforcement community's 
investigational equipment and methods in a criminal case or a public records disclosure could 


have a significant detrimental impact on the national security of the United States. 


Due to these concerns, the FBI has consistently asserted that the details concerning the 
use, implementation and application of cell site simulator technology is both law enforcement 
sensitive and protected homeland security information, and any disclosure could easily impair 
the use of this important investigative method. In recognition of this vulnerability, the FBI has, 
as a matter of policy, protected this category of electronic surveillance equipment and technique 
from disclosure, directing its agents that while general facts that a surveillance or location 
operation was conducted in connection with a specific case may be disclosed, neither details as 
to the equipment’s operation nor the tradecraft involved may be disclosed. See United States v. 
Rigmaiden, 845 F.Supp. 982 (D.Ariz. 2012); United States v. Garey, 2004 WL 2663023 
(M.D.Ga. Nov. 15, 2004). 


As mentioned earlier, any information concerning cell site simulator equipment or 
technology (including, but not limited to information about the operation of the equipment or 
technology itself, Limitations or capabilities of the equipment or technology, any training 
materials concerning the capabilities or technology, or tradecraft required to operate the 
equipment) authorized by the FBI to be provided to a state law enforcement agency is considered 
protected homeland security information under the Homeland Security Act (HSA “). Under 6 
U.S.C. § 482(e), homeland security information “obtained by a State or local government from a 
Federal agency under this section shall remain under the contro! of the Federal agency, and a 
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State or local law authorizing or requiring such government to disclose information shall not 
apply te such information.” The HSA defines “homeland security information” as information 
that relates to the ability to prevent, interdict, or disrupt terrorist activity: information that would 
insprove the identification or investigation of a suspected terrorist or terrorist organization; or 
insormation that would improve the response to a terrorist act. See 6 U.S.C. §§ 482(£\ 1)(8)-(D). 
Cell site simulator technology meets all three criteria. Accordingly, by signing this agreement, 
your agency agrees and understands that disclosure of protected homeland security information 
is specifically prohibited under Federal law, and that this law expressly preempts state and local 


disclosure laws under the Supremacy Clause (Article VI, clause 2) of the United States 


Constitution, &, Lorillard Tobacce Co. v. Reilly. § 


RS 


1 (aS & general 


principle, Federal law preempts State law where Congress has said so explicitly). 


Finally, by entering into this agreement, you acknowledge that you understand cell site 
simulator technology is a regulated defense article on the United States Munitions List 
(USML”). See 22 C.P.R. § 121.1(b). As such, technical details concerning this technology are 
subject to the non-disclosure provisions of the International Traffic In Arms Regulations 
CITAR”), 22 CER, Parts 120-130. The ITAR implements the Arms Export Control Act, 22 
USC. § 2778, and Executive Order 13,637, which control the export and import of defense- 
related articles and services listed on the USML. Because this equipment is explicitly governed 
by the TPTAR, 22 C.E.R. § 123.1 requires anyone to obtain a license from the Department of State 
prior to making an export. Notably, technical information does not have te leave the borders of 
the United States to be deemed an export subject to the regulation. See 22 CFR. § 120.17 
(defining an export as the disclosure of technical data about a defense article to a foreign national, 
even while located in the United States). Consequently, if a State or local government 
disseminates any part of the technical information to an entity knowing that the entity intends to 
or is likely to publish or further disseminate the information in some fashion that would make it 
accessible to non-U.S. citizens, or that the requesting entity employs or has any non-US. citizens 
present at its offices, this could constitute a violation of the Arms Control Export Act. 
Unauthorized disclosure of ITAR-controlled information is a felony punishable by up to 20 vears 


imprisonment and up to ${ million per occurrence. See 22 CLF.R., Part 127, 
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Accordingly, to preserve the continued efficacy of the capability for the Law 


b3 -1 
Enforcement Community, thf sd agrees to the following conditions in bIE -1 
connection with the [fae guisicion and use of the cell site 


simulator/pen register equipment/technology: 


i. The signing chief prosecuting official (CPG) affirms that be or she has the authority to 
lawfully obligate his or her agency to the conditions of this agreement. Moreover, the 
official affirms that appropriate legal counsel has determined the nondisclosure 
obligations herein are defensible under State law, as possibly augmented by Federal 
statutary protections, such as might be necessary for public records access requests, and 
that the agency will itself perform due diligence in meeting its nondisclosure obligations 


‘as and when necessary. 


2. The signing CPO affirms that the above-named law enforcement agency's acquisition 
and use of cellular device identifying and locating capability is conditioned on this 
separate written non-disclosure agreement with the FBI Furthermore, the CPO agrees 
that, after exhaustion of all other lawful means, including implementing advice and 
assistance from the FBI, the prosecuting agency will, at the request of the FBI, seek 
dismissal of the case in lieu of using or providing, or allowing others to use er provide, 
any sensitive information concerning the cell site  simulator/pen register 


equipment/technolegy in criminal litigation. 


a 


The signing CPO affirms that the above-named law enforcement agency has statutory 
authority to lawfully employ this technology in support of public safety operations or 


criminal investigations. 


4, The signing CPO affirms that he or she understands and acknowledges thai this 


equipment, under Federal law, functions as a pen register device as defined in 18 U.S.C. 


from operating a pen register device without first obtaining a court order, or having 
emergency pen register authority under either State or Federal law, as applicable. 
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5. The CPO’s agency may, without first obtaining prior approval from the PBL, confirm or 
disclose in public for official business only, including for the purpose of obtaining 
relevant legal authority, the following: 1) the above-named law enforcement agency has 
cell site simulator/pen register equipment (without disclosing make and model) that 
provides the capability to locate or identify a cellular device, 2) a description of the legal 
authority relied upon for using the capability, 3) a description not containing LES 
information {see conditions 6. and 7. below) of the above-named law enforcement 
agency’s policies or practices that ensure legal compliance and protection of third party 
privacy rights, 4) the fact that the capability might cause ternporary disruption of service 
for certain cellular devices in the operating area, 5) that the equipment was used to 
determine general location information about the target cellular device, and 6) that the 
capability is a sensitive investigative technique so further details are protected and will 
not be publicly disclosed or confirmed. Note: The preceding provisions shall be narrowly 
and strictly construed. Any questions regarding interpretation or scope of these 
provisions must be addressed with the FBI prior to disclosure. 

6. Except for the strictly constructed permission in condition 5. above or for necessary 
deliberations between relevant officials necessary for coordination of this nondisclosure 
agreement, criminal or etvil litigation discovery considerations, or pablic records access 
request processing, in which the exercise of due diligence to protect LES information and 
umely notice to the FBI pursuant to this agreement is presumed, the prosecuting agency 
will not, absent written FBI approval, distribute, disseminate, disclose, or otherwise 
confirm any LES information, as determined by the FBI, concerning the cell site 
simmulatar/pen register equipment/technology to the public, including to any non-law 
enforcement individuals or agencies not otherwise part of this agreement. These 
restrictions include, but are not limited to, tradecraft, technical details, functional 
limitations or vulnerabilities, manufacturer, model name, hardware, software, operating 
manuals, related technical documentation (including technical/engineering descriptions 


and capabilities}, line item casts, or related entries in acquisition, finding, grant, or 
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procurement documents, such documents often being susceptible to public disclosure by 


State or municipal financial authorities. 


7. The signing CPO affirms on behalf of her or his agency that questions about or 
determinations of what constitutes LES ar protected homeland security information will 
be deferred to the FBI. If the prosecuting agency receives a request or order to disclose 
any information about the cell site simulator equipment/technology, or learns of such 
anticipated activity, an appropriate official will immediately notify the FBI in order to 


allow sufficient time for the FBI to assist in protecting the equipment/technology. 


All notifications or inquiries regarding this agreement and the subject capability shall 


be directed to the attention of: 


b6 -1 
: = ae b7c -1 
Operational Technology Division b7E 2,3 


federal Bureau of Investigation 
Engineering Research Facility 
Building 27958A 


Quantico, Virginia 22135 


as) 


8. The signing CPO understands and acknowledges that the above-named law enforcement 
agency's approval to acquire and use the cell site simulator is expressly conditioned on 
all relevant parties’ execution of and adherence to this non-disclosure agreement with the 
FBI. In the event that the FBI determines the any party is failing to abide by the 
conditions in this agreement, the FBI may notify the vendor/manufacturer to discontinue 


services for, or disable, the agency’s cell site simulator/pen register equipment. 


9. Once signed, the conditions of this agreement remain in effect until rescinded in writing 
by the FBI, except that the agreement must be re-accomplished annually. If the State or 
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municipal government, law enforcement agency, and prosecutor's office do not all agree 
to the annual renewal, or the annual agreement period otherwise expires (one year from 
the acknowledged and agreed date) without a completed renewal, or any one of them do 
not abide by the conditions of the agreement, the FBI reserves the right to rescind its 
endorsement of the law enforcement agency’s acquisition and use of the equipment and 


to take all lawful action as indicated in condition &. above, 


10. The CPO affirms that any successor to her or his position will be notified about this 
agreement and of the requirement to adhere to the conditions herein to ensure the ahove- 
named law enforcement agency's continued use of cell site simulator/pen register 
equipment/technology. In any instance of succession in this context, the CPO’s agency 


will notify the FBI as indicated in condition 7. above. 


b3 -1 
The acceptance of the above conditions shall be evidenced by the signature below of the Pie 
authorized representative of ef 
Sincerely, 
perational Technology Division 
Federal Bureau of Investigation Bad 
b6 -1 
os b7C -1 


Acknowledged and agreed ta this SS day of aw , 2044. Renewal is - 
£ £ ¥ : = b7E -1 


due in one year. 


o o 
WA Sho yy &- 
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March 28, 2014 


b3 -1 
b6 -1 
b7c -1 
b7E -1 


perduonal Technology Dtvision 
Federal Bureau of Investigation 


Attn: 
Federal Bureau of Investigation 


Re: Addendum to February 15, 2012 “Acquisition of Wireless Collection 
Equipment/Technology and Non-Disclosure Obligation” 


Continued from Page 6 of 6: 


The oo of the above conditions shall be evidenced by the 


additional signatures below of an authorized representative and wireless collection equipment operators af 
the ae 
Having read and understood the agreement in its entirety, | agree to adhere completely to the rules 
and implications of this Non-Disclosure Obligation. 


tothis 25th day of _ Marc 


Acknowledged and agrees 


b3 -1 
b6 -2 
b7C -2 
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U.S. Department of Justice 


Federal Bureau of investigation 


Washington, D.C. 20535-0001 


December 1, 2014 


Re: Acquisition of Cell Site Simulator/Pen Register Equipment/Technology 
and Non-Disclosure Obligations 


We have been notified of thf requesst for 


acquisition of certain cell site simulaton’pen register equipment providing cellular device locating 


and identifying capability. Consistent with the condition on the equipment authorization granted 


by the Federal Communications Commission, State and local law enforcement agencies must 


coordinate with the Federal Bureau of Investigation (FBI) to complete this non-disclosure 


agreement in order to acquire and use cell site simulater/pen register equipment/technology. 


Law enforcement agencies rely on cellular device locating and identifying capability to 
help meet their law enforcement and public safety responsibilities. Disclosure of certain 
information about cell site simulator/pen register equipment and techniques to the public, such 
information referred to by the Federal Government as Law Enforcement Sensitive (LES), would 
allow adversaries of law enforcement to diminish or thwart law enforcement efforts, thereby 
enabling such adversaries io evade detection and circumvent the law. Disclosure of even minor 
details about this technology or its use may reveal more information than its apparent 
insignificance suggests because, much like a jigsaw puzzle, cach detail may aid in piecing 


together other bits of information even when the individual piece is not of obvious importance in 
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itself. Thus, disclosure of what appears to be innocuous information about cell site simulators 
would provide adversaries with critical information about the capabilities, limitations, and 
circumstances of their use, and would allow these adversaries to accurmulate information and 
draw conclusions about the use and technical capabilities of the technology. In turn, this would 
provide them the inlormation necessary to develop defensive technology, modify their behaviors, 
and otherwise take countermeasures designed to thwart the use of this technology in order to 
evade detection by law enforcement and circumvent the law, Moreover, the same techniques, 
equipment, and tools used in criminal cases are often used in counterterrorism and 
caunterintelligence investigations. Thus, compromise of the Iaw enforcement community’s 
investigational equipment and methods in a criminal case or a public records disclosure could 


have a significant detrimental impact on the national security of the United States. 


Due to these concerns, the FBI has consistently asserted that the details concerning the 
uss, unplementation and application of cell site simulator technology is both law enforcement 
sensitive and protected homeland security information, and any disclosure could easily impair 
the use of this important investigative method. In recognition of this vulnerability, the FBI has, 
as a matter of policy, protected this category of electronic surveillance equipment and technique 
fram disclosure, directing its agents that while general facts that a surveillance or location 
operation was conducted in connection with a specific case may be disclosed, neither details as 
ta the equipment’s operation nor the tradecraft involved may be disclosed. See United States vy. 
Rigmaiden, 845 F.Supp. 982 (D.Ariz. 2012}; United States v. Garey, 2004 WL 2663023 
(M.D.Ga. Nov. 15, 2004). 


As mentioned earlier, any information concerning cell site simulator equipment or 
technology (including, but not limited to information about the operation of the equipment or 
technology itself, limitations or capabilities of the equipment or technology, any training 
maierials concerning the capabilities or technology, or tradecraft required to operate the 
equipment) authorized by the FBI to be provided to a state law enforcement agency is considered 
protected homeland security information under the Homeland Security Act (“HSA”). Under 6 
U.S.C. § 482{e), homeland security information “obtained by a State or local government from a 
Federal agency under this section shall remain under the control af the Federal agency, and a 
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State or local law authorizing or requiring such government to disclose information shall not 
apply to such information.” The NSA defines “homeland security information” as information 
that relates to the ability to prevent, interdict, or disrupt terrorist activity; information that would 
improve the identification or investigation of a suspected terrorist or terrorist organization; or 
mvormation that would improve the response to a terrorist act. See 6 U.S.C. §§ 482(D0 KB}(D). 
Cell site simulator technology meets all three criteria. Accordingly, by signing this agreement, 
your agency agrees and understands that disclosure of protected homeland security information 
is specifically prohibited under Federal law, and that this law expressly preempts state and local 


disclosure laws under the Supremacy Clause (Article Vi, clause 2) of the United States 


Constitution. {as a general 


principle, Federal law preempts State law where Congress has said so explicitly). 


Finally, by entering into this agreement, you acknowledge that you understand cell site 
simulator technology is a regulated defense article on the United States Munitions List 
(USML"). See 22 CER. § 121.1(b). As such, technical details concerning this technology are 
subject to the non-disclosure provisions of the International Traffic In Arms Regulations. 
(ITAR"), 22 C.P.R., Parts 120-130. The ITAR implements the Arms Export Control Act, 22 
US.C. § 2778, and Executive Order 13,637, which control the export and import of defense- 
related articles. and services listed on the USML. Because this equipment is explicitly governed 
by the ITAR, 22 C.F.R. § 123.1 requires anyone to obtain a license from the Department of State 
prior to making an export. Notably, technical information does not have to leave the borders of 
the United States to be deemed an export subject to the regulation. See 22 C.F.R. § 120.17 
(definmg an export as the disclosure of technical daia about a defense article to a foreign national, 
even while located in the United States). Consequently, if a State or local government 
disseminates any part of the technical information to an entity knowing that the entity intends to 
or is likely to publish or further disseminate the information in some fashion that would make it 
accessible to non-U.S. citizens, or that the requesting entity employs or has any non-US. citizens 
present at its offices, this could constitute a violation of the Arms Control Export Act. 
Unauthorized disclosure of [TAR-controlled information is a felony punishable by up to 20 years 


imprisonment and up to $1] million per occurrence. See 22 C.F.R., Part 127. 
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Accordingly, to preserve the continued efficacy of the capability for the Law 
Enforcement Community, the Department of Justice agrees to the following conditions in 


: gests : - b3 -1 
comection with thef __xcquisition and use of the cell site Roe ca 


simulator/pen register equipment/technology: 


i, The signing chief prosecuting official (CPO) affirms that he or she has the authority to 
lawfully obligate his or her agency to the conditions of this agreement. Moreover, the 
official affirms that appropriate legal counse! has determined the nondisclosure 
obligations herein are defensible under State law, as possibly augmented by Federal 
statutory protections, such as might be necessary for public records access requests, and 
that the agency will itself perform due diligence in meeting its nondisclosure obligations 


as and when necessary, 


~ 


The signing CPO affirms that the above-named law enforcement agency’s acquisition 
and use of cellular device identifying and locating capability is conditioned on this 
separate written non-disclosure agreement with the FBI. Furthermore, the CPO agrees 
that, after exhaustion of all other lawful means, including implementing advice and 
assistance from the PBI, the prosecuting agency will, at the request of the FBI, seek 
dismissal of the case in lieu of using or providing, or allowing others to use or provide, 
any sensitive information concerning the cell site simolator/pen register 


equipment/technology in criminal litigation. 


3. The signing CPO affirms that the above-named law enforcement agency has statutory 
authority to lawfally employ this technology in support of public safety operations or 


criminal investigations. 


4. The signing CPO affirms that he or she understands and acknowledges that this 
equipment, under Federal law, fictions as a pen register device as defined in 18 U.S.C. 
§3127(3), and that 18 U.S.C. §3121(a) prohibits any person, including law enforcement, 
from operating a pen register device without first obtaining a court order, or having 
emergency pen register authority under cither State or Federal law, as applicable. 
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3. The CPO’s agency may, without first obtaining prior approval from the FBI, confirm or 
disclose in public for official business only, including for the purpose of obtaining 
relevant legal authority, the following: 1) the above-named law enforcement agency has 
cell site simulator/pen register equipment (without disclosing make and model) that 
provides the capability to locate or identify a cellular device, 2) a description of the legal 
authority relied upon for using the capability, 3} a description not containing LES 
information (see conditions 6. and 7. below) of the above-named law enforcement 
agency's policies or practices that ensure legal compliance and protection of third party 
privacy rights, 4) the fact that the capability might cause temporary disruption of service 
for certain cellular devices in the operating area, 5) that the equipment. was used to 
determine general location information about the target cellular device, and 6) that the 
capability is a sensitive investigative technique so further details are protected and will 
not be publicly disclosed or confirmed. Note: The preceding provisions shall be narrowly 
and strictly construed. Any questions regarding interpretation or scope of these 


provisions must be addressed with the FBI prior te disclosure. 


6. Except for the strictly constructed permission in condition 5. above or for necessary 
deliberations between relevant officials necessary for coordination of this nondisclosure 
agreement, criminal or civil Htigation discovery considerations, or public records access 
request processing, in which the exercise of due diligence to protect LES information and 

timely notice to the FSI pursuant to this agreement is presumed, the prosecuting agency 

will nat, absent written FBI approval, distribute, disseminate, disclose, or otherwise 
confirm any LES information, as determined by the FBI, concerning the cell site 
simulator/pen register equipment/technology to the public, including te any uon-law 
enforcement individuals or agencies not otherwise part of this agreement. These 
restrictions include, but are not limited to, tradecraft, technical details, functional 
limitations or vulnerabilities, manufacturer, model name, hardware, software, operating 
manuals, related technical documentation (including technical/engineering descriptions 


and capabilities}, line item casts, or related entries in acquisition, funding, grant, or 
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procurement documents, such documents aften being susceptible to public disclosure by 


State or municipal financial authorities. 


7. Yhe signing CPO affirms on behalf of her or his agency that questions about or 
determinations of what constitutes LES or protected homeland security information will 
be deferred to the FBI If the prosecuting agency receives a request or order to disclose 
any information about the cell site simulator equipment/technology, or learns of sach 
anticipated activity, an appropriate official will immediately notify the FBE in order to 


allow sufficient time for the FBI to assist in protecting the equipment/technology. 


All notifications or inquiries regarding this agreement and the subject capability shall 


be directed to the attention of 


b6 -1 
b7c -1 
b7E -2,3 


Operational Technology Division 
Federal Bureau of Investigation 
Engineering Research Facility 
Building 27958A 


Quantico, Virginia 22135 


aE 


8. The signing CPO understands and acknowledges that the above-named law enforcement 
agency's approval to acquire and use the cell site simulator is expressly conditioned on 
all relevant parties’ execution of and adherence to this non-disclosure agreement with the 
FBI In the event that the FBI determines the any party is failing to abide by the 
conditions in this agreement, the FRI may notify the vendor/manufacturer to discontinue 


services for, or disable, the agency’s cell site simulator/pen register equipment. 


$, Once signed, the conditions of this agreement remain in effect until rescinded in writing 
by the FBY, except that the agreement must be re-accomplished annually. If the State or 
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municipal government, law enforcement agency, and prosecutor’s office do not all agree 
to the annual renewal, or the annual agreement period otherwise expires (one year from 
the acknowledged and agreed date} without a completed renewal, or any one of them do 
not abide by the conditions of the agreement, the FBI reserves the right to rescind its 
endorsement of the law enforcement agency’s acquisition and use of the equipment and 


to take all lawful action as indicated in condition 8. above. 


10. The CPO affirms that any successor to her or his position will be notified about this 
agreement and of the requirement to adhere to the conditions herein to ensure the above- 
named law enforcement agency's contingzed use of cell site simulator/pen register 
equupment/technology. In any instance of succession in this context, the CPO’s agency 


will notify the FBI as indicated in condition 7. above. 


The acceptance of the above conditions shall be evidenced by the signature below of the 


authorized representative of the Department of Justice 


Sincerely, 


Operational Technology Division 


Federal Bureau of Investigation ae a 
b7C -1 
b7E -1 


ow’ 
Acknowledged and agreed to this ©S day of 
due in one year, 


Sef whew Sen G14. Renewal is 
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U.S, Department of Justice 


Federal Bureau of Investigation 


Washington, D.C. 20835-0001 


December 1, 2014 


EIN TURN 


b3 -1 
b7E -1 


Re: Acquisition of Cell Site Sumulator/Pen Register Equipment/Technology 
and Non-Disclosure Obligations 


Dea} 


We have been notified of the 


request lor 

acquisition of certain cell site simulator/pen register equipment providing cellular device locating 

and identifying capability. Consistent with the condition on the equipment authorization granted 

by the Federal Communications Commission, State and local law enforcement agencies must 

coordinate with the Federal Bureau of Investigation (FBI) ta complete this non-disclosure 

agreement in order to acquire and use cell site simulator/pen register equipment/technology. b3 -1 

b7E -1 

Law enforcement agencies rely on cellular device locating and identifying capability to 

help meet their law enforcement and public safety responsibilities. Disclosure of certain 

information about cell site sinvulator/pen register equipment and techniques to the public, such 

imormation referred to by the Federal Government as Law Enforcement Sensitive (LES), would 
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allow adversaries of law enforcement to diminish or thwart Jaw enforcement. efforts, thereby 
enabling such adversaries to evade detection and circumvent the law. Disclosure of even minor 
details about this technology or its use may reveal more information than its apparent 
insignificance suggests because, much like a jigsaw puzzle, each detail may aid in piecing 
together other bits of information even when the individual piece is not of obvious importance in 
iiself. Thus, disclosure of what appears to be innocuous information about cell site simulators 
would provide adversaries with critical information about the capabilities, limitations, and 
circumstances of their use, and would allow those adversaries to accumulate information and 
draw conclusions about the use and technical capabilities of the technology. In turn, this would 
provide them the information necessary to develop defensive technology, modify their behaviors, 
and otherwise take countermeasures designed to thwart the use of this technology in order to 
evade detection by law enforcement and circurnvent the law. Mereover, the same techniques, 
equipment, and tools used in criminal cases are often used in counterterrorism and 
counterintelligence investigations. Thus, compromise of the law enforcement community's 
investigational equipment and methods in a criminal case or a public records disclosure could 


have a significant detrimental impact on the national security of the United States. 


Due to these concerns, the FBI has consistently asserted that the details concerning the 
use, implementation and application of cell site simulator technology is both law enforcement 
sensitive and protected homeland security information, and any disclosure could easily impair 
the use of this important investigative method. In recognition of this vulnerability, the FBI has, 
as a matter of policy, protected this category of electronic surveillance equipment and technique 
fram disclosure, directing its agents that while general facts that a surveillance or location 
operation was conducted in connection with a specific case may be disclosed, neither details as 
to the equipment’s operation nor the tradecraft involved may be disclosed. See United States v. 
Rigmaiden, 845 F.Supp. 982 (D.Ariz, 2012) United States v. Garey, 2004 WI. 2663023 
(M.D.Ga, Nov. 15, 2064). 


As mentioned earlier, any information concerning cell site simulator equipment or 
technology (including, but not Himited to information about the operation of the equipment or 
technology itself, Hmitations or capabilities of the equipment or technology, any training 
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materials concerming the capabilities or technology, or tradecraft required to operate the 
equipment} authorized by the FB! to be provided to your agency is considered protected 
homeland security information under the Homeland Security Act ( HSA’) Under 6 U.S.C. § 
482(e), homeland security information “obtained by a State or local government from a Federal 
agency under this section shall remain under the control of the Federal agency, and a State or 
loca} law authorizing or requiring such government to disclose information shall not apply to 
such information.” The HSA defines “homeland security information” as information that 
relates to the ability to prevent, interdict, or disrupt terrorist activity; information that would 
improve the identification or investigation of a suspected terrorist or terrorist organization; or 
information that would improve the response to a terrorist act. See 6 U.S.C. 88 482(9(1)(B)}-(D). 
Cell site simulator technology meets all three criteria. Accordingly, by signing this agreement, 
your agency agrees and understands that disclosure of protected homeland security information 
is specifically prohibited under Federal law, and that this law expressly preempts siate and local 
disclosure laws under the Supremacy Clause (Article VI, clause 2) of the United States 


Constitution, 


i} (as a general 


principle, Federal law preempts State law where Congress has said so explicitly), 


Finally, by entering into this agreement, you acknowledge that you understand cell site 
simulator technology is a regulated defense article on the United States Munitions List 
CUSML”). See 22 CER. §121,1(b). As such, technical details concerning this technology are 
subject to the non-disclosure provisions of the Intemational Traffic In Arms Regulations 
(°TAR”), 22 C.PLR., Parts 120-130. The ITAR implements the Arms Export Control Act, 22 
U.S.C, § 2778, and Executive Order 13,637, which control the export and import of defense- 
related articles and services listed on the USML. Because this equipment is explicitly governed 
by the ITAR, 22 C.PLR. § 123.1 requires anyone to obtain a license from the Department of State 
pnor to making an export. Notably, technical information dees not have to leave the borders of 
the United States to be deemed an export subject to the regulation. See 22 C.FLR. § 120.17 
(defining an export as the disclosure of technical data about a defense article to a foreign national. 
even while located in the United States). Consequently, if a State or local government 
disseminates any part of the technical information to an entity knowing that the entity intends te 
or is likely to publish or further disseminate the information in some fashion that would make it 
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accessible to non-U.S. citizens, or that the requesting entity employs or has any non-U.S. citizens 
present at its offices, this could constitute a violation of the Arms Control Export Act. 
Unauthorized disclosure of ITTAR-controlled information is a felony punishable by up te 20 years 
imprisonment and up to $1 milfion per occurrence. See 22 C.F.R., Part 127. 

b3 -1 


b7E -1 
Accordingly, to preserve the continued efficacy of the canability 


Enforcement Community, the and 
agree to the following conditions in connection with the acquisition and use of the cell site 


simulator’ pen register equipment/technology: 


1, The signing State or municipal government official affirms that he or she has the 
authority to lawfully obligate his or her State or municipality to the conditions of this 
agreement. Moreover, the official affirms that appropriate legal counsel has determined 
the nondisclosure obligations herein are defensible under State law, as possibly 
augmented by Federal statutory protections, such as might be necessary for public 
records access requests, and that the State er municipality will itself perform due 


diligence in meeting its nondisclosure obligations as and when necessary. 


2. The signing law enforcement agency official affirms that he or she has the authority to 
lawfully obligate his or her agency and its personne! to the conditions of this agreement. 
Moreover, the official affirms that the law enforcement agency will itself perform due 


diligence in meeting its nondisclosure obligations as and when necessary. 


3. The signing law enforcement agency official affirms that the appropriate chief 
prosecuting official{s) representing the jurisdiction(s) of possible use of the agency's 
celular device identifying and locating capability was (were) notified of the law 
enforcement agency’s intended acquisition of the equipment/technology and he or she 
(they) indicated an understanding that use of the capability in a specific prosecutorial 
jerisdiction by the law enforcement agency is conditioned on the chief prosecuting 
official’s separate written non-disclosure agreement with the FBI (notification and 
request for the separate agreement to be made as indicated in condition 10. below). 
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Furthermore, the law enforcement agency official agrees that, after exhaustion of all other 
lawful means, including implementing advice and assistance from the FRY, the law 
enforcement agency will, at the request of the FBL, seek dismissal of the case with the 
prosecutorial jurisdiction in leu of using or providing, or allowing others to use or 
provide, any sensitive information concerning the cell site simulator/pen register 


equipment/technology in criminal ftigation. 


4. The signing law enforcement agency official affirms that the law enforcement agency has 
statutory authority to lawfully employ this technology and will do so only in suppert of 
public safety operations or criminal investigations within State or municipal jurisdictions 
that are also party to appropriate, related nondisclosure agreements with the PBL 
Moreover, the law enforcement agency assumes responsibility for operating the 
equipmenttechnology in accordance with State and Federal law and regulation and 
accepts sole ability for any violations thereof, irrespective of the Federal Bureau of 


Investigation approval, if any, for the acquisition of the equipment/technology. 


5. The signing law enforcement agency official affirms that he or she understands and 
acknowledges that this equipment, under Federal law, functions as a pen register device 
as defined in 18 U.S.C. §3127(3), and that 18 LES.C. (3121{a) prohibits any person, 
including law enforcement, from operating a pen register device without first obtaining a 
court order, or having emergency pen register authority under either State or Federal law, 
as applicable. The signing law enforcement agency official agrees that he or she will not 
permit the operation of the device without having a court-issued pen register order or 


emergency pen register authority as outlined in Federal or State law, 


6. The signing law enforcement agency official affirms that he or she understands that he or 
she is prohibited by Federal law from intercepting the content of any communications 
with a pen register device, and that he or she must use technology reasonably available to 
the agency to restrict the equipment to recording or decoding electronic or other impulse 
to the dialing, routing, addressing and signaling information utilized in the processing and 
transmitting of wire or electronic communications. See 18 U.S.C. (312 1{c). 
REVISION: 2 
Page Sof 9 
21-cv-10719(FBI)-132 


?. Vhe signing law enforcement agency official affirms that operators of the equipment meet 
the operator training standards, identified separately by the FBI, before operating the 
equipment, are certified by their agency to conduct operations, are notified of the 
conditions of this agreement, and are legally bound to this agreement by virtue of their 
employment or through an internal written contract with the agency or State or municipal 


government. 


8. The State or municipal government and/or law enforcement agency may, without first 
obtaining prior approval from the FBI, confirm or disclose in public for official business 
only, including for the purpose of obtaining relevant legal authority, the following: 1) the 
agency has cell site simulater/pen register equipment (without disclosing make and 
model) that provides the capability to locate or identify a cellular device, 2) a description 
of the legal authority relied upon for using the capability, 3) a description not containing 
LES information (see conditions 9. and 10. below) of agency policies or practices that 
ensure legal compliance and protection of third party privacy rights, 4) the fact that the 
capability might cause temporary disruption of service for certain cellular devices in the 
operating area, 5) that the equipment was used to determine general location information 
about the target cellular device, and 6) ihat the capability is a sensitive investigative 
technique so further details are protected and will not be publicly disclosed or confirmed. 
Note: The preceding provisions shall be narrowly and strictly construed. Any questions 
regarding interpretation or scope of these provisions must be addressed with the FBI prior 


to disclosure. 


9. Except for the strictly constructed permission in condition 8. above or for necessary 
deliberations between relevant officials necessary for coordination of this nondisclosure 
agreement, criminal or civil litigation discovery considerations, or public records access 
tequest processing, in which the exercise of due diligence toe protect LES information and 
timely notice to the FBE pursuant to this agreement is presumed, the State or municipal 
government and law enforcement agency will not, absent written FBI approval, distribute, 
disseminate, disclose, or otherwise confirm any LES information, as determined by the 
REVISION: 2 

Page 6 of $ 

21-cv-10719(FBI)-133 


PRE, concerning the cell site simulator/pen register equipment/technology te the public, 
including to any non-law enforcement individuals or agencies not otherwise part of this 
agreement. These restrictions include, but are not limited to, tradecraft, technica! details, 
functional limitations or vulnerabilities, manufacturer, model name, hardware, software. 
operating manuals, related technical documentation (including technical/engineering 
descriptions and capabilities), line item casts, or related entries in acquisition, funding, 
grant, or procurement documents, such documents often being susceptible to public 


disclosure by State or municipal financial authorities. 


10. The signing State or municipal government official and the signing law enforcement 
agency official alfirm on behalf of their respective organizations that questions about or 
determinations of what constitutes LES or protected homeland security information will 
be deferred to the PBL ff the State or municipal government or law enforcement agency 
receives a request or order to disclose any information about the cell site simulator 
equipment/technology, or leams of such anticipated activity, an appropriate official will 
immediately notify the FBI in order to allow sufficient time for the FRE to assist in 


predecting the equipment/technology. 


All notifications or inguiries regarding this agreement and the subject capability shall 


be directed to the attention af: 


b6 -1 
b7c -1 
b7E -2,3 


Operational Technology Division 
Federal Bureau of Investigation 
Engmeering Research Facility 
Building 279584 


Quantico, Virginia 22135 


Telephong 
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il. The signing law enforcement official understands and acknowledges that his or her 
agency’s approval to acquire and use the cell site simulator is expressly conditioned on 
execution of and adherence to this non-disclosure agreement with the FBI. In the event 
that the PB! determines the agency is failing to abide by the conditions in this agreement, 
the FBI may notify the vendor/‘manufacturer to discontinue services for, or disable, the 


agency’s cell site simulator‘pen register equipment, 
{Up 


12. Once signed, the conditions of this agreement remain in effect until rescinded in writing 
by the FBI, except that the agreement must be re-aecomplished annually. If the State or 
municipal government, law enforcement agency, and prosecator’s office do not all agree 
io the annual renewal, or the annual agreement period otherwise expires (one year from 
the acknowledged and agreed date) without a completed renewal, or any one of them do 
nat abide by the conditions of the agreement, the FBI reserves the right to rescind its 
endorsement of the law enforcement agency’s acquisition and use of the equipment and 


to take all lawful action as indicated in condition 11. above. 


13. The signing State or municipal government official and the signing law enforcement 
agency official affirm that any suceessors to their positions will be notified about this 
agreement and of the requirement to adhere to the conditions herein to ensure the 
agency's continued use of cell site simulator/pen register equiprnent/technology. 
Similarly, the signing law enforcement agency official affirms that any successor to the 
position of the chief prosecuting official will be notified of the separate prosecutorial 
non-disclosure agreement and of the requirement to adhere to that agreement in order to 
ensure the law enforcement agency’s continued use of cell site simulator’/pen register 
equipment/technology. [n any instance of succession in this context, the law enforcement 


agency official will notify the FBI as indicated in condition 10. abeve. 
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The acceptance of the above conditions shall b 


authorized representatives of tha -- -----| and 


Sincerely, 


perational Technology Division 


Federal Bureau of Investigation 


Acknowledged and agreed to this &S 
due in one year. 


. Renewal is 


b3 -1 
b7E -1 
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b3 -1 


b7E -1 
3 December 2073 In Reply Please Refer to: [ 
attention: [kore 
b3 -1 
Subject: b7E -1 
Cantractor respectfully requests acnroval to provide, __]capabitity to the attached state & local law 
enforcement agency. Per the defined process, please contact this agency to execute the FB} NDA, 
Sincerely, 
b3 -1 
b7E -1 
b3 -1 
b7E -1 
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Gomiact information: 


b3 -1 

b6é -2 

b7C -2 

b7E -1 
Operator information: 


Senior Executive Level —— that can accept ec aaa id ef | 


21-cv-10719(FBI)-158 


NOTE: Failure to accurately complete this information val result in delay in NDA processing 


b3 -1 
b6 -2 
b7C -2 
b7E -1 
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b3 -1 
b7E -1 


July 70, 2013 


b6 -1 


Operational Yechnology Division b7c -1 


Federal Bureau of Investigation 


Atin: 
Federal Bureau of Investigation 


Re: Addendum to January 3, 2013 “Acquisition of Wireless Collection 
Equipment/Technology and Nen-Pisclosure Obligation” 


Centinued from Page (6) of (8): 


Tel acceptance of the above conditions shall be be 4 
evidenced by the additional signatures below of g : esentative and wireless Dies 
collection equiprnent operators of the 
Having read and understoad the agreement in its entirety, | agree to adhere completely to 
the rules and implications of this Non-Disclasure Obligation. 

Acknowledged and agreed ta this 10 day of July SUES: 

b3 -1 
b7E -1 
b3 -1 
b7E -1 
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b3 -1 


b7E -1 
Continued from Page (7) ef (8): 
b3 -1 
b6 -2 
b7C -2 
b7E -1 
b3 -1 
b7E -1 


21-cv-10719(FBI)-141 


b3 -1 


b7E -1 
Yentined from Page (7) of (8): 
Continued from Page (7) of (8) 
b3 -1 
b6 -2 
b7c -2 
b7E -1 
b3 -1 
b7E -1 
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b3 -1 
b7E -1 
May 1, 2014 


+#perational Technology Division 
Federal Bureau of Investigation eee 
, b7c -1 
ar ars 
Federal Bureau of Investigation 


Re: Addendum to October 14 2011 NDA “Acquisition of Wireless 
Collection Equipment/Technelogy and Non-Disclosure Obligation” 


Continued from Page (1) of (2): 


The acceptance of the above oe 
conditions Shall be evidenced by the additional signatures below of an authorized Oh 
epresentatiy jreless collection equipment operators of the[_ id 


Having read and understood the agreement in its entirety, 1 agree to adhere 
completely to the rules and implications of this Non-Disclosure Obligation. 


b3 -1 
b7E -1 
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December 16, 2083 b3 -1 
b7E -1 
b6 -1 
b7c -1 
Operational Technology Division 
Federal Bureau of Investigation 


Attn: 
Federal Bureau of Investigation 


Re: Addendum to August 8, 2011, “Acquisition of Wireless 
Collection Equipment/Technology and Non-Disclosure 
Obligation” 


Continued from Page (4) of (4): 


Wiese se ee ee | aeceptance of the above conditions b3 -1 
shall be evidenced by the additional signatures below of an authorized b7E -1 
representative and wireless collection equipment operators ol the 


CT 


Having read and understood the agreement in its entirety, | agree fo adhere 
completely to the rules and iniplications of this Non-Disclosure Obligation. 


Sincerely, 
b6 -1 
b7C -1 
Operational Technology Division 
Federal Bureau of Investigation 
Acknowledged and agreed tothis day of _o BOT. 
b3 -1 
b7E -1 
j 
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fd 
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b7E -1 
April 28, 2014 
+ aS . “ >» b6 =i 
Operational Technology Division b7Cc -1 


Federal Bureau of Investigation 


Athen: 
Federal Bureau of Investigation 


= 


Re: Addendum to March 29, 2013 “Acquisition of Wireless Collection 
Equipment/Technology and Non-Disclosure Obligation” 


Continued from Page 6 of 6: 


de ; oss : b3 -1 
ne of the above conditions shall be evidenced by the bIE -1 
additional signatures below of an authorized Tepresentative and wireless collection equipment 


Having read and understood the agreement in its entirety, | agree to adhere completely to the 
rales and implications of this Non-Disclosure Obligation. 


Acknowledged and agreed to this 28" day of April, 2014. 


b3 -1 
b6 -2 
b7C -2 
b7E -1 


April 7, 2015 


b6 -1 
b7c -1 


Jperavonal Technology Division 
Federal Bureau of Investigation 


Atin 
Federal Bureau of Investigation 


Re: Addendum ta March 29, 2013 “Acquisition of Wireless Collection 
Equipment/Technology and Non-Disclosure Obligation” 


Continued frorn Page 6 of 6: 


the aceeptance of the above conditions shall be evidenced by the cory 
25 ates ot s E - 


additional signat ihorized representative and wireless cote stio Oequipment 
operators of the 


Having read and understood the agreement in its entirety, J agree to adhere completely to the 
rules and implications of this Non-Disclosure Obligation. 


Acknowledged and agreed to this 7" day of A pril, 2018, 


b3 -1 
b6 -2 
; b7c -1 
bT7E -1 


UNCLASSIFIED//E 


U.S. Department of Justice 


Federal Bureau of Investigation 


Washington, D.C. 20534-0001 


November 1, 2013 


b3 -1 
b7E -1 


Re: Acquisition of Wireless Collection Equipment/Technology and Non- 
Disclosure Obligations 


LH ra id MF a wd 


: = : phe: She information in this document ix the property of the Federal Bureau of 
lavestigation (FRI and may be distributed within the Pederal Government fand its contractorsi, LS. intelligence, Jaw 
exforcement, public safety or protection officials and individuals with a need ta know, Distribution beyond these entities -withont 
FRE Operational Technolagy Division authorisation is protibiied. Precautions should be taken to ensure this information ix 
stored andior destroyed ina manner that precludes unauthorized access. Information bearing the LES caveat:may nat be used it 
legal proceedings without first receiving authorization franz the orighiating agency. Recipients are prohibited jram subsequently 
posting the information marked LES ot a website on an.unclassified nedwork. 


b7E -1 


We have been advised by =a of the [ 
request for acquisition of certain wireless collection equipment/technelogy manufactured by 
Consistent with the conditions on the equipment authorization granted to 
by the Federal Communications Commission (FCC), state and local law 
enforcement agencies must coordinate with the Federal Bureau of Investigation (FBI) to 
complete this non-disclosure agreement prior to the acquisition and use of the 
equipment/technology authorized by the FCC authorization. 


As you are aware, law enforcement agencies increasingly rely on wireless collection 
equipmenttechnelogy to conduct lawfdlly-authorized electronic surveillance. Disclosing the 
existence of and the capabilities provided by such equipment/technology to the public would 
teveal sensitive technological capabilities possessed by the law enforcement community and may 
allow individuals who are the subject of investigation wherein this equipment/technology is used 
to employ countermeasures to avoid detection by law enforcement. This would not only 
potentially endanger the lives and physical safety of law enforcement officers and other 

UNCLASSIFIED/ 
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individuals, but also adversely impact criminal and national security investigations. That is, 

disclosure of this information could result in the FBI's inability to protect the public from 

terrorism and other criminal activity because, through public discloseres, this technology has 

been rendered essentially useless for firture investigations. In order to ensure that such wireless 

collection equipment/technology continues to be available for use by the law enforcement 
community, the equipment/technology and any information related to its fimctions, operation, 

and use shall be protected from potential compromise by precluding disclosure of this 

information to the public in any manner including but not limited to: in press releases, in court 
documents, during judicial hearings, or during other public forums or proceedings. Accordingly, 

the agrees to the following conditions in connection with its b3 -1 

acquisition and use of ti bIE -1 


1. By entering into this agreement, the[ Siffre that it has 
statutory authority te lawfully employ this technology and will do so only in support of 
public safety operations or criminal investigations. 


The ee | assumes responsibility for operating the 
equipment/technology in accordance with Federal law and regulation and accepts sole 
liability for any violations thereof, irrespective of the Federal Bureau of Investigation 
approval, if any, for the sale of the equipment/technology. 


b3 -1 
thd sida ensure that operators of the equipment have met  b7E -1 


the operator training standards identified by the FBI and are certified to conduct 
operations. 


4, a will coordinate with the FBI in advance of its use of 
the wireless collection equipment/technology to ensure de-confliction of respective 


Missions. 


thf ill not distribute, disseminate, or otherwise disclose 
any information concerning the wireless collection equipmeniAechnology or any software, 
operating manuals, or related technical documentation ({includmg its 
technical/engineering description(s) and capabilities) ta the public, including te any non- 
law enforcement individuals ar agencies. 


Ns 


Ga 


ty 


6. Thf Willd not distribute, disseminate, or otherwise disclose 
any information concerning the wireless collection equipment/technology or any software, 
operating manuals, or related technical documentation (including its 
technical/engineering description{s} and capabilities) provided to it to any other law 
enforcernent or government agency without the prior written approval of the FBI. Prior 
to any approv ‘ed distribution, dissemination, or comparable disclosure of any information 
concerning the wireless collection equipment/technology or any software, manuals, or 
related technical documentation related to such equipment/technology, all materials shall 
be marked “Law Enforsemen: ive. For Official Use Only ~ Not te be Disclosed 
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7. The [FJ haat not, in any civil or criminal proceeding, use or 
provide any information concerning the [res ~ | wireless collection 
iis associated software, operating manuals, and any related 
documentation (including its technical/engineering description(s) and capabilities) 
beyond the evidentiary results obtained through the use of the equiprment/technology 
including, but not Hmited to, during pre-trial matters, in search warrants and related 4. _) 
affidavits, in discovery, in response to court ordered disclosure, in other affidavits, in 7p -1 
grand jury hearings, in the State's case-in-chief, rebuttal, or on appeal, or in testimony tn 
any phase of civil or criminal trial, without the prior written approval of the FBI. Tf the 
[—CC__ learns that a District Attorney, prosecutor, or a court is 
considering or interdis to use or provide any information concerning the 
its associated software, operating 
manuals, and any related documentation (including its technical/engineering description(s) 
and capabilities) beyond the evidentiary results obtained through the use of the 
equipment/technology in a manner that will cause law enforcement sensitive information 
relating to the technology to be made known to the public, the[L_—C—C—C— 
eee immediately notify the FBI in order to allow sufficient time for the FBI 
tO itervene to protect the equipment/iechnology and information from disclosure and 
potential compromise. 


Notification shall be directed to the attention of: 


Federal Bureau of Investigation bé -1 
Engineering Research Facility b7¢ .=1 
Building 27958A, Pod A bIE -2,3 
aie Vv . inia.22135 

and 


Jperational Technology Division 
Federal Bureau of investigation 
Engineering Research F acility 
Building 2TOSBA, Pod B 

2135 


%. In addition, a will, at the request of the FBI, seek b3 -1 
dismissal of the casein leu of using or providing, or allowing others to use or provide, Bee 


any information concerning the 
its associated soffware, operating manuals, and any relatec 
Tocuinentanon (oeyond the evidentiary results obtained through the use of the 
equipment‘technology), if using or providing such information would potentially or 
actually compromise ‘the equipment/technology. This point supposes that the agency has 
some control or influence over the prosecutorial process. Where such is not the case, or 
is limited so as to be inconsequential, it is the ee § expectation that the law enforcement 
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agency identify the applicable prosecuting agency, or agencies, for inclusion in this 
agreemient. 


9. A copy of any court order in any proceeding in which th a 
is_a party directing disclosure of information concerning the ies 
and any associated software, operating manuals, or related 
documentation {meluding its technical/ fengineering description(s) } and capabilriies) will 
iminediately be provided to the FBI in order to allow sufficient time for the FBI to 
intervene to protect the equipment‘technology and information from disclosure and 
potential compromise. Any such court orders shall be directed to the attention of: 
b6 -1 
b7C -1 
“ederal Bureau of Investigation bIE -2,3 
Engineering Research Facility 
Building 27958, roe A 
antico, Vi 22135 
and 
perauional Lechnology Division 
Federal Bureau of Investigation 
Engineering Research Facility 
Building 27958A, Pod re 
Feet ip 
19. The will not publicize its acquisition or use of nf 
or any of the capabilities afforded by—sutr 
equipmenmviecmioogy 10 tie public, ather law enforcement agencies, or other 
government agencies, including, but not limited to, in any news or press releases, 
interviews, or direct or indirect statements to the media. b3 -1 
b7E -1 


Ti.dn the event that the eceives a request pursuant to the 
Freedom of Information Act © US. § 952) OF am equivalent state or local law, the civil 
or criminal discovery process, or other judicial, legislative, or administrative process, to 
disclose information concerning the 

its associated software, operating manuals, and any related 
its technical/engineering description(s} and capabilities), the 
will immediately notify the FBI of any such request 
telephonically and in writing in order to allow sufficient time for the FBI to seek to 
prevent disclosure through appropriate channels. Notification shall be directed to the 
attention off 


ocumentation 


UNCLASSIFIED AG 
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ederal Bureau of Investigation 
Engineering Research Facility 
Building 279884, Pod A 


Quantico, Virginia 22135 b7c -1 
b7E -2,3 


and 


bé6 -1 


Operational Technology Division 
Federal Bureau of Investigation 
Engineering Research Facility 
Building 27958A, Pod B 


a 


UNCLASSIFIED TE? 
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UNCLASSIFIEDA 


poe 


Sincerely, 


perational Technology Division 
Federal Bureau of Investigation 


Acknowledged and agreed to this 1“ 


LUNCLASSIPTE Dt 


day of BWEMREE— 2013. 


acceptance of the above conditions shall be evidenced by 
representative and wireless collection equipment operators 


b3 -1 

b6 -1 

b7c -1 

b7E -1 
b3 -1 
b6 -2 
b7C -2 
b7E -1 
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UNCLASSIssc D4 


U.S. Department of Justice 


Federal Bureau of Investigation 


Washington, DC. 2S 94-00KN 


b3 -1 
b7E -1 


Re: Acquisition of Wireless Collection Equipment/Technology and Non- 
Disclosure Obligations 


SHEE The infermation in this docunient is tie property af the Pederal Bureau of 


faves 
enforcement, prblic safety or protection affefals and individuals with a need te dnow, Distribution beyoad these cntities withens 


gation (FRE and may be distributed within the Federal Government fund its contractors), US. intelligence. done 


PB! Operational Technology Division authorisation ix prokibited. Precautions should he taker to ensure this pyermatson is 
stared andor dextraved in a manner that prechsdes wnawtharized access. Infarmation bearing the LES cavedt may not be uned a 
sing authorization from the originating agency. Recipients are pretudiied fram subsequently 


fogal proceedings without fest rece 


pasting the aubrmation marked LES an a website on an unclassified aetworh. 
24 ti 3 


or ba -1 


b7E -1 
We have been advised bf Ci the [Jreguest 

for acquisition of certain wireless collection equipment/technology manufactured by 

Consistent with the conditions on the equipment authorization granted to 

by the Federal Communications Commission (FCC), state and local Taw 

Sniorcement agencies must coordinate with the Federal Bureau of Investigation (FBI) to 

complete this non-disclosure agreement prior to the acquisition and use of the 
equipment/technology authorized by the FCC authorization, 


As you are aware, law enforcement agencies increasingly rely on wireless collection 
equipment/technology to conduct Jawfully-authorized electronic surveillance. Disclosing the 
existence of and the capabilities provided by such equipment/technology to the public would 
reveal sensitive technological capabilities possessed by the law enforcement community and may 
allow individuals who are the subject of investigation wherein this equipment/technology is used 
to employ countermeasures to avoid detection by law enforcement. This would not only 
potentially endanger the lives and physical safety of law enforcement officers and other 
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individuals, but also adversely impact criminal and national security investigations. That is, 
disclosure of this information could result in the FBI's inability to protect the public from 
terrorism and other criminal activity because, through public disclosures, this technelagy has 
been rendered essentially useless for future investigations. In order to ensure that such wireless 
collection equipment/technology continues to be available for use by the law enforcement 
community, the equipment‘technology and any infermation relaied to its functions, operation, 
and use shall be protected from potential compromise by precluding disclosure of this 
information to the public in any manner including but not limited to: im press releases, In court 
documents, during judicial hez arings. or wi: g other public forums or proceedings. Accordingly, p3 -1 
the sis : conditions in connection with its b7E -1 
acquisition and use of the 


1, By entering into this agreement, the Hae affirms that it has 
statutory authority to lawfully employ this technology and wil do so only In support of 
public safety operations or criminal investigations. 


ts 


The [ds assumes responsibility for operating the 
eguipment‘technology in accordance with Federal law and regulation and accepts sale = 3 1 
liability for any violations thereof, irrespective of the Federal Bureau of Investigation BAe 
approval, Hany, for the sale of the equipment/technology. 


3. rs | will ensure thal operators of the equipment have met the 


operator training standards identified by the FBI and are certified to conduct operations. 


4. The [wilt coordinate with the FBI in advance of its use of the 


wireless collection equipmeni/technolegy to ensure de-confliction of respective missions. 


thf it not distribute, disseminate, or otherwise disclose any 


information conceming the wireless collection equipmentiechnology or any software, 
operating manuals, or related technical documentation (including ils 
technical/engineering deseription(s) and capabilities) to the public, including to any non- 
law enforcement individuals or agencies. 


6. The [t—“(;i‘Cs‘CS:CSCSCSCSCSC‘i@iSR not distribute, disseminate, or otherwise disclose any 
information concerning the wireless collection equipment/iechnology or any software. 
operating manuals, or related technical documentation Qinclading its 
technical‘engineering description(s) and capabilities) provided to it to any other law 
enforcement or government agency without the prior written approval of the FBT. Prior 
to any approved distribution, dissemination, or comparable disclosure of any information 
conceming the wireless collection equipment/technology or any software, manuals, or 
related technical documentation related to such equipment‘technology, all materials shall 
be marked “Law Enforcernent Sensitive, For Official Use Only - Not te be Disclosed 
Outside of the 


7. The[ shall not, ing: 


provide any information conceming the 
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UNCLASSHSEDAE 


iis associated software, operating manuals, and any related 
documentation (including its technical/engincering description(s) and capabilities) 
beyond the evidentiary results obtained through the use of the equipment’technology 
including, bat not limited to, during pre-trial matters, in search warrants and related 
affidavits, in discovery, in response to court ordered disclosure, in other affidavits, m 
grand jury hearings, in the State’s case-in-chief, rebuttal, or on appeal, or in testimony in 
any phase of civil or criminal trial, without the prior written approval of the FBI. Ifthe 

learns that a District Attorney, prasecator, or a court_is b3 -1 

considering or intends to use or provide any information concerning the [ b7E -1 
its associated software, operating 
Manuals, and any related documentation (including ts technical/engineermg description(s) 
and capabilities) beyond the evidentiary results obtained through the use of the 
equipmentiechnology in a manner that will cause law enforcement sensitive information 
relating to the technology to be made known to the public, the [TT 
will immediately notify the FBI in order fo allow sufficient time for the FB] to intervene 
to protect the equipment/technology and information from disclosure and potential 
compromise. 


Notification shall be directed to the attention of: 


b6 -1 
. = a b7C -1 
Federal Bureau of Investigation b7E -2,3 
Engineering Research Facility 
Baiiding 27958A, Pad A 
and 
Operational Technalogy Division 
Federal Bureau of Investigation 
Engineering Research Facility 
Bailding 279584, Pod B 
Quantico. Virginia 22135 aes 
b7E -1 


will, at the request of the PBI, seek dismissal 
or allowing others to use or provide, any 


In addition, the 
of the case in 
information concerning the 
iis associated software, operating manuals, and any retatec Tema toeyena oe 
evidentiary results obtained through the use of the equipment‘technology), W usmg or 
providing such infermation would potentially or actually compromise — the 
equipmenttechnology. ‘This point supposes that the agency has some control or 
influence over the prosecutorial process. Where such is not the case, or is limited so as to 
be inconsequential, it is the FBI's expectation that the law enforcement agency identily 
ihe applicable prosecuting agency, or agencies, for inclusion in this agreement. 


= 
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UNCLASSISEDITS 


A copy of any court order in any proceeding in which the 


b3 -1 
ve Banting. dlenine OP holies wen b7E -1 
varty. directing disclosure of information concemme 
and any associated software. operating manuals, or related 
Tocumentalon (neiiding its technical/engineering description(s) and capabilities) will 
immediately be provided to the FBI in erder to allow sufficient me for the FRI to 
intervene to protect the equipmentitechnology and information from disclosure and 
potential compromise. Any such court orders shall be directed to the attention of 
Federal Bureau of Investigation 
Engineering Research Facility b6 -1 
Building 27958A, Pod A b7c -1 
ana — 22135 b7E -2,3 
and 
Operational Technology Division 
Federal Bureau of Investigation 
Engineering Research Facility 
Building 27958 A, Pad B 
If vill not publicize its acquisition or use of ihe|__] 

y or any of the capabilities afforded by such 
equipmentiechnology to the public, other law enforcement agencies, or other 
government agencies, including, but not limited to, in any news or press releases, b3 -1 
interviews, or direct or indirect statements to the media. b7E -1 


{i.In the event that theL_d receives a request pursuant to the 
Freedom of Information Act © U.S.C. § 532) or an equivalent state or local law, the civil 


or criminal discovery process, or other judipi: 
disclose information concerning 


60) 


e 


the 

its associated software, operating Manuals, and any 

Ting its technical/engineering description(s) and capabilities}, the 
will immediately notify the FBI of any such request 

y and i wntme in order to allow sufficient time for the FBI to seek to 

prevent disclosure through appropriate channels. Notification shall be directed to the 


telephonically 


aitention off 
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LUINCLASSiwskD/de 


Federal Bureau of Investigation 


Engineering Research Facility b6 -1 
Building 278S8A, Pod A b7C -1 


Quantico. Virginia 22135 b7E -2,3 


and 


Operational Technelogy Division 
Federal Bureau of Investigation 
Engineering Research Facility 
Biniding 274S58A, Pod B 

Ruontins Wiroinig 22135 
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acceptance of the above conditions shall be evidenced by the 
signatures below of an authorized representative and wireless collection equipment operators of 


qe 


b3 -1 
b6 -1 
Sincerely, b7C -1 
b7E -1 


Operational Technology Division 
Federal Bureau of Investigation 


Acknowledged and agreed to this dayof i aE. 
b3 -1 
b6 -2 
b7c -2 
b7E -1 
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U.S. Department of Justice 


Federal Bureau of Investigation 


Washington, DiC. 20535-0001 


February 5, 2015 


IN TURN 


b3 -1 
b7E -1 


Re: Acquisition of Cell Site Simulator/Pen Register Equipment/Technology 
and Non-Disclosure Obligations 


DearL__ ba -1 
b7E -1 
We have been notified of the reset 


acquisition of certain cell site simulator/pen register equipment providing cellular device locating 
and identifying capability. Consistent with the condition on the equipment authorization granted 
by the Federal Communications Commission, State and local law enforcement agencies must 
coordinate with the Federal Bureau of Investigation (FBI to complete this non-disclosure 


agreement in order to acquire and use cell site simulator/pen register equi piment/technology. 


Law enforcement agencies rely on cellular device locating and identifying capability to 
help meet their law enforcement and public safety responsibilities. Disclosure of certain 
information about cell site simulator/pen register equipment and techniques to the public, such 
information referred to by the Federal Government as Law Enforcement Sensitive (LES), would 
allow adversaries of law enforcement to diminish or thwart law enforcement efforts, thereby 
enabling such adversaries to evade detection and circumvent the law. Disclosure of even minor 
details about this technology or its use may reveal more information than its apparent 
insignificance suggests because, much like a jigsaw puzzle, each detail may aid in piecing 
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together other bits of information even when the individual piece is not of obvious importance in 
itself. Thus, disclosure of what appears to be innocuous information about cell site simulators 
would provide adversaries with critical information about the capabilities, limitations, and 
circumstances of their use, and would allow those adversaries to accumulate information and 
draw conclusions about the use and technical capabilities of the technology. In turn, this would 
provide them the information necessary to develop defensive technology, modify their behaviors, 
and otherwise take countermeasures designed to thwart the use of this technology in order to 
evade detection by law enforcement and circumvent the law. Moreover, the same techniques, 
equipment, and tools used in criminal cases are often used in counterterrorism and 
counterintelligence investigations, Thus, compromise of the law enforcement comprunity's 
investigational equipment and methods in a criminal case or a public records disclosure could 


have a significant detrimental impact on the national security of the United States. 


Due to these concerns, the FBI has consistently asserted that the details concerning the 
use, implementation and application of cell site simulator technology is both law enforcement 
sensitive and protected homeland security information, and any disclosure could easily impair 
the use of this important investigative methed. In recognition of this vulnerability, the FBI has, 
as a matter of policy, protected this category of electronic surveillance equipment and technique 
from disclosure, directing its agents that while general facts that a surveillance or location 
operation was conducted in connection with a specific case may be disclosed, neither details as 
to the equipment’s operation nor the tradecrafi involved may be disclosed. See United States v. 
Rigmaiden, 845 F.Supp. 982 (D.Ariz. 2012): United States ¥. Garey, 2004 WL 2663023 
(M.D.Ga. Nav. 15, 2004), 


As mentioned earlier, any information concerning cell site simulator equipment or 
technology (including, but not limited to information about the operation of the equipment or 
technology itself, limitations or capabilities of the equipment or technology, any training 
materials concerning the capabilities or technology, or tradecraft required to operate the 
equipment) authorized by the FBI to be provided to your agency 18 considered protected 
homeland security information under the Homeland Security Act (“HSA”). Under 6 U.S.C. 8 
482(c)}, homeland security information “obtained by a State or local government from a Federal 
REVISION: 2 
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agency under this section shall remain under the control of the Federal agency, and a State or 
local law authorizing or requiring such government to disclose information shall not apply to 
such information.” The HSA defines “homeland security information” as information that 
relates to the ability to prevent, interdict, or disrupt terrorist activity; information that would 
improve the identification or investigation of a suspected terrorist or terrorist organization: or 
information that would improve the response to a terrorist act. See 6 U.S.C. 8§ 482 (HC KBD). 
Cell site simulator technology meets all three criteria. Accordingly, by signing this agreement, 
your agency agrees and understands that disclosure of protected homeland security information 
is specifically prohibited under Federal law, and that this law expressly preempts state and local 
disclosure laws under the Supremacy Clause (Article VI, clause 2) of the United States 


Canstitution. 


Lorillard Tobacco Co. v. Reilly. 


principle, Federal law preempts State law where Congress has said so explicitly). 


Finally, by entering into this agreement, you acknowledge that you understand cell site 
simulator technology is a regulated defense article on the United States Munitions List 
(USML"). See 22 C.F.R, § 121.1(b). As such, technical details concerning this technology are 
subject to the non-disclosure provisions of the International Traffic In Arms Regulations 
CTTAR*), 22 C.E.R., Parts 120-130. The ITAR implements the Arms Export Contro! Act, 22 
U.S.C. § 2778, and Executive Order 13,637, which contra! the export and import of defense- 
related articles and services listed on the USML. Because this equipment is explicitly governed 
by the ITAR, 22 C.E.R. § 123.1 requires anyone to obtain a license from the Department of State 
prior to making an export. Notably, technical information does not have to leave the borders of 
the United. States to be deemed an export subject to the regulation. See 22 CER. § 120.17 
{defining an export as the disclosure of technical data about a defense article to a foreign national, 
even while located in the United States). Consequently, if a State or local government 
disseminates any part of the technical information to an entity knowing that the entity intends to 
or is ikely to publish or further disseminate the information in some fashion that would make it 
accessible to non-US. citizens, or that the requesting entity employs or has any non-US. citizens 
present at its offices, this could constitute a violation of the Arms Control Export Act. 

Unauthorized disclosure of ITAR-controlled information is a felony punishable by up to 20 years 

imprisonment and up to $1 million per occurrence, See 22 C.F.R., Part 127. 
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Accordingly, to preserve the continued efficacy of the capability for the Law 
; gs ‘ . . b3 -1 
conditions in connection with the acquisition and use of the cell site simulator/pen register 


equipment/technology: 


1. The signing State or municipal government official affirms that he or she has the 
authority to lawfully obligate his or her State or municipality to the conditions of this 
agreement. Moreover, the official affirms that appropriate legal counsel has determined 
the nondisclosure obligations herein are defensible under State law, as possibly 
augmented by Federal statutory protections, such as might be necessary for public 
records access requests, and that the State or municipality will itself perform due 


diligence in meeting its nondisclosure obligations as and when necessary. 


2 


The signing law enforcement agency official affirms that he or she has the authority to 
lawfully obligate his or her agency and its personnel to the conditions of this agreement. 
Moreover, the official affirms that the law enforcement agency will itself perform due 


diligence in meeting its nondisclosure obligations as and when necessary. 


Nod 


The signing law enforcement agency official affirms that the appropriate chief 
prosecuting official(s) representing the jurisdiction(s) of possible use of the agency’s 
cellular device identifying and locating capability was (were) notified of the law 
enforcement agency's intended acquisition of the equipment/technology and he or she 
(they) indicated an understanding that use of the capability in a specific prosecutorial 
jurisdiction by the law enforcement agency is conditioned on the chief prosecuting 
offictal’s separate written non-disclosure agreement with the FBI (notification and 
request for the separate agreement to be made as indicated in condition 10. below}. 
Furthermore, the law enforcement agency official agrees that, after exhaustion of all other 
lawful means, including implementing advice and assistance from the FBI the law 
enforcement agency will, at the request of the FBI, seek dismissal of the case with the 
prosecutorial jurisdiction in lieu of using or providing, or allowing others to use or 
REVISION: 2 
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provide, any sensitive information concerning the cell site simulator/pen register 


equipment/technology in criminal litigation. 


4. The signing law enforcement agency official aftirms that the law enforcement agency has 
statutory authority to lawfully employ this technology and will do so only in support of 
public safety operations or criminal investigations within State or municipal jurisdictions 
that are also party to appropriate, related nondisclosure agreements with the FBI. 
Moreover, the law enforcement agency assumes responsibility for operating the 
equipment/technology in accordance with State and Federal law and regulation and 
accepts sole liability for any violations thereof, irrespective of the Federal Bureau of 


Investigation approval, if any, for the acquisition of the equipment/technolagy. 


5. The signing law enforcement agency official affirms that he or she understands and 
acknowledges that this equipment, under Federal law, functions as a pen register device 
as defined in 18 U.S.C. §3127(3), and that 18 U.S.C. §3121(a) prohibits any person, 
including law enforcement, from operating a pen register device without first obtaining a 
court order, or having emergency pen register authority under either State or Federal law, 
as applicable. The signing law enforcement agency official agrees that he or she will not 
permit the operation of the device without having a court-issued pen register order or 


emergency pen register authority as outlined in Federal or State law. 


6. The signing law enforcement agency official affirms that he or she understands that he or 
she is prohibited by Federal law from intercepting the content of any communications 
with a pen register device, and that he or she must use technology reasonably available to 
the agency to restrict the equipment to recording or decoding electronic or other unpulse 
to the dialing, routing, addressing and signaling information utilized in the processing and 


transmitting of wire or electronic communications. See 18 U.S.C. §3121{(c). 


7. The signing law enforcement agency official affirms that operators of the equipment meet 
the operator training standards, identified separately by the FBI, before operating the 


equipment, are certified by their agency to conduct operations, are notified of the 
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conditions of this agreement, and are legally bound to this agreement by virtue of their 
employment or through an internal written contract with the agency or Siate or municipal 


government. 


& The State or municipal government and/or law enforcement agency may, without first 
obtaining prior approval from the FBI, confirm or disclose in public for official business 
only, including for the purpose of obtaining relevant legal authority, the following: {) the 
agency has cell site simulator/pen register equipment (without disclosing make and 
model) that provides the capability to locate or identify a cellular device, 2) a description 
of the legal authority relied upon for using the capability, 3) a description not containing 
LES information (see conditions 9. and 16. below) of agency policies or practices that 
ensure legal compliance and protection of third party privacy rights, 4) the fact that the 
capability might cause temporary disruption of service for ceriain cellular devices in the 
operating area, 5) that the equipment was used to determine general location information 
about the target cellular device, and 6) that the capability is a sensitive investigative 
technique so further details are protected and will not be publicly disclosed or confirmed. 
Note: The preceding provisions shall be narrowly and strictly construed, Any questions 
regarding interpretation or scope of these provisions must be addressed with the FBI prior 


te disclosure. 


9. Except for the strictly constructed permission in condition 8. above or for necessary 
deliberations between relevant officials necessary for coordination of this nondisclosure 
agreement, criminal or civil litigation discovery considerations, or public records access 
request processing, in which the exercise of due diligence to protect LES information and 
timely notice to the FBI pursuant te this agreement is presumed, the State or municipal 
government and law enforcement agency will not, absent written FBI approval, distribute, 
disseminate, disclose, or otherwise confirm any LES information, as determined by the 
FIBE, concerning the cell site simulator/pen register equipment/technology to the public, 
including to any non-law enforcement individuals or agencies not otherwise part of this 
agreement. These restrictions include, but are not limited to, tradecraft, technical details, 
functional limitations or vulnerabilities, manufacturer, model name, hardware, software, 
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operating manuals, related technical documentation (including technical/engineering 
descriptions and capabilities}, line item costs, or related entries in acquisition, funding, 
grant, or procurement documents, such documents often being susceptible to public 


disclosure by State or municipal financial authorities. 


10. The signing State or municipal government official and the signing law enforcement 
agency official affirm on behalf of their respective organizations that questions about or 
determinations of what constitutes LES or protected homeland security information will 
be deferred to the FBI Ifthe State or municipal government or law enforcement agency 
receives a request or order to disclose any information about the cell site simulator 
equipment/technology, or learns of such anticipated activity, an appropriate official will 
immediately notify the FBI in order to allow sufficient time for the FBI to assist in 


protecting the equipment/technology. 


All notifications or inquiries regarding this agreement and the subject capability shall 


be directed to the attention of: 


b6 -1 


. b7C -1 
perational Technology Division b7E -2,3 


Federal Bureau of Investigation 


Ungineering Research Facility 
Building 27958A 


Quantico, Virginia 22135 


Tetephone{ 


li. The signing law enforcement official understands and acknowledges that his or her 
agency's approval to acquire and use the cell site simulator is expressly conditioned on 
execution of and adherence to this non-disclosure agreement with the FBI. In the event 


that the PBI determines the agency is failing to abide by the conditions in this agreement, 
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the FBY may notify the vendor/mannfacturer to discontinue services for, or disable, the 


agency's cell site simulator/pen register equipment. 


12. Once signed, the conditions of this agreement remain in effect until rescinded in writing 
by the FBI, except that the agreement must be re-accomplished annually. If the State or 
municipal government, law enforcement agency, and prosecutor's office do not all agree 
to the annual renewal, or the annual agreement period otherwise expires (one year from 
the acknowledged and agreed date) without a completed renewal, or any one of them do 
not abide by the conditions of the agreement, the FB] reserves the right to rescind its 
endorsement of the law enforcement agency’s acquisition and use of the equipment and 


to take all lawful action as indicated in condition 11. above. 


—_ 
tad 


. The signing State or municipal government official and the signing law enforcement 
agency official affirm that any successors to their positions will be notified about this 
agreement and of the requirement to adhere to the conditions herein to ensure the 
agency’s continued use of cell site simulator/pen register equipment/technology. 
Similarly, the signing law enforcement agency official affirms that any successor to the 
position of the chief prosecuting official will be notified of the separate prosecutorial 
non-disclosure agreement and of the requirement to adhere to that agreement in order to 
ensure the law enforcement agency’s continued use of cell site simulator/pen register 
equipment/technology. in any instance of succession in this context, the law enforcement 


agency official will notify the FBY as indicated in condition 10. above, 
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The acceptance of the above conditions shall be evidenced by the signatures below of 


authorized representatives of wf 


Sincerely 


perational Technology Division 
Federal Bureau of Investigation 


Acknowledged and agreed to this 
dus in ore year. 


ee 
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b3 -1 
b7E -1 
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U.S. Bepartment of Justice 


Federal Bureau of Investigation 


Washington, 5.C. 20535-0001 


February 5, 2015 


Re: Acquisition of Cell Site Simulator/Pen Register Equipment/Technology 
and Non-Disclosure Obligations 


We have been notified of the [ request for 


acquisition of certain cell site sirsulator/pen register equipment providing cellular device locating 


and identifying capability. Consistent with the condition on the equipment authorization granted 
by the Federal Communications Commission, State and local Jaw enforcement agencies must 
coordinate with the Federal Bureau of Investigation (FBI) to complete this non-disclosure 


agreement in order to acquire and use cell site simulaton’pen register equipment/technology. 


Law enforcement agencies rely on cellular device locating and identifying capability to 
help meet their law enforcement and public safety responsibilities. Disclosure of certain 
information about cell site simulator/pen register equipment and techniques to the public, such 
information referred to by the Federal Government as Law Enforcement Sensitive (LES), would 
allow adversaries of law enforcement to diminish or thwart law enforcement efforts, thereby 
enabling such adversaries to evade detection and circumvent the law. Disclosure of even minor 
details about this technology or ifs use may reveal more information than its apparent 
insignificance suggests because, much like a figsaw puzzle, each detail may aid in piecing 
together other bits of information even when the individual piece is not of obvious importance in 
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itself. Thus, disclosure of what appears to be innocuous information about cell site simulators 
would provide adversaries with critical information about the capabilities, limitations, and 
circumstances of their use, and would allow those adversaries to accumulate information and 
draw conclusions about the use and technical capabilities of the technology. In turn, this would 
provide them the information necessary to develop defensive technology, modify their behaviors, 
and otherwise take countermeasures designed to thwart the use of this technology in order to 
evade detection by law enforcement and circumvetitt the law. Moreover, the same techniques, 
equipment, and tools used in criminal cases are often used in counterterrorism and 
counterintelligence investigations. Thus, compromise of the law enforcement community's 
investigational equipment and methods in a criminal case or a public records disclosure could 


have a significant detrimental impact on the national security of the United States. 


Due to these concerns, the FBY has consistently asserted that the details concerning the 
use, implementation and application of cell site simulator technology is both law enforcement 
sensitive and protected homeland security information, and any disclosure could easily impair 
the use of this important investigative method. In recognition of this vulnerability, the FBI has, 
as a matter of policy, protected this category of electronic surveillance equipment and technique 
from disclosure, directing its agents that while general facts that a surveillance or location 
operation was conducted in connection with a specific case may be disclosed, neither details as 
io the equipment’s operation nor the tradecraft involved may be disclosed. See United States v. 
Kigmaiden, 843 F.Supp. 982 (D.Ariz. 2012); United States v. Garey, 2004 WL 2663023 
(M.D.Ga. Nov. 15, 2004), 


As mentioned earlier, any information concerning cell site simulator equipment or 
technology (including, but not limited to information about the operation of the equipment or 
technology itself, limitations or capabilities of the equipment or technology, any training 
materials concerning the capabilities or technology, or tradecraft required to operate the 
equipment) authorized by the FBI to be provided to a state law enforcement agency is considered 
protected homeland security information under the Homeland Security Act (“HSA”). Under 6 
U.S.C. § 482(¢), homeland security information “obtained by a State or local government from a 
Federal agency under this section shall remain under the contro! of the Federal agency, and a 
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State or local law authorizing or requiring such government to disclose information shall not 
apply to such information.” The HSA defines “homeland security information” as information 
that relates to the ability to prevent, interdict, or disrupt terrorist activity; information that would 
improve the identification or investigation of a suspected terrorist or terrorist organization: or 
information that would improve the response to a terrorist act. See 6 U.S.C. 88 482(9)(11(B)-(D). 
Cell site simulator technology meeis all three criteria. Accordingly, by signing this agreement, 
your agency agrees and understands that disclosure of protected homeland security information 
is specifically prohibited under Federal law, and that this law expressly preempts state and local 
disclosure laws under the Supremacy Clause (Article V1, clause 2) of the United States 
Constitution. 


Lorillard Tobacco Co. v. Reilly, 1} (as a general 


srinciple, Federal law preempts State law where Congress has said so explicitly). 
Bp p s p ¥, 


Finally, by entering into this agreement, you acknowledge that you understand cell site 
simulator technology is a regulated defense article on the United States Munitions List 
(USML"). See 22 CER. § 121.1(b). As such, technical details concerning this technology are 
subject to the non-disclosure provisions of the International Traffic In Arms Regulations 
CYPAR"), 22 C.P.R., Parts 120-130. The ITAR implements the Arms Export Control Act, 22 
U.S.C. § 2778, and Executive Order 13,637, which control the export and import of defense- 
related articles and services listed on the USML. Because this equipment is explicitly governed 
by the PAR, 22 C.F.R. § 123.1 requires anyone to obtain a license from the Department of State 
prior to making an sxport. Notably, technical information does not have to leave the borders of 
the United States to be deemed an export subject to the regulation. See 22 CPLR. § 120.17 
(defining an export as the disclosure of technical data about a defense article to a foreign national, 
even while located in the United States). Consequently, if a State or local government 
disseminates any part of the technical information to an entity knowing that the entity intends to 
or is likely to publish or further disseminate the information in some fashion that would make it 
accessible to non-U.S. citizens, or that the requesting entity employs or has any non-U.S. citizens 
present at its offices, this could constitute a violation of the Arms Control Export Act. 
Unauthorized disclosure of ITAR-controlled information is a felony punishable by up to 20 years 


imprisonment and up to $1 million per occurrence. See 22 CER, Part 127. 
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Accordingly, to preserve the continued effieacy of the capability for the Law 


conditions in connection with thf ecquiisition and use of 


the cell site simulator/pen register equipment/technology: 


l. The signing chief prosecuting official (CPO) affirms that he or she has the authority to 
lawfully obligate his or her agency to the conditions of this agreement. Moreover, the 
official affirms that appropriate legal counsel has determined the nondisclosure 
obligations herein are defensible under State law, as possibly augmented by Federal 
statutory protections, such as might be necessary for public records access requests, and 
that the agency will itself perform due diligence in meeting its nondisclosure obligations 


as and when necessary. 


2. The signing CPO affirms that the above-named law enforcement agency's accnuisition 
and use of cellular device identifying and locating capability is conditioned on this 
separate written non-disclosure agreement with the FBI. Furthermore, the CPO agrees 
that, after exhaustion of all other lawful means, including implementing advice and 
assistance from the FBI, the prosecuting agency will, at the request of the FBI, seck 
dismissal of the case in lieu of using or providing, or allowing others to use or provide, 
any sensitive information concerning the cell site  simulator/pen register 


equipment’technology in criminal litigation. 


3. The signing CPO affirms that the above-named law enforcement agency has statutory 
authority to lawfully employ this technology in support of public safety operations or 


criminal investigations. 


4. The signing CPO affirms that he or she understands and acknowledges that this 
equipment, under Federal law, functions as a pen register device as defined in 18 U.S.C. 
§3127(3), and that 18 U.S.C. §3121{a)} prohibits any person, including law enforcement, 
from operating a pen register device without first obtaining a court order, or having 
emergency pen register authority under either State or Federal law, as applicable. 
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5. The CPO’s agency may, without first obtaining prior approval from the FBI, confirm or 
disclose in public for official business only, including for the purpose of obtaining 
relevant legal authority, the following: 1) the above-named law enforcement agency has 
cell site simulator/pen register equipment (without disclosing make and model) that 
provides the capability to locate or identify a cellular device, 2) a description of the legal 
authority relied wpon for using the capability, 3) a description not contaming LES 
information {see conditions 6. and 7. below) of the above-named law enforcement 
agency's policies or practices that ensure legal compliance and protection of third party 
privacy rights, 4) the fact that the capability might cause temporary disruption of service 
for certain cellular devices in the operating area, 5) that the equipment was used to 
determine general location information about the target cellular device, and 6) that the 
capability is a sensitive investigative technique so further details are protected and will 
not be publicly disclosed or confirmed. Note: The preceding provisions shall be narrowly 
and strictly construed. Any questions regarding interpretation or scope of these 


provisions must be addressed with the FBI prior to disclosure. 


6. Except for the strictly constructed permission in condition $. above or for necessary 
deliberations between relevant officials necessary for coordination of this nondisclosure 
agreement, criminal or civil litigation discovery considerations, or public records access 
request processing, In which the exercise of due diligence to protect LES information and 
timely notice to the FBI pursuant to this agreement is presumed, the prosecuting agency 
will not, absent written FBI approval, distribute, disseminate, disclose, or otherwise 
confirm any LES information, as determined by the FBI, concerming the cell site 
simulator/pen register equipment/technology to the public, including to any non-law 
enforcement individuals or agencies not otherwise part of this agreement. These 
restrictions include, but are not Hmited to, tradecraft, technical details, functional 
limitations or vulnerabilities, manufacturer, model name, hardware, software, operating 
manuals, related technical documentation (including technical/engineering descriptions 


and capabilities), line item costs, or related entries in acquisition, finding, grant, or 
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procurement documents, such documents often being susceptible to public disclosure by 


State or municipal financial authorities. 


7, Yhe signing CPO affirms on behalf of her or his agency that questions about or 
determinations of what constitutes LES or protected homeland security information will 
be deferred to the FBI. If the prosecuting agency receives a request or order to disclose 
any information about the cell site simulator equipment/technology, or learns of such 
anticipated activity, an appropriate official will immediately notify the FBY in order to 


allow sufficient time for the FBI to assist in protecting the equipment/technology. 


All notifications or inquiries regarding this agreement and the subject capability shall 


be directed to the attention of: 


= Trae b6 -1 
Operational Technology Division b7C -1 
b7E -2,3 


Federal Bureau of Investigation 
Engineering Research Facility 
Building 279584 


Quantico, Virginia 22135 


8. The signing CPO understands and acknowledges that the above-named law enforcement 
agency's approval to acquire and use the cell site simulator is expressly conditioned on 
all relevant parties’ execution of and adherence to this non-disclosure agreement with the 
FBI. In the event that the FBI determines the any party is failing to abide by the 
conditions in this agreement, the FBI may notify the vendor/manufacturer to discontinue 


services for, or disable, the agency’s cell site simulator/pen register equipment. 


9, Once signed, the conditions of this agreement remain in effect until rescinded in writing 

by the FBI. except that the agreement must be re-accomplished annually. Hf the State or 
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municipal government, law enforcement agency, and prosecutor’s office do not all agree 
to the annual renewal, or the annual agreement period otherwise expires (one year from 
the acknowledged and agreed date) without a completed renewal, or any one of them do 
not abide by the conditions of the agreement, the PBI reserves the right to rescind its 
endorsement of the law enforcement agency's acquisition and use of the equipment and 


to take all lawful action as indicated in condition 8. above. 


10). The CPO affirms that any successor to her or his position will be notified about this 
agreement and of the requirement to adhere to the conditions herein to ensure the above- 
named law enforcement agency's continued use of cell site simulator/pen register 
equipment/technology, In any instance of succession in this context, the CPO"s agency 


will notify the FBI as indicated in condition 7. above. 


The acceptance of the above conditions shall be evidenced by the signature below of the 


b6 -1 
b7c -1 
b7E -1 


Sincerely 


fronal Lechnology Division 
ral Bureau of Investigation 


‘_ day of 


Acknowledged and agreed to this 
due in one year. 


i, 2015. Renewal is 


b3 -1 
b7E -1 
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UNCLASSIFIED/Ae 


U.S. Department of Fastice 


Federal Bureau of Investigation 


Washington, 9.02, 20535-0001 


May 2, 2014 


b3 -1 
b7E -1 


Re: Acquisition of Wireless Collection Equipment/Technology and Non- 
Disclosure Obligations 


: ae rar Phi The information in this document is the property of te Federal Bureau of 
‘vesnaes fon (PRD and may be distr ibuted within the Federal Government (and lis contractors), US. » intelligence, las 
enforcement, re sdjety or protection officials and individuals with a need to knew. Distribution be ‘pond these exiities without 
PBI Operational Technology Division authorizaiion is prohibited. Precautions should he taken to ensure wis information is 
stored andiar destroyed ina manner that prechides unauthorized access. information bearing the LEN caveat may net be rised tA 
legal ¢ proceedings without frxt receivin ig aitherization fram the ar: iginating agency, Recipients are prohibited from subsequenity 
posting the byformation marked LES ona website an an unclassified network. 


b7E -1 


We have been advised by / th 
request for acquisition of certain wireless collection equipmentvtechno OpY Manulactured by 


Consistent. with the conditions on the equipment authorization granted to 
by the Federal Communications Commission (FCC), state and local law 
enforcement agencies must coordinate with the Federal Bureau of Inv estigation {FBI} to 
complete this non-disclosure agreement prior to the acquisition and use of the 
equipment/iechnology authorized by the FCC authorization, 


As you are aware, law enforcement agencies increasingly rely on wireless collection 
equipmentitechnology to conduct lawfully-authorized electronic surveillance. (Nsclosing the 
existence of and the capabilities provided by such equipment/technol ogy io the public would 
reveal sensitive technological capabilities possessed by the law enforcement cammunity and may 
allow individuals who are the subject of investigation wherein this equipment/technology is used 
to employ countermeasures to avoid detection by law enforcement. This would not only 
potentially endanger the lives and physical safety of ay caforcement officers and other 


UNCLASSIFIED) 
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UNCLASSIFIED 


individuals, but also adversely impact criminal and national security investigations. That is, 
disclosure of this information could result in the FBI’s inability to protect the public from 
terrorism and other criminal activity because, through public disclosures, this technology has 
been rendered essentially useless for future investigations. In order to ensure that such wireless 
collection equipment/technology continues to be available for use by the law enforcement 
community, the equipment/technology and any information related to its functions, operation, 
and use shall be protected from potential compromise by precluding disclosure of this 
information to ne public i in arly manner including but not limited to: in press releases, in court 
dog 2 : x during other public forums or proceedings. Accordingly, 
agrees to the following conditions in connection with its 3 -1 


acquisition and use of the Rikon 
1. By entering into this agreement, theL —~—~sCSCSCSCSCSCSCidri rms that it has 
statutory authority to lawfully employ this technology and will do se only in support of 
public safety operations or criminal mvestigations. fe 
b7E -1 


twa 


The assumes responsibility for operating the 
equipment/technolegy m accordance with Federal law and regulation and accepts sole 
liability for any violations thereof, irrespective of the Federal Bureau of Investigation 
approval, if any, for the safe of the equipment/technology. 


3. The vill ensure that operators of the equipment have 
met the operator training standards identified by the FBI and are certified to conduct 
operations, 

4. The vill coordinate with the FRI in advance of its use 
of the wireless collection equipmentitechnology to ensure de-confliction of respective 
missions. 


3 OA as will not distribute, disseminate, or otherwise 
disclose any information concerning the wireless collection equipment/technology or any 
software, operating manuals, or related technical documentation {include its 
technical/engineering description(s) and capabilities) to the public, including to any non- 
law enforcement individuals or agencies, 


6 The [it not distribute, disseminate, or otherwise 


disclose any information concerning the wireless collection equipment/technology or any 
software, operating manuals, or related technical documentation €ncluding its 
technical/engincering descriptien(s} and capabilitics) provuled to it to any other law 
enforcement or government agency without the prior written approval of the FBL Prior 
to any approved distribution, dissemination, or comparable disclosure of any information 
concerning the wireless collection equipment'technology or any software, manuals, or 
related technical documentation related to such equipment/technology, all materials shall 
be marked “Law Enforcement Sensitive, For Official Use Only -~ Not to be Disclosed 


Ouiside ofthe] 
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UNCLASSIFD 


7. —<— shall not, in any civil or criminal proceeding, use ane 
or provide any information concerning the 
| its associated software, Operaung manuals, and aly related 
ocumentation (inctuding its technical/engineering description(s} and capabilities) 
beyond the evidentiary results obtained through the use of the equipment/technology 
including, but not limited to, during pre-trial matters, in search warrants and related 
affidavits, in discovery, in response to court ordered disclosure, in other affidavits, in 
grand jury hearings, in the State's case-in-chief, rebuttal, or on appeal, or in testimony in 
any phase of civil or criminal wial, without the Prior written approval of the FBI. Hf the 
learns that a District Attorney, prosecutor, or a court 
is_considering or intends to use or provide any information concerning the 
vireless collection equipment/technology, its associated software, operating 
manuals, and any related documentation (including its technical/engineering deseription(s) 
and capabilities) beyond the evidentiary results obtained through the use of the 
equipment/technology in a manner that will cause law enforcement sensitive information 


relating to the technology to be made known to the public, the [eee 

eee will immediately notify the FBI in order to allow sufficient time for 
the rH to mtervene to protect the equipment/technology and information from disclosure 
and potential compromise. 


q 
- 


Notification shall be directed to the attention of: 


“ecderal Bureau of Investigation b6 -1 
Engineering Research Facility b7C -1 
Building 2 SFOSBA, Pad A b7E -2,3 
ae antion Virninia 22435 

and 


Operational Technology Division 
Federal Bureau of Investigation 
Engineering Research Facility 
Building 27958A, Pod B 


Sustice Vv ain 2235 
2 b3 -1 
8. In addition, the will, at the request of the FBI, seek b7E -1 


dismissal of the case in lieu of using or providing, or allowing others to use or provide, 
any information concerning the 
iis associated software, operating manuals, and any related 
eyond the evidentiary results obtained through the use of the 
equipmenttechnology), if using or providing such information would potentially or 
actually compromise the equipment/technology. This point supposes that the agency has 
some control or influence over the prosecutorial process. Where such is not the case, or 
is Hmited so as to be inconsequential, it is the EBEs Sexpertalion that the law enforcement 
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agency identify the applicable prosecuting agency, or agencies, for inclusion in this 
agreement. 


9. A copy of any court order in any proceeding in which on a 2 b3 -1 
is a party directing disclosure of information concerning the b7E -1 
and any associated software, operating manuals, or related 
documentation Uncluding its technical/engineering description({s) and capabilities) will 
immediately be provided to the FBI in order to allow sufficient time for the FBI ta 
intervene to protect the equipment/technology and information from disclosure and 
potential compromise. Any such court orders shall be directed to the attention of: 
Federal Bureau of Investigation 
Engineering Research Facility Pee 
Building 27958A, Pod A Pies 
—_ ea | a 37135 b7E -2,3 
and 
Operational Technology Division 
Federal Bureau of Investigation 
Engineering Research Facility 
Building 27958A, Pod B 
= si = a 22135 
10, The will not publicize its acquisition or use of the 


equipment/technology or any of the capabilities afforded by such 
equipmentfechnology to the public, other law enforcement agencies, er other 
government agencies, including, but not limited to, in any news or press releases, p3 -1 
interviews, or direct or indirect statements to the media. b7E -1 


iL. In the event that the receives a request pursuant to the 
Freedom of Information Act (5 U.S.C. $552) or an Sees state or local law, the civil 
or criminal discovery process, or other ‘adi i : 

concerning the 
its associated sere, Ope ne manuals, and any eae 


Ww ‘ill pesrepeeh notify the FBI of any ‘such recue 
telephonically and in writing in order to allow sufficient time for the FBI to seek to 


prevent disclosure through appropriate channels. Notification shall be directed to the 
attention off 


UNCLASSIFIEDIA 
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“ederal Bureau of investigation 
Engineering Research Facility 
Building 279358A, Pod A 


uantico. Virginia 22155 b6é -1 
b7C -1 
b7E -2,3 


and 


Operational Technology Division 
Federal Bureau of Inv estigation 
Engineering Research Facility 
Building 27958A, Pod B 


a_—_e—r 
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Th acceptance of the above conditions shall be evidenced oe E 
by THe signatures fative and wireless collection equipment oa ae 
operators of th 

b7E -1 


Sincerely, 


perational Technology Division 
Federal Bureau of Investigation 


Acknowledged and agreed to this f ghd day of Meg , 2014, 


b3 -1 
b6 -2 
b7C -2 
b7E -1 


UNCLASSIFIRDI/E 
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US. Department of Justice 


Federal Bureau of Investigation 


Washington, D.C. 2053-001 


June i, 2013 


b3 -1 
b6 -2 
b7C -2 
b7E -1 


Re: Purchase Wireless Collection Equipment/Technology and Non-Disclosure 
Obligations 


Deaf b3 -1 


me b6 -2 
ave been advised _ ee the pyc -2 
cquest to purchase certain Wireless collection equipmenttechnology Mmanuiactured = p,7R -1 


Consistent with the conditions on the equipment authorization granted to 
y the Federal Communications Commission (FCC), state and local law 
eilorcenicnt agencies must coordinate with the Federal Bureau of Investigation (FBD to 
complete this non-disclosure agreement prior to the acguisition and use of the 
equipment/technology authorized by the FCC authorization. - 


As you are aware, law enforcement agencies increasingly rely on wircless collection 
equipment/technology to conduct lawfully-authorized electronic surveillance. Disclosing the 
existence of, and the capabilities provided by, such equipment/technology to the public would 
reveal sensitive technological capabilities possessed by the law enforcement community and may 
allow individuals who are the subject of investigation wherein this equipment/technology is used 
to employ countermeasures to avoid detection by law enforcement. This would not only 
potentially endanger the lives and physical safety of law enforcement officers and other 
individuals, but also adversely impact criminal and national security investigations. That is, 
disclosure of this information could result in the FBI’s inability to protect the public from 
terrorism and other criminal activity because, through public disclosures, this technology has 
been rendered essentially useless for fitture investigations. In order to ensure that such wireless 
collection equipment/technology continues to be available for use by the law enforcement 
community, the equipment/technology and any information related to ifs finetions, operation, 
and use shall be protected from potential compromise by precluding disclosure of this 
information to the public in any manner including by not limited to: in press releases, in court 
documents, during judicial hearings, or during other public forums or proceedings. Accordingly, 
agrees to the following conditions in connection 
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UNCLASSIFIED; >B0//LAW EI 


l. The EEE | will ensure that operators of the 
equipment have met the operator training standards identified by the FBt and are certified 
to conduct operations. 


will coordinate with the FBI in advance 

of ifs use of the wireless collection eqmipmient’technology to ensure de-confliction of 

respective milssions, 

b3 -1 

3. The will not distribute, disseminate, or b7E -1 
otherwise disclose any information concerning the wireless collection 
equipmentitechnology or any software, operating manuals, er related technical 
documentation (including its technical/ /engineering description(s) and capabilities) to the 
public, including to any non-law enforcement individuals or agencies. 


4. the[_____vill not distribute, disseminate, or 
otherwise disclose ny «formation conceming the wireless collection 


equipment/technolegy or any software, operating manuals, or related technica! 
documentation (incinding its. technical/engineering description(s) and capabilities) 
provided to it any other law enforcement or government agency without the prior written 
approval of the FBI Prior to any approved distribution, dissemination, or cormparable 
disclosure of any information concerning the wireless collection equipment/‘technology or 
any software, manuals, or related technical documentation related to such 
eqnipment/technology, all materials shall be marked “Law E isnt Sensitive. For 


= al Only - Not to be Disclosed Outside of th 


s. TheL shalt yo 


proceeding, use or provide any information concerning th 
collection equipment/technology, its associated software, operaling manuals, and any 
related documentation (including its technical/engineering description(s) and capabilities) 
beyond the evidentiary results obtained through the use of the equipment/technology 
including, but not limited to, during pre-trial “matters, in search warrants and related 
affidavits, in discovery, in response to court ordered disclosute, in other affidavits, in 
grand jury hearmgs, in the State’s case-in-chief, rebuttal, or on appeal, or in testimony in 
any phase of civil or criminal trial, without the prior written approval of the FBI. If the 
learns that a District Attorney, prosecutor, 


a or intends to use or provide any information concernme the 
wireless collection equipment/technology, its associated software, 
operating manuais, and any related documentation {including its technical/engineering 
description(s) and capabilities) beyond the evidentiary results obtained through the use of 
the equipment/technology in a manner that will cause law enforcement_ sensitive 
information relating to the technology to be made known to the public, a 

wil immediately notify the PBI in order to allow 
sufficient trme for the FBI to intervene to protect the equipment/technology and 
information from disclosure and potential compromise. 


Notification shall be directed to the attention of 


be -1 
b7c -1 


“ederal Bureau of Investigation 
Engineering Research Facility 
Building 27958A, Pod A 
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UNCLASSIFIED), PSG,/LA W ENFORCEMENS? SEN TS TIVE//NOFORN 


uantico. Virginia 22135 


and b6 -1 
b7C -1 
b7E -1,2 


Operational Technology Division 
Federal Bureau of Investigation 
Engineering Research Facility 
Building 27958A, Pod B 


= = =P 22135 


In addition, the wil, at the request of the 
FBIL, seek dismissal of the case mm leu of usmg or providing, or allowing others to use or 
provide, any information concerning the 


its associated software, operating manuals, and any relate 
ccumeniaion (beyond the evidentiary results obtained through the use of the 


equipment/technology), if using or providing such information would potentially or p3 -1 
actually compromise the equipment/technology. b7E -1 


A copy of any court order in any proceeding in which the 
directing disclosure of information concerning th 
and amy associated software, operating manuals, or 
related documentation (including its technical/engineering description(s) and capabilities) 
will immediately be provided to the FBI in order to allow sufficient time for the FRI to 
intervene ta protect the equipment/technolegy and information from. disclosure and 
potential compromise. Any such court orders shall be directed to the attention of: 


‘ederal Bureau of Investigation 
Engineering Research Facility 
Building 27958A, Pod A 


Quantico, Virginia 22135 b7c -1 
| | b7E -2,3 


and 


b6 -1 


perational Technology Division 
Federal Bureau of Investigation 
Engineering Research Facility 
Building 27958A, Pod 8 

jantico, Virginia 22135 


will not publicize its purchase or use of b3 -1 
or any of the capabilities afforded by such b7E -1 
eguipmenttechnology to the public, other jaw enforcement agencies, or other 
government agencies, including, but not imited fo, m any news or press releases, 

interviews, or direct or indirect statements to the media. 
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8. In the event that the[_____ receives a request, B32 
pursuant to the Freedom of Information Act (5 U.S.C. § 552} or an equivalent state or BIE 
local law, the crvil or criminal discovery process, on other judicu 
administrative process, to disclose information concerning the 

a ‘associated software, operating manuals, an: 

any related salfengineering description{s} and 

capabilities}, th will mmmediately notify the 

FRI of any such request telephonically and in writing in order to allow sufficient time for 

the FBI to seek to prevent disclosure through appropriate channels. Notification shall be 

directed to the attention of: 
b6 -1 
b7C -1 

Federal Bureau of Investigation Bin mere 

Engineering Research Facility 

Byles 5 27958A, Pod A 

Hroinia 22135 

and 

Federal Bureau of Investigation 

Engineering Research Facility 

Building 27958A, Pod B 

Guanes ; 7 sie 22135 

The ~rantates af the above coud b3 -1 

thd cceptance of the above cond ane 


shall be evidenced by the signature below of an authorized representative of the 


LC C—C—C—CSSC‘CNC‘é«dz; 


Sincerely, 


perational Technology Division b3 -1 
Federal Bureau of Investigation b6 -1,2 
b7C -1,2 
b7E -1 


,20rt, 
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& 
re 


UNCLASSIFIED, -OUGU/LAW ENFORCE 


FBI Office of the General Counse! 
BI Office of the General Counsel 


b3 -1 

b6 -1 
b7C -1 
b7E -1,3 
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US. Department of Justice 


Federal Bureau of Investigation 


Washington, 2.C. 20835-0061 


Fune 1, 2011 


b3 -1 
b6 -2 
b7C -2 
b7E -1 


Re: 


to 


Purchase Wireless Collection Eguipment/Technology and Non-Disclosure 
Obligations 


Deal 
b3 -1 
lave been advised by [ot ae b6 -2 


purchase certain wireless collection equipment/technology manufactured Pie 
Consistent with the conditions on the equipment authorization granted to. Pare 
y the Federal Communications Commission (FCC), state and Jocal law 
etifercement agencies must coordinate with the Federal Bureau of Investigation (FBI} to 

complete this non-disclosure agreement prior to the acquisition and use of the 
equipment/technology authorized by the FCC authorization. 


As you are aware, law enforcement agencies increasingly rely on wireless collection 
equipment ‘technology to conduct lawfully-authorized electronic surveillance. Disclosing the 
existence of, and the capabilities provided by, such equipment/technology to the public would 
reveal sensitive technological capabilities possessed by the law en forcement community and may 
allow individuals who are the subject of investigation wherein this equipmeni/technology is used 
to entploy countermeasures to avoid detection by law enforcement. This would not only 
potentially endanger the lives and physical safety of law enforcement officers and other 
individuals, but also adversely impact criminal and national security investigations. That is, 
disclosure of this information could result in the FBI's inability to protect the public from 
terrorism: and other criminal activity because, through public disclosures, this technology has 
been rendered essentially useless for future investigations. In order to ensure that such wireless 
collection equipment/technology continues to be available for ase by the flaw enforcement 
community, the equipment/technology and any information related to its functions, operation, 
and use shall be protected from potential compromise by precluding disclosure of this 
information to the public in any manner including by not limited to: in press releases, in court 
dunng other public sorums or of proceedings. Accordingly, 

th ee s conditions in connection b3 -1 

b7E -1 


UNCLASSIFIED/EGRO/LAW ENE FE//NOFORN 


21-cv-10719(FBI)-188 


UNCLASSIFIED, S8X10//LA W ENFOR 


JGR rnvisss— ee 
ist oa area 


I. will ensure that operators of the 
equipiient have met the operator training standards identified by the FBI and are certified 
conduct operations, 
2,. The will coordinate with the FBI in advance 


of sts use of the wireless collection equipment/technology to ensure de-confliction of 
respective MISSIONS, ee 


b7E -1 
3. Thel—CSCSCSC“‘“‘CSCdé WT not distribute, disseminate, or 
otherwise disclose any information concerning the wireless collection 
equipment/technology or any software, operating manuals, or related technical 
documentation Gincluding its technical/engineering description(s) and capabilities) to the 
public, including to any non-law enforcement individuals or agencies. 


| will not distribute, disseminate, or 
otherwise isciose any information concemmg the wireless collection 


equipment/technology or any software, operating manuals, or related technical 
documentation. Gneluding its technical/engineering description(s) and capabilities) 
provided to it any other law enforcement or govertunent agency without the prior written 
approval of the FBI Prior to any approved distribution, dissemination, or comparable 
disclosure of any information concerning the wireless collection equipmentiechnolagy or 
any software, manuals, or related technical documentation related to such 
equipment/technology, all materials shall be marked “Law Enforcement Sensitive, Fe 


ama Only - Not to be Disclosed Outside of the 


shall i 
rocecding, use or provide any information concerming the 
its associated software, operating manuals, and any 
related Gocumentation. (including its technical/engineering description(s} ¢ and capabilities) 
beyond the evidentiary results obtained through the use of the equipment/technology 
including, but not limited to, during pre-trial matters, in search warrants and related 
affidavils, In discovery, in response to court ordered disclosure, in other affidavits, in 
er and jury hearings, in the State’ § case- in chief, rebuttal, or on appeal, or in testiniony in 
he ai is ii the prior written approval of the FBL If the 
learns that a District Attorney, prosecutor, 
OF 8 COUrt IS emg or miends to use or provide any information concerning the 
a wireless collection equipmentitechnology, its associated software, 
operating manuals, and any related documentation (including its technical/engineering 
description(s) and capabilities) beyond the evidentiary results obtained through the use 2 of 
the equipment/technology’ ix in a manner that will cause law enforcement 
at logy to be made known to the public, the 
. will immediately notify the PRI in ordéf To allow 
sufficient time for the FBI te intervene to protect the equipment/technology and 
information from disclosure and potential compromise. 


Sia 


a: 


Notification shall be directed to the attention of: 
b6 -1 
b7c -1 


ederaf Burean of Investigation 
Engimeering Research Facility 
Buuding 2795SA, Pod A 


UNCLASSIFIED EOQUO//LAW 
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UNCLASSIFIED: LAW E 


po ico Virsinja 22135 
b6 -1 


and b7C -1 
b7E -2,3 


perational Technology Division 
Federal Bureau of Investigation 
Engineering Research Facility 
Building 279584, Pod B 
uamtico. Vir inia 22135 


In addition, th will, at the request of the 
FSI, seek dismissal of the case in heu of usme or providing, or allowing others fo use of 
provide, any information conceming the 


its associated software, operating manuals, and any related 
ocumentation (beyond the evidentiary results obtained through the use of the 
equipment/technology), if using or providing such information would potentially or b3 


actually compromise the equipment/technology. b7E 


< 


6, _ order in any procesding in which the 

ting disclosure of information concerning the 

nd any associated software, operating manuals, or 

related documentation GQucluding its technical/engineering description(s) and capabilities) 

will ummediately be provided to the FBI in order to allow sufficient time for the FBI to 

intervene to protect the equipment/technology and information frem disclosure and 
otential campromise. Any such court orders shall be directed to the attention of 


‘ederal Gureau af investigation 


Engineering Research Facility asia 
Building 27938A, Pod A b7E -2,3 
fimca l | 
and 


Fperational rechnology Division 
Federal Bureau of Investigation 
Engineering Research Facility 
Building 279584, Pod B- 


a 


7, A will not publicize its purchase or use of 
the yr any of the capabilities afforded by such 
equiipmicnU technology EONS, OMe jaw enforcement agencies, or other 


B 
goverment. agencies, including, but not Hmited to, im any news or press releases, 
mterview s, or direct or indirect statements to the media. 


-1 
-1 


b3 -1 
b7E -1 
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UNCLASSIFIED rOUGlTAW EREGR 


8. In the event that the[L——“—ssSCSCSCCCCCCCC reeves: aa request 
pursuant to the Freedom of Information Act (5 U.S.C. § 582} or an equivalent state or 
local law, the civil or criminal discavery process, or other judicial, legislative, or 

sclose_ information concerning the b3 -1 

its associated software, operating manuals, and pop 1 

related dy fensineering description(s} and 


ee ee will immediately notify the 


any 
capabilities), th 


FBI of any such request telephonically and in writing in order to allow sufficient time for 
the FBI to seek to prevent disclosure through appropriate channels. Notification shall be 
directed to the attention off 


‘ederal Burean of Investigation 
Engineering Research Facility 


Building 27958A, Pod A b6 -1 
inia 221345 b7c -1 
b7E -2,3 


and 


peranonal Lechnology Division 
Federal Bureau of Investigation 
Engineering Research Facility 
Building 2793S8A, Pod B 


pa 


acceptance of the above conditions p3 -1 
authorized representative of th b7E -1 


Sincerely, 


perational Technology Division 


Federal Bureau of Investigation pees 


b6 -1,2 
b7C -1,2 
b7E -1 


Acknowledged and agreed to this _— 7 


UNCLASSIFIED//PBR67/LAW 
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UNCLASSIFIED, Bee 


Lo oa 


b6 -1 
FBI Office of the General Counsel b7C -1 
Office of the General Counse! bTE -3 


UNCLASSIFIED//PRYIOAEA 


21-cv-10719(FBI)-192 


UNCLASSIFIED 2 orSOY/LA 


U.S. Department of Jnetice 


Federal Bureau of Investigation 


Washington, D.C. 20835-0001 


Jane 1, 2011 


b3 -1 
b6 -2 
b7C -2 
b7E -1 


Re: Purchase Wireless Collection Equipment/Technology and Non-Disclosure 
Obligations 


DearL__ b3 -1 


b7E -1 
We have pies advised ee th 
“educ urchase certain wireless collection equipment/tochnology manufactured 


Consistent with the conditions on the equipment authorization granted to 
by the Federal Communications Commission (FCC), state and local law 
enforcement agencies toust coordinate with the Federal Bureau of Investigation (FBD to 
complete this non-disclosure agreement prior to the acquisition and use of the 
equipment/technology authorized by the FCC authorization. 


As you are aware, law enforcement agencies Increasingly rely on wireless collection 
equipmentitechnology to conduct lawfully-authorized electronic surveillance. Disclosing the 
existence off and the capabilities provided by, such equipment/technology to the public would 
reveal sensitive technological capabilities possessed by the law enforcement communily and may 
allow individuals who are the subject of investigation wherein this equipment/technology is used 
fo employ countermeasures fo avoid detection by law enforcement. This would not only 
potentially endanger the lives and physical safety of law enforcernent officers and other 
individuals, but also adversely impact criminal and national security investigations. That is, 
disclosure of this information could result in the FBI's inability to protect the public from 
terrorism and other eriminal activity because, through public di sclosures, this technology has 
been rendered essentially useless for future investigations. In order to ensure that such wireless 
collection equipment/technology continues to be available for use by the law enforcement 
cammunity, the equipment/technology and any information related. to its functions, operation, 
and use shall be protected from potential compromise by precluding disclosure of this 
information to the public in any manner including by not limited to: in press releases, In court 
documents, during fudicial hearings, or during other public forums or proceedings. Accordingly, 
the Mi uditions in connection ,3 -4 
with its purchase and use of the b7E -1 


Se 


UNCLASSIFIED//FDRO//LAW ENFORCE: 
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tse 


UNCLASSIFIED) SOO//T 


The 
equipmienl nave Mict mie Operator t 
to conduct operations. 


vill ensure that operators of the 
raining Standards ientified by the FBI and are certified 


Vill coordinate with the FBI in advance 

of its use of the wireless collection equipment/technology to ensure de-confiiction of 

respective Missions. b3 -1 
b7E -1 

0 not distribute, disseminate, or 

otherwise disclose any information concerning the wireless collection 

equipment/technology or any software, operating manuals, or related technical 

documentation (including its technical/engineering description(s) and capabilities) to the 

public, including to any non-law enforcement individuals or agencies. 


The will not distribute, disseminate, or 
otherwise disclose any information concerning the wireless collection 
equipment/iechnology or any software, operating manuals, or related technical 
documentation (includimg its technical/engmeering description(s) and capabilities) 
provided to it any other law enforcement or government agency without the prior written 
approval of the FBI. Prior to any approved distribution, dissemination, or comparable 
disclosure of any information concerning the wireless collection equipment/technology or 
any software, manuals, or related technical documentation related to such 
equipment/technology, all materials shall be marked “Law Enforcement Sensitive, For 


pil Le Only - Not to be Disclosed Outside ofth{ =i 
Pht shat piu chil es cious 


ceeding, use or provide any information concerning the 
its associated software, operating manuals, and any 
ated documentation (including its technical/engineering description(s) and capabilities) 
beyond the evidentiary results “obtained through the use of the equipment/technology 
including, but not limited to, during pre-trial matters, m search warrants and related 
affidavits, in discovery, in xesponse to court ordered disclosure, in other affidavits, in 
grand jury hearings, in the State’s case-in-chief, rebuttal, or on appeal, or in testimony in 
any phase of civil or criminal trial, without the Naas written Oe ke of the F ‘BL a the 


operating manuals, re ocumentation (melading ita eran ar eee 
description(s) and capabilities) beyond the evidentiary results obtained through the nse of 
the equipmentfiechaplogy in a manner that will cause law sntoreement sensitive 


will finmatiately notify ihe FBI in order té allow 
sufficient ime for the FBT fo intervene to protect the equipment/technology and 
information from disclosure and potential compromise. 


Notification shall be direeted to the attention of: 


b6 -1 
b7C -1 
Federal Burean of Investigation 
Engineermg Research Facihity 
Building 27958A, Pod A 


UNCLASSIFIED//FRGG/LAW 
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UNCLASSIFIED BOUO//LA 


ia. 22135 
and b6 -1 
b7c -1 
b7E -2,3 


Operational Technology Division 
Federal Burean of Investigation 
Engineering Research Facility 
Building gz 272584, Pod B 


Yn addition, hq et at the request of the 
FBI, seck dismissal of the case in Het of usin : , i S 
provide, any information concerning the 
its associated software, operating manuals, and any relate 
documentation {beyond the evidentiary results obtained through the use of the 
equipment/technology), if using or providing such information would potentially or 
actually compromise the equipment/technology 


6. A copy of any court order in any proceeding in which the 
cting disclosure of information concerning th 


and any associated software, operating manuals, or 
5 technical/ /engineering descri ption(s) and capabilities) 
will immediately be Save to the FBI in order to allow sufficient time for the FBI to 
intervene to protect the equipment/technology and information from disclosure and 
potential compromise. Any such court orders shall be directed to the attention oft 


b3 -1 
b7E -1 


b6 -1 
b7C -1 
Federal Bureau of Investigation b7E -2,3 


Engineering Research Facility 
Building 27958A, Pod A 


and 


perational Lechnology Orvision 
Federal Bureau of Investigation 
Engineering Research Facility 
Building 27958A, Pod B 
Quantico, Virginia 22135 


7. Tht —SCOC“‘CSC”C#d WAL not publicize its purchase or use of = -b3 -1 
r any of the capabilities afforded by such b7E -1 
equipmentiechnology to the public, other law exniprcement agencies, or other 

government agencies, including, but not limited to, in any news or press releases, 

interviews, or direct or indirect statements to the media. 


UNCLASSIFIED // Baga 
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pur suant to the reed of information Act ~ § 332) oF an cia a state or 
local law, the civil or criminal discovery process, or other judicial, legislative, or Baad 


rmation concerning the Bie eT 
its associated so feware, operating rnanuals, and 

any related dqcumentat eo Veneineering description(s) and 

capabilities), the vill immediately notify the 

FBI of ary such request telephonically and in writing in order to allow sufficient time for 

the FBI to seek to prevent disclosure through appropriate channels. Notification shall be 

directed to the attention off 

‘Ederal blveau of Mivestigalion bé -1 

Engineering Research Facility pyc -1 

Building 279584, Fae A bIE -2,3 

and 

Operational Technology Division 

Federal Bureau of Investigation 

Engineering Research Facibty 

Building 27958A, Pod B 

a Vv =a 22.35 

Th acceptance of the above conditions b3 -1 

sha 


€ slmhature below of an authorized representative of tht] b7E -1 


Sincerely, 


b3 -1 
perational Technology Division. b6 -1,2 
Federal Bureau of Investigation b7C -1,2 

b7E -1 


edtothis <= day of {<< , 2011, 


UNCLASSIFIED; 
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UNCLASSIFIED: S8G0/ LAW EXEORCEMESTSERS 


b3 -1 


rs bé -2 


"BI Office of the General Counsel b7c -2 
FBl Office of the General Counsel b7E -1,3 


UNCLASSIFIED /POROULAW EXNFOR 
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U.S. Department of Justice 


Federal Bureau of Investigation 


Washingion, D.C. 20535-0001 


June 1, 2011 


b3 -1 
b7E -1 


Re: Purchase Wireless Collection Equipment/Technology and Non-Disclosure 
Obligations 


‘ b3 -1 


_have been advised , ener the 
equest to purchase certain wireless collection equipment/iechnology manufactured. 


Consistent with the conditions on the equipment authorization granted to 
By the Federal Communications Commission (FCC), state and local law 
enforcement agencies must coordinate with the Federal Bureau of Investigation (FBI) to 
complete this non-disclosure agreement prior to the acquisition and use of the 
egnipment/technology authorized by the FCC authorization. 


As you are aware, law enforcement agencies increasingly rely on wireless collection 
equipmentitechnology to conduct lawfully-authorized electronic surveillance. Disclosing the 
existence of, and the capabilities provided by, such equipment/technology to the public would 
reveal sensitive technological capabilities possessed by the law enforcement community and may 
allow individuals who are the subject of investigation wherein this equipment/technology is used 
to employ countermeasures to avoid detection by law enforcement. This would not only 
potentially endanger the lives and physical safety of law enforcement officers and other 
individuals, but also adversely impact criminal and national security investigations. That 1s, 
disclosure of this information could result in the FBI's inability to protect the public from 
terrorism and other criminal activity because, thraugh public disclosures, this technology has 
been rendered essentially useless for future investigations. in order to ensure that such wireless 
collection equipment/technology continues to be available for use by the law enforcement 
community, the equipment/technology and any information related to its Aimetions, operation, 
and use shall be protected from potential compromise by precluding disclosure of this 
information te the public in any manner including by not limited to: in press releases, m court 
do ants. during indicial hearings. or during other public forums or proceedings. Accordingly, 
th agrees to the following conditions in connection b3 -1 
b7E -1 


21-cv-10719(FBI)-198 


bo 


UNCLASSIFIED). SBuLO//LAW ENFORCEMES 


The will ensure that operators of the 
equipment have met the operator training standards identified by the FBI and are certified 
ta conduct operations. 


Th will coordinate with the FBI in advance 
of iis use of the wireless collection equipmient/technology to ensure de-coniliction of 
respect Ve muSsions, 


The will not distribute, disseminate, or 
otherwise disclose any imformation concerning the wireless collection 
equipment/technology or any software, operating mamuals, or related technical 
documentation (including its technical/enginecring description{s) and capabilities) to the 
public, including to any non-law enforcement individuals or agencies. 


The Po itt not distribute, disseminate, or 
otherwise disclose any imformation concerning the wireless collection 
equipment/technology or any software, operating manuals, or related technical 
documentation (inchiding its technical/engmeering description(s} and capabilitics} 
provided to it any other law enforcement or government agency without the prior written 
approval of the FBL Prior to any approved distribution, dissemination, or comparable 
disclosure of any information concerning the wireless collection equipment/technology ar 
any software, manuals, or related technical documentation related to such 
equipment/technology, all materials shall be marked PlLaw Ené Sensitive F 


— Use Only - Not to be Disclosed Outside of the 


TheL__ | shat 
rocecdins vide any information concerning the 

its associated software, operating manuals, and any 
Telated documentation Uncluding its technical/engineering description(s) and capabilities) 
beyond the evidentiary results obtained through the use of the equipment/technology 
including, but not limited to, during pre-trial matters, in search warrants and related 
affidavits, in discovery, in response to court ordered disclosure, in other affidavits, in 
grand jury hearings, in the State’s case-in-chief, rebuttal, or on appeal, or in testimony in 
any phase of civil or criminal trial, without the prior written approval of the FRI. Ifthe 
learns that a District Attorney, prosecutor, 
oF a court is considering or intends to use or provide any information concerning the 
iis associated software, 
operating manuals, and any related documentation Uneliding its technical/engineering 
deseription(s) and capabilities) beyond the evidentiary results obtained through the use of 
the equipment/technology in a manner that will cause law enforcement_sensitive 


nology to be made known to the public, —— 
will immediately notify the FBI in order to allow 
sufficient time for the PRI to Intervene to protect the equipment/technolagy and 


information from disclosure and potential comproniise. 


“.. 


Notification shall be directed to the attention of: 


Federal Bureau of investigation 
Engineering Research Facility 
Building 27958A, Pod A 


UNCLASSIFIED/ FOR) 


b3 -1 
b7E -1 


b6 -1 
b7c -1 
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UNCLASSIFIED, PORO//LAW 


Juantico, Vireitia 22135 


b6 -1 
b7c -1 
b7E -2,3 


STATO OLY DIVISION 
Federal Bureau of Investigation 
Engineering Research Facility 
Building 27958A, Pod B 

uantico, Virginia 22135 


In addition, th will, at the request of the 
FBI, seek dismissal Of the Case m lev of using or providing, or allowing others to use or 
rovide, any information concerning the 
if8 associated software, operating manuals, and any related 

ocumematon (seyond the evidentiary resulis obtained through the use of the 

equipment/technology), if using or providing such information would potentially or  b3 -1 
actually compromise the equipment/technology. b7E -1 


A copy of any court order In any proceeding in which the 
is a party directing disclosure of information concerning U 


and any associated software, operating manuals, or 
related documentation Gneluding its technical/engineering description(s) and capabilities} 
will immediately be provided to the FBI in order to allow sufficient time for the PBI to 
intervene to protect the equipment/technology aud imformation from disclosure and 
potential compromise. Any such court orders shall be directed to the attention of: 


Federal Bureau of Investigation b6 -1 
Engineering Research Facility b7C -1 
Building 27958A, Pod A b7E -2,3 
aos Vv ik 22135 

and 


perational Technology Drvision 
Federal Bureau of Investigation 
Engineering Research Facility 
Building 27958A, Pod B 


(aes lal 


The 


will not publicize its purchase or use of = BS -1 
th or any of the capabilities afforded by such bIE -1 
equiprnent/technology to the public, other law enforcement agencies, or other 
government agencies, including, but not Hmited to, in any news or press releases, 

interviews, or direct or indirect statements to the media. 
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8. In the event that the tg 
. : b7E -1 

pursuant to the Freedom of Information Act » 9 992) OF an equiv alent siate or 

local law, the civil or criminal discovery process, or other ju 

administrative process, to disclose information concemimeg, the 
tts associated software, operating manuals, and 
its technical/engineering description( 3} and 
capabilities), the will immediately notify the 
FBI of any such request telephonically and in writing in order to allow sufficient time for 
the FBI to seek to prevent disclosure through appropriate channels. Notification shall be 
directed to the attention of: 


amy TCG 


bederal Bureau of investigation 
Engineering Research Facility 


b6 -1 
Building 27958A, Pod A b7C -1 
= V = 22135 b7E -2,3 
and 


Operational Technolegy Division 

Federal Bureau of Investigation 
ingineering Research Facility 

Building 279584, Pod B 


ee 


all be evide y ibe sir ¢_ below of an authorized representative of the] b7E -1 


Sincerely, 


porauona 1 ecnnology Division 


b3 -1 
Federal Bureau of Investigation 


b6 -1 
b7c -1 
b7E -1 
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UNCLASSIFIED, SB00,7LAN 


ce! 
FBI Office of the General Counsel 


[| FBI Office of the General Counsel 
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| (Mb) (CON) 


From: Lor) (con) 


Sent: Tuesday, September 20, 2016 3:36 PM 


To: (RMD) (FBI 
Ce: OGC) (FBI (OGC) (FBI); (OTD) (FBI) 
OTD) (FBI S—~«SY(O TD) (FBI) (OTD) (FBI); 
[___](OGC) (FBI) 
Subject: Re: 
Attachments: NDA.pdf 


[ 


b3 -1 
Here is a copy of the NDA. Thanks. a — 
b7C -1 


SP eee °°" eaee eee ee 


Sent: Tuesday, September 20, 2016 3:17 PM 


occ) (FBNL_—orp) (Fe{ sor) (ranL__] 
orp) (FBI)f __———_—JoGc) (FBI) 


We are planning 
you please send me a copy o 
Thank you, 


route 


oi 
a 


NDA? 


Federal Bureau of Investigation 


CONFIDENTIALITY STATEMENT: This message is transmitted to you by the Office of the General Counsel of the Federal Bureau of 
investigation. The message, along with any attachments, may be confidential and legally privdeged. If you are not the intended 


recipient of this message, please destroy H promptly without further retention ar dissemination (uniess otherwise required by law}. 
Please notify the sander of the error by a separate e-rnall or by calling 


21-cv-10719(FBI)-209 


FEDERAL BUREAU OF INVESTIGATION 
FOI/PA 

DELETED PAGE INFORMATION SHEET 
FOI/PA# 21-cv-10719 


Total Deleted Page(s) = 1 
Page 1 ~ Duplicate; 


XXXXXXXXXXXXXXXXXXXXXXXX 
X Deleted Page(s) X 

X No Duplication Fee X 

X Forthis Page xX 
XXXXXXXXXXXXXXXXXXXXXXXK 


FEDERAL BUREAU OF INVESTIGATION 
FOI/PA 

DELETED PAGE INFORMATION SHEET 
FOI/PA# 21-cv-10719 


Total Deleted Page(s) = 1 
Page 1 ~ Duplicate; 


XXXXXXXXXXXXXXXXXXXXXXXX 
X Deleted Page(s) X 

X No Duplication Fee X 

X Forthis Page xX 
XXXXXXXXXXXXXXXXXXXXXXXK 


UNCLASSIFIED/AGA 


U.S. Department of Justice 


Federal Bureau of Investigation 


Washington, D.C. 20535-0001 


November 13, 2012 


b3 -1 
b7E -1 


Re: Acquisition of Wireless Collection Equipment/Technology and Non- 
Diselosure Obligations 


ie The information in. this document is the property af the Federal Bureaw af 
Investigation we Bp ued day ‘he distributed within the Federal Government (and its contractors), US intediizence, dw 
enforcement, public safet.or protection officials and iadividuats with a seed to kraw, Distribution beyond these entines withant 
‘FB? Operational Technology Uivision authorization is prohibited. Precautions should be taken fa ensure this infermation. is 
stored andior destroyed in amanner that prechidex unauthorized access. Information bearing the LES caveat may nat be used in 
legal proceedings without first réceiving axthorization from the originating agency. Recipients are prohibited from subsequently 
posting he information marked LES ona website on an unclassified meneork. 


Dear] deg 
. b7E -1 
We have been advised by[____——dof the[ 


request for acquisition of certain wireless collection equipment/technology manufactured by 

Consistent with the conditions on the equipment authorization granted to 
by the Federal Communications Commission (FCC), state. and focal law 
enforcement agencies must coordinate with the Federal Bureau of Investigation (FBI} to 
complete this non-disclosure agreement prior to the accpuisition and use of the 
equipment/technology authorized by the PCC authorization. 


AS you are aware, law enforcement agencies increasingly rely on wireless collection 
equipment/technology to conduct lawfully-authorized electronic surveillance. Disclosing the 
existence of and the capabilities provided by such equipment/technology to the public would 
reveal sensitive technological capabilities possessed by the law enforcement community and may 
allow individuals who are the subject of investigation wherein this equipment/technology is used 
to employ countermeasures to avoid detection by law enforcement. This would not only 
potentially endanger the lives and physical safety of law enforcement officers and other 


UNCLASSIFIEDLSZ 
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UNCLASSIFIEDAb4- 


individuals, but also adversely impact criminal and national security investigations. hat is, 
disclosure of this information could result in the FBI's inability to protect the public from 
terrorism and other criminal activity because, through public disclosures, this technology has 
been rendered essentially useless for future investigations. In order to ensure that such wireless 
collection equipment/technology continues to be available for use by the law enforcement 
community, the equipment/technology and any information related to ifs functions, operation, 
and use shall be protected from potential compromise by precluding disclosure of this 
information to the public in any manner including but not limited to: in press releases, in court 
documents, daring judicial hearings, or during other public forums or proceedings. Accordingly, 
the agrees to the following conditions m connection with its 
acquisition and use of th 


1, By entering into this agreement, th(. affirms that it has 
statutory authority to lawfully employ this technology and wil! do so only in support of 
public safety operations or criminal investigations. 


b3 -1 
b7E -1 


th 


The assumes responsibility for operating the 
equipmentiiechnology in accordance with Federal law and regulation and accepts sole 

liability for any violations thereof, irrespective of the Federal Burean of Investigation 

approval, ifany, for the sale of the equipment/technology. 

b3 -1 
ill ensure that operators of the equipment have  b7E -1 
met the operator training standards identified by the FBI and are certified to conduct 
operations. 


4, th will coordinate with the FBE in advance of its use of 


the wireless collection equipment/technology to ensure de-confliction of respective 


tad 


missions. 

5. The will not distribute, disseminate, or otherwise 
disclose any mformation concerning the wireless collection equipment/technology or any 
soitware, operating miamuals, or related technical documentation {including its 
technical/engineering description(s) and capabilities) to the public, including to any non- 
law enforcement individuals or agencies. 

6 The wil not distribute, disseminate, or otherwise 


disclose any information concerning the wireless collection equipment/technology or any 
software, operating manuals, or related technical docurnentation (including its 
technicaVengineering description(s) and capabilities) provided to it to any other law 
enforcement or government agency without the prior written approval of the FBI, Prior 
fo any approved distribution, dissemination, or comparable disclosure of any information 
concerning the wireless collection equipment/iechnology or any software, manuals, or 
related technical documentation related to such equipment/technology, all materials shall 
be marked “Law Enforcement Sensitive, For Official Use Only ~ Not to be Disclosed 


So | aa arey | 
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7. 


8. 


UNCLASSIFIED// 


Theft not, in any civil or criminal proceeding, use ar 
provide any information concerning the 
CO] oits associated software, operating manuals, and any related 
documentation (includmg is technical/engineering description(s) and capabilities) 
beyond the evidentiary results obtained through the use of the equipment/technology 
including, but not limited to, during pre-trial matters, in search warrants and related 
affidavits, in discovery, in response to court ordered disclosure, in other affidavits, in 
grand j jury hearings. in the State’s case-in-chief, rebuttal, or on appeal, or in testimony in 
: al, without the prior written approval of the PBI. Ifthe b3 -1 
learns that a District Attorney, prosecutor, or a court is P7E -1 
or_provide any information concerning the 
its associated software, operating 
manuals, and any related documentation (including its technical/engineering description{s) 
and capabilities) beyond the evidentiary results obtained through the use of the 
equipment/technology in a manner that will cause law enforcement sensitive information 
relating to the technology to be made known to the public, th 
[wit immediately notify the FBI in order to allow sufficient time for the FBE to 
intervene to protect the equipment‘technology and information from disclosure and 
potential compromise. 


considermg or intends fo use 


Notification shall be directed to the attention of: 


‘ederal Bureau of Investigation 


b6 -1 
Engineering Research Facility bye -1 
Building 279584, Pod A b7E -2,3 
a | 


and 


perational Technology Division 
Federal Bureau of Investigation 
Engineerme Research Facility 
Building 279584, oe B 


foe 


In. addition, the 
dismissal of the case im flea of using oF pr 
any _ information concerning the 

, its associated sofware, operating: manuals, any 
documentation (beyond the evidentiary results obtained through the use of the 
eguipment/technology), if using or providing such information would potentially or 
actually compromise ‘the equipment/technology. This point supposes that the agency has 
some control or influence over the prosecutorial process. Where such is not the case, or 
is limited so as to be inconsequential, it is the FBI's = expectation that the law enforcement 

UNCLASSIFIEDA 


will, at the se ale of the PBL, seek b3 -1 
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UNCLASSIFIED 


agency identify the applicable prosecuting agency, or agencies, for inclusion in this 
agreement. 


A copy of any court order in any proceeding in which the Bee 
is a party directing disclosure of information concerning the Ries 


and any associated software, operating manuals, or related 
documentation (including its technical, engineering description(s) and capabil ities} will 
immediately be provided to the FBI in order to allow sufficient time for the FBI to 
intervene to protect the equipment/technology and information from disclosure and 
potential compromise. Any such court orders shall be directed to the attention of: 


Federal Bureau of Investigation 
Engineering Research Facility 


Building 279584, Pod A b6 -1 
323135 b7C -1 
and 


Operational Technology Division 
Federal Bureau of Investigation 
Engineering Research Facility 
Building 27958, Pod B 


b3 -1 


will not publicize its acquisition or use of th a Ee 


Quantico, Vi ie infa 22335 
or any of the capabilities afforded by such 
Squipmenviechnology 1 c public, other law enforcement agencies, or other 
government agencies, inchiding, but net limited to, in any news or press releases, 
interviews, or direct or indirect statements to the media. 


ii. In the event that hd receives a request pursuant to the 


Freedom of Information Act (8 U.S.C. § 352) or an equiv alent state or local law, the civil 
ot criminal discovery precess, or other judicl : fe ye 
disclose __information concerning — the 
, its associated software, Operating manuals, and any related 
Kunicmanan Unemding its technical/engineering description(s) and capabilities), the 
will immediately notify the FBI of any such request 
telephonically and in writig in order to allow sufficient time for the PBI to seek to 
prevent disclosure through appropriate channels. Notification shall be directed to the 
attention off 


bé6 -1 
b7¢c -1 


UNCLASSIFIED 
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UNCLASSTIFIEDAESA 


Federal Bureau of Investigation 
Engineering Research Pacility 
Buuiding 27958A, Pod A 


¢ Heo, Virginia 22135 
| b6 -1 


b7c -1 
and b7E -2,3 


_ | _ ie 


Federal Bureau of Investigation 

Engineering Research Facility 

Building 27958A, Ped B 
Juantico, Virginia 22135 


UNCLASSIFIEDIEA 
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UNCLASSIFIED? 


the acceptance of the above conditions shall be evidenced by 


the signatures bel presentative and wireless collection equipment operators 


b3 -1 
b6 -1 
Sincerely, b7C -1 
b7E -1 
Uperatonar Technology Division 
ederal Bureau of Investigation 
Acknowledged-and agreed to this / > day of Vor 2012, 
Cp pee as b3 -1 
b6 -2 
b7C -2 
b7E -1 


UNCLASSIFIED//& 
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U.S, Department of Justice 


Federal Bureau of Investigation 


Washington, D.C. 20835-0001 


December 1, 2014 


EN TURN 


b3 -1 
b7E -1 


Re: Acquisition of Cell Site Snmulator/Pen Register Equipment/Technology 
and Non-Disclosure Obligations 


We have been notified of the 


b3 -1 
‘ b7E -1 
request for 
acquisition of certain cell site simulator/pen register equipment providing cellular device locating 
and identifying capability. Consistent with the condition on the equipment authorization granted 
by the Federal Communications Commission, State and local law enforcement agencies must 
coordinate with the Federal Bureau of Investigation (FBI) ta complete this non-disclosure 


agreement in order to acquire and use cell site simulator/pen register equipment/technology. 


Law enforcement agencies rely on cellular device locating and identifying capability to 
help meet their law enforcement and public safety responsibilities. Disclosure of certain 
information about cell site sinmulator/pen register equipment and techniques to the public, such 
imormation referred to by the Federal Government as Law Enforcement Sensitive (LES), would 
REVISION: 2 
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allow adversaries of law enforcement to diminish or thwart Jaw enforcement. efforts, thereby 
enabling such adversaries to evade detection and circumvent the law. Disclosure of even minor 
details about this technology or its use may reveal more information than its apparent 
insignificance suggests because, much like a jigsaw puzzle, each detail may aid in piecing 
together other bits of information even when the individual piece is not of obvious importance in 
iiself. Thus, disclosure of what appears to be innocuous information about cell site simulators 
would provide adversaries with critical information about the capabilities, limitations, and 
circumstances of their use, and would allow those adversaries to accumulate information and 
draw conclusions about the use and technical capabilities of the technology. In turn, this would 
provide them the information necessary to develop defensive technology, modify their behaviors, 
and otherwise take countermeasures designed to thwart the use of this technology in order to 
evade detection by law enforcement and circurnvent the law. Mereover, the same techniques, 
equipment, and tools used in criminal cases are often used in counterterrorism and 
counterintelligence investigations. Thus, compromise of the law enforcement community's 
investigational equipment and methods in a criminal case or a public records disclosure could 


have a significant detrimental impact on the national security of the United States. 


Due to these concerns, the FBI has consistently asserted that the details concerning the 
use, implementation and application of cell site simulator technology is both law enforcement 
sensitive and protected homeland security information, and any disclosure could easily impair 
the use of this important investigative method. In recognition of this vulnerability, the FBI has, 
as a matter of policy, protected this category of electronic surveillance equipment and technique 
fram disclosure, directing its agents that while general facts that a surveillance or location 
operation was conducted in connection with a specific case may be disclosed, neither details as 
to the equipment’s operation nor the tradecraft involved may be disclosed. See United States v. 
Rigmaiden, 845 F.Supp. 982 (D.Ariz, 2012) United States v. Garey, 2004 WI. 2663023 
(M.D.Ga, Nov. 15, 2064). 


As mentioned earlier, any information concerning cell site simulator equipment or 
technology (including, but not Himited to information about the operation of the equipment or 
technology itself, Hmitations or capabilities of the equipment or technology, any training 
REVISION: 2 
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materials concerming the capabilities or technology, or tradecraft required to operate the 
equipment} authorized by the FB! to be provided to your agency is considered protected 
homeland security information under the Homeland Security Act ( HSA’) Under 6 U.S.C. § 
482(e), homeland security information “obtained by a State or local government from a Federal 
agency under this section shall remain under the control of the Federal agency, and a State or 
loca} law authorizing or requiring such government to disclose information shall not apply to 
such information.” The HSA defines “homeland security information” as information that 
relates to the ability to prevent, interdict, or disrupt terrorist activity; information that would 
improve the identification or investigation of a suspected terrorist or terrorist organization; or 
information that would improve the response to a terrorist act. See 6 U.S.C. 88 482(9(1)(B)}-(D). 
Cell site simulator technology meets all three criteria. Accordingly, by signing this agreement, 
your agency agrees and understands that disclosure of protected homeland security information 
is specifically prohibited under Federal law, and that this law expressly preempts siate and local 
disclosure laws under the Supremacy Clause (Article VI, clause 2) of the United States 


Constitution, 


i} (as a general 


principle, Federal law preempts State law where Congress has said so explicitly), 


Finally, by entering into this agreement, you acknowledge that you understand cell site 
simulator technology is a regulated defense article on the United States Munitions List 
CUSML”). See 22 CER. §121,1(b). As such, technical details concerning this technology are 
subject to the non-disclosure provisions of the Intemational Traffic In Arms Regulations 
(°TAR”), 22 C.PLR., Parts 120-130. The ITAR implements the Arms Export Control Act, 22 
U.S.C, § 2778, and Executive Order 13,637, which control the export and import of defense- 
related articles and services listed on the USML. Because this equipment is explicitly governed 
by the ITAR, 22 C.PLR. § 123.1 requires anyone to obtain a license from the Department of State 
pnor to making an export. Notably, technical information dees not have to leave the borders of 
the United States to be deemed an export subject to the regulation. See 22 C.FLR. § 120.17 
(defining an export as the disclosure of technical data about a defense article to a foreign national. 
even while located in the United States). Consequently, if a State or local government 
disseminates any part of the technical information to an entity knowing that the entity intends te 
or is likely to publish or further disseminate the information in some fashion that would make it 
REVISION: 2 
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accessible to non-U.S. citizens, or that the requesting entity employs or has any non-U.S. citizens 
present at its offices, this could constitute a violation of the Arms Control Export Act. 
Unauthorized disclosure of ITAR-controlled information is a felony punishable by up te 20 years 


b3 -1 
imprisonment and up to $1 million per occurrences. See 22 C.F.R., Part 127. b7E -1 


Accordingly, to preserve the continued effi 


Enforcement Community, hf county and 


agree to the following conditions in connection with the acquisition and use of the cell site 


simulator’ pen register equipment/technology: 


1, The signing State or municipal government official affirms that he or she has the 
authority to lawfully obligate his or her State or municipality to the conditions of this 
agreement. Moreover, the official affirms that appropriate legal counsel has determined 
the nondisclosure obligations herein are defensible under State law, as possibly 
augmented by Federal statutory protections, such as might be necessary for public 
records access requests, and that the State er municipality will itself perform due 


diligence in meeting its nondisclosure obligations as and when necessary. 


2. The signing law enforcement agency official affirms that he or she has the authority to 
lawfully obligate his or her agency and its personne! to the conditions of this agreement. 
Moreover, the official affirms that the law enforcement agency will itself perform due 


diligence in meeting its nondisclosure obligations as and when necessary. 


3. The signing law enforcement agency official affirms that the appropriate chief 
prosecuting official{s) representing the jurisdiction(s) of possible use of the agency's 
celular device identifying and locating capability was (were) notified of the law 
enforcement agency’s intended acquisition of the equipment/technology and he or she 
(they) indicated an understanding that use of the capability in a specific prosecutorial 
jerisdiction by the law enforcement agency is conditioned on the chief prosecuting 
official’s separate written non-disclosure agreement with the FBI (notification and 
request for the separate agreement to be made as indicated in condition 10. below). 
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Furthermore, the law enforcement agency official agrees that, after exhaustion of all other 
lawful means, including implementing advice and assistance from the FRY, the law 
enforcement agency will, at the request of the FBL, seek dismissal of the case with the 
prosecutorial jurisdiction in leu of using or providing, or allowing others to use or 
provide, any sensitive information concerning the cell site simulator/pen register 


equipment/technology in criminal ftigation. 


4. The signing law enforcement agency official affirms that the law enforcement agency has 
statutory authority to lawfully employ this technology and will do so only in suppert of 
public safety operations or criminal investigations within State or municipal jurisdictions 
that are also party to appropriate, related nondisclosure agreements with the PBL 
Moreover, the law enforcement agency assumes responsibility for operating the 
equipmenttechnology in accordance with State and Federal law and regulation and 
accepts sole ability for any violations thereof, irrespective of the Federal Bureau of 


Investigation approval, if any, for the acquisition of the equipment/technology. 


5. The signing law enforcement agency official affirms that he or she understands and 
acknowledges that this equipment, under Federal law, functions as a pen register device 
as defined in 18 U.S.C. §3127(3), and that 18 LES.C. (3121{a) prohibits any person, 
including law enforcement, from operating a pen register device without first obtaining a 
court order, or having emergency pen register authority under either State or Federal law, 
as applicable. The signing law enforcement agency official agrees that he or she will not 
permit the operation of the device without having a court-issued pen register order or 


emergency pen register authority as outlined in Federal or State law, 


6. The signing law enforcement agency official affirms that he or she understands that he or 
she is prohibited by Federal law from intercepting the content of any communications 
with a pen register device, and that he or she must use technology reasonably available to 
the agency to restrict the equipment to recording or decoding electronic or other impulse 
to the dialing, routing, addressing and signaling information utilized in the processing and 
transmitting of wire or electronic communications. See 18 U.S.C. (312 1{c). 
REVISION: 2 
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?. Vhe signing law enforcement agency official affirms that operators of the equipment meet 
the operator training standards, identified separately by the FBI, before operating the 
equipment, are certified by their agency to conduct operations, are notified of the 
conditions of this agreement, and are legally bound to this agreement by virtue of their 
employment or through an internal written contract with the agency or State or municipal 


government. 


8. The State or municipal government and/or law enforcement agency may, without first 
obtaining prior approval from the FBI, confirm or disclose in public for official business 
only, including for the purpose of obtaining relevant legal authority, the following: 1) the 
agency has cell site simulater/pen register equipment (without disclosing make and 
model) that provides the capability to locate or identify a cellular device, 2) a description 
of the legal authority relied upon for using the capability, 3) a description not containing 
LES information (see conditions 9. and 10. below) of agency policies or practices that 
ensure legal compliance and protection of third party privacy rights, 4) the fact that the 
capability might cause temporary disruption of service for certain cellular devices in the 
operating area, 5) that the equipment was used to determine general location information 
about the target cellular device, and 6) ihat the capability is a sensitive investigative 
technique so further details are protected and will not be publicly disclosed or confirmed. 
Note: The preceding provisions shall be narrowly and strictly construed. Any questions 
regarding interpretation or scope of these provisions must be addressed with the FBI prior 


to disclosure. 


9. Except for the strictly constructed permission in condition 8. above or for necessary 
deliberations between relevant officials necessary for coordination of this nondisclosure 
agreement, criminal or civil litigation discovery considerations, or public records access 
tequest processing, in which the exercise of due diligence toe protect LES information and 
timely notice to the FBE pursuant to this agreement is presumed, the State or municipal 
government and law enforcement agency will not, absent written FBI approval, distribute, 
disseminate, disclose, or otherwise confirm any LES information, as determined by the 
REVISION: 2 
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PRE, concerning the cell site simulator/pen register equipment/technology te the public, 
including to any non-law enforcement individuals or agencies not otherwise part of this 
agreement. These restrictions include, but are not limited to, tradecraft, technica! details, 
functional limitations or vulnerabilities, manufacturer, model name, hardware, software. 
operating manuals, related technical documentation (including technical/engineering 
descriptions and capabilities), line item casts, or related entries in acquisition, funding, 
grant, or procurement documents, such documents often being susceptible to public 


disclosure by State or municipal financial authorities. 


10. The signing State or municipal government official and the signing law enforcement 
agency official alfirm on behalf of their respective organizations that questions about or 
determinations of what constitutes LES or protected homeland security information will 
be deferred to the PBL ff the State or municipal government or law enforcement agency 
receives a request or order to disclose any information about the cell site simulator 
equipment/technology, or leams of such anticipated activity, an appropriate official will 
immediately notify the FBI in order to allow sufficient time for the FRE to assist in 


predecting the equipment/technology. 


All notifications or inguiries regarding this agreement and the subject capability shall 


be directed to the attention af: 


b6 -1 
F ae b7c -1 
Operational Technology Division b7E -2,3 


Federal Bureau of Investigation 
Engmeering Research Facility 
Building 279584 


Quantico, Virginia 22135 
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il. The signing law enforcement official understands and acknowledges that his or her 
agency’s approval to acquire and use the cell site simulator is expressly conditioned on 
execution of and adherence to this non-disclosure agreement with the FBI. In the event 
that the PB! determines the agency is failing to abide by the conditions in this agreement, 
the FBI may notify the vendor/‘manufacturer to discontinue services for, or disable, the 


agency’s cell site simulator‘pen register equipment, 
{Up 


12. Once signed, the conditions of this agreement remain in effect until rescinded in writing 
by the FBI, except that the agreement must be re-aecomplished annually. If the State or 
municipal government, law enforcement agency, and prosecator’s office do not all agree 
io the annual renewal, or the annual agreement period otherwise expires (one year from 
the acknowledged and agreed date) without a completed renewal, or any one of them do 
nat abide by the conditions of the agreement, the FBI reserves the right to rescind its 
endorsement of the law enforcement agency’s acquisition and use of the equipment and 


to take all lawful action as indicated in condition 11. above. 


13. The signing State or municipal government official and the signing law enforcement 
agency official affirm that any suceessors to their positions will be notified about this 
agreement and of the requirement to adhere to the conditions herein to ensure the 
agency's continued use of cell site simulator/pen register equiprnent/technology. 
Similarly, the signing law enforcement agency official affirms that any successor to the 
position of the chief prosecuting official will be notified of the separate prosecutorial 
non-disclosure agreement and of the requirement to adhere to that agreement in order to 
ensure the law enforcement agency’s continued use of cell site simulator’/pen register 
equipment/technology. [n any instance of succession in this context, the law enforcement 


agency official will notify the FBI as indicated in condition 10. abeve. 
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VYhe acceptance of the above conditions shall be evidenced by the 


authorized representatives of nf and 


Sincerely, 


perational Technology Division 
Federal Bureau of Investigation 


gt : peed 
Acknowledged and agreed to this SS day a ww. , 2014. Renewal is eee oy 
due in one year. Boe ad 
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| lamp) (CON) 
bé -1 


so b7C -1 
rom: a bTE -1 


Sent: 
To: orp) rf 
(OTD) (FBI) JN) (FBI 
Cc: OTD)(FBI); 
OTD)(FBI) (CD) (FBI) 
Subject: FW: CSS Procurement NDA Exemplars --- UNCLASSIFIED//DES 


Classification: UNCLASSIFIED/ és 


(Up 2 SENSE The information marked (U/APESkin this document is the property of FBI and may be 
distributed within the Federal Government (and ifs contractors}, US intelligence, law enforcement, public safety ar 
protection officials anc individuals with a need to know. Distribution beyond these entities without FAI authorization is 
orchibited. Precautions should be taken to ensure this information is stored and/or destroyed in a manner that 
preclucies unauthorized access. Information bearing the LES caveat may not be used in jegal proceedings without first 
receiving authorization fram the originating agency. Recigients are prohibited fram subsequently posting the 
information marked LES on a website or an unclassified network. 


Lt 


Per our conversation, | will send this part of i alr {fre advise that more js to come. be -1 


Reference: tasking] RTs tasking # Be 


we PW 


From: OTD)(FBI) 
Sent: Wednesday, October 07, 2015 6:58 PM 
To: 


Subject: FW: CSS Procurement NDA Exemplars --- UNCLASSIFIED//CES- 


Classification: UNCLASSIFIED/ A= 


(U) LAW ENFORCEMENT SENSITIVE: The information marked (U//+&S) in this document is the property of FBI and may be 
distributed within the Federal Government (and its contractors), US intelligence, law enforcement, public safety or 
protection officials and individuals with a need to know. Distribution beyond these entities without FBI authorization is 
prohibited. Precautions should be taken to ensure this information is stored and/or destroyed in a manner that 
precludes unauthorized access. Information bearing the LES caveat may not be used in legal proceedings without first 
receiving authorization from the originating agency. Recipients are prohibited from subsequently posting the 
information marked LES on a website or an unclassified network. 


Response tof __flatted 10/05/2015 to provide NDA documents to DOJ [ ee 


Fron oroyean 
Sent: Wednesday, October 07, 2015 6:54 PM 
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ToL bé -4 
Subject: CSS Procurement NDA Exemplars --- UNCLASSIFIED//t&S b7c -4 


Classification: UNCLASSIFIED//#§S 


(U) TAW ENFORGCENTENF-SENSHHE : The information marked (U/AFES) in this document is the property of FBI and may be distributed 
within the Federal Government (and its contractors), US intelligence, law enforcement, public safety or protection officials and 
individuals with a need to know. Distribution beyond these entities without FBI authorization is prohibited. Precautions should be 
taken to ensure this information is stored and/or destroyed in a manner that precludes unauthorized access. Information bearing 
the LES caveat may not be used in legal proceedings without first receiving authorization from the originating agency. Recipients are 
prohibited from subsequently posting the information marked LES on a website or an unclassified network. 


[| b6 -4 


b7C -4 
In reference to our meeting earlier this week pertaining to cell site simulator NDAs, the attached documents represent 
original and current NDA documents for your review. 
—, 
— 
™ 
b3 -1 
b5 -1 
b7E -1 
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Federal Bureau of Investigation 
Office 
Executive Assistant 


Classification: UNCLASSIFIED/-=&S 


Classification: UNCLASSIFIED/ AES 


Classification: UNCLASSIFIED//7DRS 
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U.S. Department of Justice 


Federal Bureau of investigation 


Washington, PC. 20535-0001 


December 1, 2014 


b3 -1 
b6 -3 
b7Cc -3 
b7E -1 


Re: Acquisition of Cell Site Simulator/Pen Register Equipment/Technology 
and Non-Disclosure Obligations 


b6 -3 

We have been notified of the ecuest for Sigg 

have been notified of the request for bIE -1 
acquisition of certain cell site simulator’pen register equipment providing cellular device locating 
and identifYing capability. Consistent with the condition on the equipment authorization granted 
by the Federal Communivaiions Commission, State and local law enforcement agencies must 
coordinate with the Federal Bureau of Investigation (FBI) to complete this non-disclosure 


agreement in order to acquire and use cell site simulater/pen register equipment/technology. 


Law enforcement agencies rely on celkdar device locating and identifying capability to 
help meet their law enforcement and public safety responsibilities. Disclosure of certain 
information about cell site sirnulator/pen register equipment and techniques to the public, such 
information referred to by the Federal Government as Law Enforcement Sensitive (LES), would 
allow adversaries of law enforcement to diminish or thwart law enforcement efforts, thereby 
enabling such adversaries to evade detection and circumvent the law. Disclosure of even minor 
details about this technology or ifs use may reveal more information than its apparent 
insignificance suggests because, much like a jigsaw puzzle, cach detail may aid in piecing 


together other bits of information even when the individual piece is not of obvious importance in 
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itself. Thus, disclosure of what appears io be innocuous information about cell site simulators 
would provide adversaries with critical information about the capabilities, limitations, and 
circumstances of their use, and would allow these adversaries to accumulate information and 
draw conclusions about the use and technical capabilities of the technology. In turn, this would 
provide them the inlormation necessary to develop defensive technology, modify their behaviors, 
and otherwise take countermeasures designed to thwart the use of this technology in erder to 
evade detection by law enforcement and circumvent the law. Moreover, the same techniques, 
equipment, and tools used in criminal cases are offen used In counterterrorism and 
counterintelligence investigations. Thus, compromise of the law enforcement comnmunity’s 
investigational equipment and methods in a criminal case or a public records disclosure could 


have a significant detrimental impact on the national security of the Untied States. 


Due to these concerns, the FBI has consistently asserted that the details concerning the 
uss, unplementation and application of cell site simulator technology is both law enforcement 
seusitive and protected homeland security information, and any disclosure could easily impair 
the use of this important investigative method, In recognition of this vulnerability, the FBI has, 
as a matter of policy, protected this category of electronic surveillance equipment and technique 
from disclosure, directing its agents that while general facts that a surveillance or location 
operation was conducted in connection witha specific case may be disclosed, neither details as 
ta the equipment’s operation nor the tradecraft involved may be disclosed. See United Statey vy. 
Rigmaiden, 845 F Supp. 982 (D.Ariz. 2012); United States v. Garey, 2004 Wh 2663023 
(M.DGa. Nev. 15, 2004). 

As mentioned earlier, any information concerning cell site simulator equipment or 
technology (including, but not limited to information about the operation of the equipment or 
technology itself, limitations or capabilities of the equipment or technology, any training 
maierials concerning the capabilities or technology, or tradecraft required to operate the 
equipment) authorized by the FBI to be provided to a state law enforcement agency is considered 
protected homeland security inforrnation under the Homeland Security Act (HSA). Under 6 
U.S.C. § 482(e), homeland security information “obtained by a State or local government from a 
Federal agency under this section shall remain under the control af the Federal agency, and a 
REVISION: 3 . 
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State or local law authorizing or requiring such government to disclose information shall not 
apply to such information.” The NSA defines “homeland security information” as information 
that relates to the ability to prevent, interdict, or disrupt terrorist activity; information that would 
improve the identification or investigation of a suspected terrorist or terrorist organization; or 
uvormation that would improve the response to a terrorist act. See 6 U.S.C. §§ 482.) KBD). 
Cell site simulator technology meets all three criteria, Accordingly, by signing this agreement, 
your agency agrees and understands that disclosure of protected homeland security information 
is specifically prohibited under Federal law, and that this law expressly preempts state and local 
disclosure laws under the Supremacy Clause (Article V1, clause 2) of the Linited States 


Canstitution. 


Lorillard Tobacco Co. v. Reilly, 3% i} {as a general 


principle, Federal law preempts State law where Congress has said so explicitly). 


Finally, by entering into this agreement, you acknowledge that you understand cell site 
simulator technology is a. tegulated defense article on the United States Munitions List 
(USML"”). See 22 CER, § 121.1(b). As such, technical details concerning this technology are. 
sudject to the non-disclosure provisions of the International Traffic In Arms Regulations 


(“ITAR"), 22 C.P.R., Parts 120-130. The ITAR implements the Arms Export Control Act, 22 


US.C. § 2778, and Executive Order 13,637, which control the export and import of defense- 
related articles and services listed on the USML. Because this equipment is explicitly gaverned 
by the ITAR, 22 CPR. § 123.1 requires anyone to obtain a license from the Department of State 
prior to making an export. Notably, technical information does not have to leave the borders of 
the United States to be deemed an export subject to the regulation. See 22 CFR. § 120.17 
(defining an export as the disclosure of technical data about a defense article to a foreign national, 
even while located in the United States). Consequently, if a State or local government 
disseminates any part of the technical information to an entity knowing that the entity intends to 
or is likely to publish or further disseminate the information in some fashion that would make it 
accessible to non-U_S. citizens, or that the requesting entity employs or has any non-US. citizens 
present at its offices, this could constitute a violation of the Arms Control Export Act. 
Unauthorized disclosure of [TAR-controlled information is a felony punishable by up to 20 years 


imprisonment and up to $1 million per occurrence. See 22 C.E.R.. Part 127. 
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Accordingly, to preserve the continued efficacy of the capability for the Law 
Enforcement Community, the Department of Justice agrees to the following conditions in 


: ‘ eo a ‘ eo, b3 -1 


simulator/pen register equipment/technology: 
: S oY 


i. The signing chief prosecuting official (CPO) affirms that he or she has the authority to 
jawfully obligate his or her agency to the conditions of this agreement. Moreover, the 
official affirms that appropriate legal counsel has determined the nondisclosure 
obligations herein are defensible under State law, as possibly augmented by Federal 
statutory protections, such as might be necessary for public records access requests, and 
that the agency will itself perform due diligence in meeting its nondisclosure obligations 


as and when necessary, 


by 


The signing CPO affirms that the above-named law enforcement agency’s acquisition 
and use of cellular device identifying and locating capability is conditioned on. this 
separate written son-disclosure agreement with the FBI. Furthermore, the CPO agrees 
that, after exhaustion of all other lawful means, including implementing advice and 
assistance from the PBI, the prosecuting agency will, at the request of the FBI, seek 
dismissal of the case in lieu of using or providing, or allowing others to use or provide, 
any sensitive information concerning the cell site simulator/pen register 


equipmentitechnology in criminal litigation. 


3. The signing CPO affirms that the above-named law enforcement agency has statutory 
authority to lawfally enipley this technology in support of public safety operations or 


criminal investigations. 


4. The signing CPO affirms that he or she understands and acknowledges that this 
equipment, under Federal law, functions as a pen register device as defined in 18 ULS.C. 
§3127(3), and that 18 U.S.C. $3121 (a) prohibits any person, including law enforcement, 
from operating a pen register device without first obtaining a court order, or having 
emergency peti register authority under either State or Federal law. as applicable. 
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S. The CPO's agency may, without first obtaining prior approval from the FBI, confirm or 
disclose in public for official business only, including for the purpose of obtaining 
relevant legal authority, the following: 1) the above-named law enforcement agency has 
cell site simulator/pen register equipment (without disclosing make and model) that 
provides the capability to locate or identify a cellular device, 2) a description of the legal 
authority relied upen for using the capability, 3) a description not containing LES 
information (see conditions 6. and 7. below) of the above-named law enforcement 
agency's policies or practices that ensure legal compliance and protection of third party 
privacy rights, 4) the fact that the capability might cause temporary disruption of service 
for certain cellular devices in the operating area, 5) that the equipment was used to 
determine general location information about the target cellular device, and 6) that the 
capability is a sensitive investigative technique so further details are protected and will 
not be publicly disclosed or confirmed. Note: The preceding provisions shall be narrowly 
and strictly construed. Any questions regarding interpretation or scope of these 


provisions must be addressed with the FBI prior to disclosure. 


6, Except for the strictly constructed permission in condition 5. above or for necessary 
deliberations between relevant officials necessary for coordination of this nondisclosure 
agresment, criminal or civil Htigation discevery considerations, or public records access 
request processing, in which the exercise of due diligence to protect LES information and 
timely notice to the FSI pursuant to this agreement is presumed, the prosecuting agency 
will nat, absent written FBT approval, distribute, disseminate, disclose, or otherwise 
confirm any LES information, as determined by the FBI, concerning the cell site 
simulator/pen register equipment/technology to the public, Including te any non-law 
enforcement individuals ar agencies not otherwise part of this agreement. These 
restrictions include, but are not limited to, tradecraft, technical details, functional 
limitations or vulnerabilities, manufacturer, model name, hardware, software, operating 
mamuals, related technical documentation (including technical/engineering descriptions 


and capabilities}, line item casts, or related entries in acquisition, funding, grant, or 
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procurement documents, such documents afien being susceptible to public disclosure by 


State or mumiecipal financial authorities. 


wad 


The signing CPO affirms on behalf of her or his agency that questions about or 
determinations of what constitutes LES or protected homeland security information will 
be deferred to the FBL If the prosecuting agency reccives a request or order to disclose 
any information about the cell site simulator equipmenttechnology, or leams of such 
anticipated activity, an appropriate official will immediately notify the FBE in order to 


allow sufficient time for the FBI to assist in protecting the equipment/technology. 


AU notifications or inquiries regarding this agreement and the subject capability shall 


be directed to the attention of 


b6 -1 
perational Technology Division b7c -1 
b7E -2,3 


Federal Bureau of Investigation 
Engineering Research Facility 
Building 279584 

Quantico, Virginia 22135 


“Pelephon 


8. The signing CPO understands and acknowledges that the above-named law enforcement 
agency's approval to acquire and use the cell site simulator is expressly conditioned on 
all relevant parties’ execution of and adherence to this non-disclosure agreement with the 
FBI In the event that the FBI determines the any party is failing to abide by the 
conditions in this agreement, the FBI may notify the vendor/manufacturer to discontinue 


services for, or disable, the agency’s cell site simulator/pen register equipment. 


9, Once signed, the conditions of this agreement remain in effect until rescinded in writing 

by the FBY, except that the agreement must be re-accomplished annually. If the Siate or 
REVISION: 2 
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municipal government, law enforcement agency, and prosccutor’s office do not all agree 
to the annual renewal, er the annual agreement peried otherwise expires (one year from 
the acknowledged and agreed date} without a completed renewal, or any one of them do 
not abide by the conditions of the agroement, the FBI reserves the right to rescind its 
endorsement of the law enforcement agency’s acquisition and use of the eqaipment and 


t0 take all lawful action as indicated in condition 8. above. 


10. The CPO affirms that any successor to her or his position will be notified about this 
agreement and of the requirement to adhere to the conditions herein to ensure the above- 
named law enfercement agency's continued use of cell site simulator/pen register 
equipment/technology. In any instance of succession in this context, the CPO’s agency 


will notify the FBI as indicated in condition 7. above. 


The acceptance of the above conditions shall be evidenced by the signature below of the 


authorized representative of the Department of Justice 


Sincerely, 


eg : AEE b3 -1 

Operational Technology Division bé -1.2 

Federal Bureau of Investigation b7C -1,2 
b7E -1 


oes 


Acknowledged and apreed to this @S day of Ao oe Wow Soe 2014 Renewal is 
— eS es La ~ EOE Er Oe nen ta WS nS 


due in one year. 
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be -1 


| lamp) (CON) ee 
Sent: Wednesday, September 23, 2015 10:12 AM 
To: —] (OTD) (FBI) (IN) (FBI) 
Cc: OTD)(CON); 
(FBI); 


[ oa) FB); (OTD) 
[ __] GCI); OTD) (FBI) 
Subject: RE: Assigned Task: CSS Procurement NDA --- UNCLASSIFIED//BS8#O 
Attachments: CSS Procurement NDA, Sst DRAFT - NDA rescission 
letter - 09042015.docx 


Classification: UNCLASSIFIED/ AP6uQ 


[__}d@_] nisase see my pasition paper and draft NDA rescission letter attached. [__}actine : iS 


WOL Referring to the task summary below, it’s not clear to me why for her staff} is leaving itu to to 


a —— ae $e oan 
Sent: Tuesday, September 08, be <1 
Tol | (OTD \FBN; OTD)(CON) bIC -1 


Cc:( TT} (OTD) (FBI) b7E -3 
Subject: FW: Assigned Task: CSS Procurement NDA --- UNCLASSIFIED//EOW@. 


Classification: UNCLASSIFIED/~eve- 


TRANSITORY RECORD 


[__prease see task below and respond by COR 9/30/2015. Template attached. 
Tithe C35 Procurernent NDA 

Classification: UNCLASSIFIED -Fede— 

Priority: 4, Low 

Tasking POC: 

Originator: oT 

Deadiine: 10/1/2015 12:00 PM 

Summary Of Request: Va 


Tasked te 
Action 


asking for a status an this by the deaciline. 


Detailed Request Backgrouncs: oe 
Description: PRIGR INFORMATION PACKETS PROVIDED TO THE 
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Subject: Assigned Task: CSS Procurement NDA 


Hello, 
You have been assigned as an approver on the following task: CSS Procurement NDA 
Available Tracking Numbers 
External Tracking Number: 
The following are deadlines associated with this task: 
Deadline: 10/1/2015 12:00:00 PM 


This email was automatically sent, please do not reply. 


Classification: UNCLASSIFIED// Fel 


= 


Classification: UNCLASSIFIED//rece— 
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UNCLASSIFIED) 


U.S. Bepartment of Justice 


Federal Bureau of Investigation 


Washington, D.C. 20935-f00H 


March 25, 2014 


b3 -1 


b7E -1 


Re: Acquisition of Wireless Collection Equipment/Technology and Non- 
Disclosure Obligations 


EOE PSS hist The information in this document is the praperty of the Federal Bureaw af 
investigation (FBI) and sey be distributed within the Federal Government fand its contractors), LIS. intelligence, law 
enforcement, public safety or protection officials and individuals with a need to know. Divirtiution beyond these entities without 
FRI Operational Technology Division authorisation is prohibited. Precautions should be taken to ensure this information js 
stored andor destroyed in a manner that precludes unauthorised access. Information bearing the LES caveat may not be awed in 
tegal proceedings without first receiving authorization from the originating agency. Recipients are prohibited fram subsequently 
posting the information marked LES on a website on an unclassified network. 


b3 -1 


We have been advised by f the 
for acquisition of certain wireless collection equipmentiechnology manufactured by 
Consistent with the conditions on the equipment authorization granted t 
by the Federal Communications Commission (FCC), state and local law 
enforcement agencies must coordinate with the Federal Bureau of Investigation (PBD to 
complete this non-disclosure agreement prior to the acquisition and use of the 
equipment/technology authorized by the FCC authorization. 


As you are aware, law enforcement agencies increasingly rely on wireless collection 
equipment/technology to conduct lawfully-authorized electronic surveillance. Fusclosing the 
existence of and the capabilities provided by such equipment/technology to the public would 
reveal sensitive technological capabilities possessed by the law enforcement community and may 
allow individuals who are the subject of investigation wherein this equipment/technology is used 
to employ countermeasures to avoid detection by law enforcement. This would net only 
potentially endanger the lives and physical safety of law enforcement officers and other 

UNCLASSIFIEDVE = 
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UNCLASSIFIED//LAMLESPORCEMENTSERMSHEFE 


individuals, but also adversely impact criminal and national security investigations. That is, 
disclosure of this information could result in the FBPs inability to protect the public from 
terrorism and other criminal activity because, through public disclosures, this technology has 
been rendered essentially useless for future investigations. In order to ensure that such wireless 
collection equipment/technolegy continues to be available for use by the law enforcement 
community, the equipment/technology and any information related to its functions, operation, 
and use shall be protected from potential compromise by precluding disclosure of this 
information to the pubHess in any manner including but not limited to: in press releases, in court 
documents, ¢ nes, or during other public forums or proceedings. Accordingly, 
the grees to the following conditions in connection with its 


b3 -1 
b7E -1 


{. By entering into this agreement, th 
statutory authority to lawfully employ this technology an 
public safety operations or criminal investigations. 


affirms that it has 
Oo so only in support of 


be 


The assumes responsibility for operating the 
equipment/technology in accordance with Federal law and regulation and accepts sole 
liability fer any violations thereof, irrespective of the Federal Bureau of Investigation 
approval, if any, for the sale of the equipment/technology. 


3. the ss—sSY will ensure that operators of the equipment have met the 


operator training standards identified by the FBI and are certified to conduct operations. © P3 -1 


b7E -1 
4. Th¢ sd coordinate with the FBI in advance of its use of the 


wireless collection equipment/technology to ensure de-confliction of respective missions. 


et 


will not distribute, disseminate, or otherwise disclose any 
information concerning the wireless collection equipment/technology or any software, 
operating manuals, or related technical documentation Gneluding its 
technical/engineering description(s) and capabilities) to the public, including to any non- 
law enforcement individuals or agencies. 


6 The [in noi distribute, disseminate, or olherwise disclose any 
information conceming the wireless collection equipment/technology or any software, 
operating manuals, or related technical documentation (including its 
technical/engineering description(s} and capabilities} provided to it to any other law 
enforcement or government agency without the prior written approval of the FBI Prior 
to any approved distribution, dissernination, or comparable disclosure of any information. 
concerning the wireless collection equipmentfechnology or any software, manuals, or 
related technical documentation related to such equipment/technology, all materials shall 
be marked “Law Enforcement Sensitive, For Official Use Only - Not to be Disclosed 


The Lat not, in any civil or criminal proceeding, use or 
provide any information conceming the 
UNCLASSIFIEDATA 


wed 
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CJ its associated software, operating manuals, and any related 
documentation (ineluding its technical/enginecring description(s} and capabilities) 
beyond the evidentiary results obtained through the use of the equipment/technology 
including, but aot limited to, during pre-trial matters, in search warrants and related 
affidavits, in discovery, in response to court ordered disclosure, in other affidavits, in 
grand jury hearings, in the State's case-in-chief, rebuttal, or on appeal, or in testimony in 
any phase of civil or criminal trial, without the prior written approval of the FBI. If the 
' learns that a District Atterney, prosecutor, or a court i b3 -1 
considering or intends to use or provide any information concerning a Big rs 
ts associated software, operating 
mannals, and any related documentation (including fis technical/engineering description(s) 
and capabilities) beyond the evidentiary resulis obtained through the use of the 
equipment/technology in a manner that will cause law enforcement sensitive information 
relating to the technology to be made known to the public. the 
Ltn immediately notify the FBI in order to allow sufficient time for the FBI to 
intervene to protect the equipment/technology and information from disclosure and 
potential compromise. 


Notification shall be directed to the attention of 


b6 -1 
b7c -1 
Building 27958A, Pod A b7E -2,3 
eo 
and 
‘Cderal Bureau Of Invesugation 
Engineering Research Facility 
Building 279584, Pod B 
—— Vv. = : 22135 
ay 2 rm the ITY cack At b3 -1 
8. In addition, the[ _|wi, at the request of the FBI, seek dismissal eon a 
of the case in feu of using _or providing, or al g othe Sor provide, ¢ 


information conceming th 


its associated software, opeTaliTy ; anna Plate Mm (bSyona the 
evidentiary results obtained through the use of the equipment/technology), if using or 
providing such information would potentially or actually compromise the 
equipment/technology. This point supposes that the agency has some control or 
influence over the prosecutorial process. Where such is not the case, or is limited so as to 
be inconsequential, it is the FBI's expectation that the law enforcernent agency identify 
the applicable prosecuting agency, or agencies, for inclusion in this agreement. 


UNCLASSIFIED/4 


Page 3 of 6 


21-cv-10719(FBI)-245 


UNCLASSIFIED) 


9. A copy of any court order in any proceeding in which th b3 -1 
arty directing disclosure of information concerming the bvE -1 
and any associated software, operating manuals, or related 
ocumentation Cncluding its technical/engineering description(s) 2 and capabilities) will 
immediately be provided to the FBI in order to allow sufficient time for the FBI to 
intervene to protect the equipment/technology and information from disclosure and 
potential compromise. Any such court orders shall be directed to the attention of 
ederal Bureau of Investigation 
Engineering Research Facility 
Buniding bite Pod A 
ia 22135 atRe 
b7E -2,3 
and 
Operational Technology Division. 
Federal Bureau of investigation 
Engineering Research Facility 
Building 27958A, Pod B 
cen a 
10, The not publicize its acquisition or use of theL___ eka 
or any of the capabilities afforded by such 
equipment/technology to the public, other law enforcement agencies, or other 
government agencies, including, but not limited to, in any news or press releases, 
interviews, or direct or indirect statements to the media. 
b3 -1 
li. in the event that the receives a request pursuant to the b7E -1 


Freedom of Informatio ACT > US.C. 9 532) oF an equivalent slate or local law, the civil 
or criminal discovery process, or other adicual e, or administrative process, to 
disclose information concerning the wireless collection 
equipment/technology, its associated software, operating manuals, and any related 
documentation (including its technical/engineering description(s) and capabilities), the 
will nomediately notify the FBI of any such request 
TH writng in order to allow sufficient time for the FBI to seek to 


prevent disclosure through appropriate channels, Notification shall be directed to the 
attention of: 


UNCLASSIFIED/é 
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“Cdcral BUGAL Of MNvestigation 
Ragineering Research Facility 
Building 27958A, Pod A 


smelt Hiroinia 22135 b6 -1 
b7c -1 
bTE -2,3 


and 


| _. ~ — all 


Federal Bureau of Investigation 
Engineering Research Facility 
Buulding 27958A, Ped B 


Quantico, — 223135 
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acceptance of the above conditions shall be evidenced by the 
iatures below of an authorized representative and wireless collection equipment operators of 


b3 -1 
Sincerely, b6 -1 
b7c -1 
b7E -1 
perational Technology Division 
Federal Bureau of Investigation 
Acknowledged and agreed to this “day of 2014, 
b3 -1 
b6 -2 
b7C -2 
b7E -1 
UNCLASSIFIEDV/E 
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b3 -1 


b7E -1 
Fune 17, 2634 
ead b6 -1 
perauional Technology Division bic -1 
Federal Bureau of Investigation 
Federal Bareau of investigation 
Re: Addendum to August 28, 2012 “Acquisition of Wireless Collection 
Equipment/Technology and Non-Disclosure Obligation” 
3 apr ts : : eos b3 -1 
Continued from Page (6) of (6) of the fully executed Non-Disclosure Obligation: BIE =1 
The ceepiance of the above conditions shall be 
evidenced b' Li representative and wireless collection 
equipment operators of the 
Raving read and understood the agreement in its entirety, | agree to adhere completely to the 
rules and implications of this Non-Disclosure Obligation. 
SS 
Acknowhdged and agrosd to this | SS day of Juns, 2014. 
b3 -1 
b6 -2 
b7C -2 
b7E -1 


EQUAL OOFORTUNITY SEMEL OVER 
COURTESY » SERVICE « FROTEDTION 
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b3 -1 
b7E -1 


VF March 2014 in Reply Please Refer to: [ 
b7E -1 


Sublect: 


Contractor respectfully requests. approval to provide capability to the attached state & local law 
enforcement agericy. Per the defined process, please contact this agancy to execute the FBI NDA. 


Sincerely, 


b3 -1 
b7E -1 
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Sontact information: 


Operator information: 


b3 -1 
Senior Executive Level Manager that can accept responsibility for the proper use of equipment b6 -2 
b7E -1 


All individuals that will be operating equipment within the department 


21-cv-10719(FBI)-251 


NOTE: Failure to accurately complete this information wil result in delay in NDA processing 


nor Execute Level Manager that will accept reaponsipiiity for the 
Lot 


er use oF yqtonient 
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b7E -1 
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-1 


b3 


-1 


b7E 


-1 


b6 


-1 


b7C 
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b3 -1 
bT7E -1 


December 10,2014 


: b6 -1 
Jperational Technology Division b7C -1 
Federal Bureau of Investigation 


Atin: 
Federal Bureau of Investigation 


Re: Addendum to September [1, 2014 “Acquisition of Wireless Collection 
Equipment/Technology and Non-Disclosure Obligation” 


Continued from Page 6 of 6: 


acceptance of the above conditiar 
oriy representative and 


Having read and understood the agreement in its entirety. f agree to adhere completely to the rules 
and implications of this Non-Disclosure Obligation. 


Acknowledged and agreed to this ¢£° day of . 2044. 
b3 -1 
b6 -2 
b7C -2 
b7E -1 


21-cv-10719(FBI)-254 


UNCLASSIPIEDVIS 


U.S. Department of Fhustice 


Federal Bureau of Investigation 


Washington, DeC. 20535-(Nhi1 


September 11, 2014 


Re: Acquisition of Wireless Collection Equipment/Technology and Non- 
Disclosure Obligations 


z az “EMENTSENSTIPE hist The information in this decument ix ihe property of te Federal Bureau ay 
frvesiigation (PBL) and may be distributed within the Federal Government (and its contractors), US. intelligence, law 
enforcement, public saleiy or protection afficials and individuals with a need to knew, Distribution beyond these entities without 
FRE Operational Technology Divisien authorization is prohibited. Precautions should be taken to ensure this information is 
stored andor destroyed in a manner that precludes unauthorized access. information bearing the LES eaveat may not be used in 
legal proceedings withoul firsi receiving autherization from the originating agency. Recipients ave prohibited from subsequently 
posting the information marked LES on a website on an unclassified network. 


Deaf_ ace 


b6 -2 


. b7C -2 
Weave been advised byf______oritel___ 
request_for acquisition of certain wireless collection equipment/technology manufactured by 


Consistent with the conditions on the equipment authorization granted to 
by the Federal Communications Commission (FCC), state and local law 
enforcement agencies must coordinate with the Federal Bureau of Investigation (FBY) to 
complete this non-disclosure agreement prior to the acquisition and use of the 
equipment/technology authorized by the FCC authorization. 


As you are aware, law enforcement agencies increasingly rely on wireless collection 
equipment/technology te conduct lawfully-authorized electronic surveillance. Disclosing the 
existence of and the capabilities provided by such equipment/technology to the public would 
reveal sensitive technological capabilities possessed by the law enforcement community and may 
allow individuals who are the subject of investigation wherein this equipment/technology is used 
to employ countermeasures to avoid detection by Jaw enforcement. This would net only 
petentially endanger the lives and physical safety of law enforcement officers and other 


UNCLASSIFIED / TATE SESE CERNE 


Page fof 6 


21-cv-10719(FBI)-255 


UNCLASSIFIED/! 


individuals, but also adversely impact criminal and national security investigations. That is, 
disclasure of this information could result in the FBI's inability to protect the public from 
terrorism and other criminal activity because, through public disclosures, this technolagy has 
been rendered essentially useless for finture investigations. In order to ensure that such wireless 
collection equipment/technology continues to be available for use by the law enforcement 
community, the equipment/technology and any information related to its functions, operation, 

and use shall be protected from potential compromise by precluding disclosure of this 
information to the public in any manner including but not limited to: in press releases, in court 
documents, during judicial hearings, or during g other stiae forums or proceedings. Accordingly, 
é : itions in connection with its 


b3 -1 


—— — b7E -1 
acquisition and use of th 


1. By entering into this agreement, thd sis affirms that it has 
Statutory authority to lawfully employ this technology and will do so only in support of 
public safety operations or criminal investigations. 


2. The assumes responsibility for operating the 
equipment/technology in accordance with Federal law and regulation and accepts sole 
liability for any violations thereof, irrespective of the Federal Bureau of Investigation 
approval, if any, for the sale of the equipment/technology. b3 -1 
b7E -1 
cy Tht will ensure that operators of the equipment have 
met the operator training standards identified by the FBI and are certified to conduct 
operations. 


4, The [=~ -5s-- -- will coordinate with the FBI in advance of its use 
of the wireless collection equipment/technology to ensure de-confliction of respective 
missions. 


Waa 


Php el not distribute, disseminate, or otherwise 
disclose any information concerning the wireless collection equipment/technology or any 
software, operating manuals, or related technical documentation (including its 
technical/engineering description(s) and capabilities) to the public, including to any non- 
law enforcement individuals or agencies. 


will net distribute, disseminate, or otherwise 
disclose any information concerning the wireless collection equipment/technology or any 
software, operatimg manuals, or related technical documentation (including its 
technical/engineering description(s) and capabilities) provided to it to any other law 
enforcement or government agency without the prior written approval of the FBI. Prior 
to any approved distribution, dissemination, or comparable disclosure of any information 
concerning the wireless collection equipment‘technology or any software, manuals, or 
related technical documentation related to such equipment/technology, all materials shall 
be marked “Law Enforcement Sensitive, Por Official Use Only - Not to be Disclosed 


UNCLASSIFIED) 
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wd 


ocumentation (including its technical/engineering description{s) and capabilities) 
beyond the evidentiary results obtained through the use of the equipment/technology 


: Cie eee é Z ; b3 -1 
including, but not limited to, during pre-trial matters, in search warrants and related bE -1 
affidavits, in discovery, in response to court ordered disclosure, in other affidavits, in 
grand jury hearings, in the State’s case-in-chief, rebuttal, or on appeal, or in testimony in 
any phase of civil or criminal trial, without the prior written approval of the FBL Wfthd___] 

learns that a District Attorney, prosecutor, or a court_is 
consideting or intends to use or provide any information concerning the 
its associated software, operating 

manuals, and any related documentation (including its technical/engineering description(s) 
and capabilities) beyond the evidentiary results obtained through the use of the 
equipment‘technology in a manner that will cause law enforcement_sensitive information 
relating to the technology to be made known to the public, the 

[iba immediately notify the FBI in order to allow sufficient time for the FRY 
{o intervene te protect the equipment/technology and information from disclosure and 
potential compromise. 

Notification shall be directed to the attention of; 
b6 -1 
b7C -1 
b7E -2,3 
ederal Bureau of Investigation 
Engineering Research Facility 
Burlding 279584, Pod A 
Quantico, Virginia 22135 
(703) 985-6100 
and 
Operational Fechnology Division 
Federal Bureau of Investigation 
Engineering Research Facility 
Bailding 279584, Pod B 
(EE | fice, Virginia 22135 

In addition, th will, at the request of the FBI, seek b3 -1 

dismissal of the Case In Hel of using of providing, or allowing others to use or provide ea 


any information concerning the 
its associated software, operating manuals, and any related 
ocumentation (beyond the evidentiary results obtained through the use of the 
equipment/technology}, if using or providing such information would potentially or 
actually compromise the equipment/technology. This point supposes that the agency has 
some control or influence over the prosecutorial process. Where such is not the case, or 
is limited so as to be mconsequential, it is the FBI's expectation that the law enforcement 
UNCLASSTFIED/TAW ENFORCEMEN PT SENSE 
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agency identify the applicable prosecuting agency, or agencies, for inclusion in this 


agreement. 
9. vy of any court order in any proceeding in which the Beat 
ectine disclosure of information Concermme Bye at 
and any associated sofbware, operating manuals, ¢ 
acumentation (includme tts technical/engineering description(s) and capabilities) 
will immediately be provided to the FBI in order to allow sufficient time for the FBI to 
intervene to protect the equipment/technology and information from disclosure and 
potential compromise. Any such court orders shall be directed to the attention off 
Federal Bureau of Investigation b6 -1 
Engineering Research Facility b7c -1 
Building 27958A, Pod b7E -2,3 
nia 22134 
and 
perational Technology Division 
Federal Bureau of Investigation 
Engineering Research Factlity 
Building 279584, Pod B 
uses = 22135 
b3 -1 


10. ai} not publicize its acquisition or use of the _ 
b7E -1 
hr any of the capabilities afforded by such 
equipment/technology to the public, other law enforcement agencies, or other 
government agencies, including, but not limited to, in any news or press releases, 
interviews, OF direct or indirect statements to the media. 


t1. in the event that theL_ receives a request pursuant to the 
Freedom of Information Act (5 U.S.C. § 552) or an equivalent state or local law, the civil 
or criminal discovery process, or other judicial, legislative, or administrative process, to 
disclose information concerning — the wireless collection 
equipment/ ‘technology, its associated software, operating manuals, and any relate 
sumentatic echnical/engineering description( s} and capabilities), the 
will immediately notify the FBI of any such request 
telephonically and in writing in order to allow sufficient time for the FBI to seek ta 
prevent disclosure through appropriate channels. Notification shall be directed to the 
attention of: 


UNCLASSIFIEDVA: 
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UNCLASSIFIED/AG 


éderal Bureau of Investigation 
Engincering Research Facility 
Building 279584, Pod A 


’ twin BF = 
b7C -1 


b7E -2,3 
and 


perational Technology Division 
Federal Bureau of Investigation 
Engineering Research Facility 
Building 27958A, Pod B 
Quantico, Virginia 22135 
(703) 985-6840 


UNCLASSIFIRDIA 
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thf acceptance of the above conditions shall be evidenced oe 
by the signatures _below_of an authorized represeniative and wireless collection equipment 
operators of th 
Sincerely, 
b3 -1 
b6 -1,2 
perational Technology Division BIC -1.2 
Federal Bureau of Investigation apd 


Acknowledged and agreed to this e"_ day 


UNCLASSIFIED/GA 
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U.S. Department of Justice 


Federal Bureau of Investigation 


Washington, D.C. 20535-0001 


May 2, 2014 


b3 -1 
b6 -2 
b7C -2 
b7E -1 
Re: Acquisition of Wireless Collection Equipment/Technology and Non- 
Disclosure Obligations 
TATE ERP ORCL EN SEAT LES The information in this document ig the property of the Federal Bureaw of 


investigation (FRBI} and may be distributed within the Federal Government fand it centractors), CLS. intelligence, daw 
enforcement, public safety or protection officials and individuals with a need to know Distribution. beyond these. entities without 
FRI Operational Tecknology Division. authorization is protubited. Precautions should be taken to ensure this information is 
sinped and/or destroyed in a manner that precludes unauthorized access. Information bearing the LES caveat may not be used in 
legal proceedings without first receiving authorization from the originating agency. Recipients are prohibited fram subsequently 


Posting the information marked LES on a website on an unclassified network b3 -1 
b6 -2 
b7C -2 


[ote 
of certain wireless collection equiprment/technology 


manufactured by ronsistent. with the conditions on the equipment 
authorization granted t by the Federal Communications Commission (FOC), 
State and local law enforcement agencies must coordinate with the Federal Bureau of 
Investigation (FBD to complete this non-disclosure agreement prior to the acquisition and use of 
the equipment/technology authorized by the FCC authorization, 


We have been advised by 
request fi causiti 


yee 


As you are aware, law enforcement agencies increasingly rely on wireless collection 
equipment/technology to conduct lawfully-autherized ¢lectronic surveillance. Disclosing the 
existence of and the capabilities provided by such equipmentitechnology to the public would 
reveal sensitive technological capabilities possessed by the law enforcement community and may 
allow individuals who are the subject of investigation wherein this equipment/technology is used 
to employ countermeasures to avoid detection by law enforcement. This would not ony 
potentially endanger the lives and physical safety of law enforcement officers and other 

UNCLASSIFIED//LA PES SSEEREE 
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individuals, but also adversely impact criminal and national security investigations. That is, 
disclosure of this information could result in the FBI's inability to protect the public from 
terrorism and other criminal activity because, through public disclosures, this technology has 
been rendered essentially useless for future investigations. In order to ensure that such wireless 
collection equipment/technology continues to be available for use by the law enforcement 
community, the equipment/technology and any information related to its functions, operation, 
and use shall be protected from potential compromise by prechiding disclosure of this 
information to the pac in any manner including but not limited to: in press releases, in court 
documents, during during other public forums or proceedings. Accordingly, 
the grees to the following conditions in connection with 


ifs acquisition and use of the|_ 


I. By entering into this agreement, thf affirms that 
it has statutory authority to lawfully employ this technology and will do se only in 
support of public safety operations or criminal investigations. 


b3 -1 
b7E -1 


b3 -1 
TheL CF assumes responsibility for operating the 9 ®7E -1 
equipmenttechnology in accordance with Federal law and regulation and accepts sole 
ability for any violations thereof, irrespective of the Federal Bureau of Investigation 
approy val, ifany, for the sale of the equipment/technology. 


bt 


toa 


Th will ensure that operators of the equipment 
have met the operator training standards identified by the FBI and are certified to conduct 
operations. 


will coordinate with the FBI in advance of 
its use of the wireless collection equipment/technology to ensure de-confliction of 
respective missions. 


wr 


Th will not distribute, disseminate, or otherwise 
disclose any information concerning the wireless collection equipment/technology or any 
software, operating manuals, or related technical documentation (inc luding its 
technival/engineering description(s) and capabilities) to the public, including to any non- 
law enforcement individuals or agencies. 


6. The Ul not distribute, disseminate, or otherwise 
disclose any information concerning the wireless collection equipments ‘technology or any 
sofiware, operating manuals, or related technical documentation (including its 
technical/engineering description(s) and capabilities) provided to it to any other law 
enforcement or government agency without the prior written approval of the FBI Prior 
to any approved distribution, dissemination, or comparable disclosure of any information 
conceming the wireless collection equipment/technology or any software, manuals, or 
related technical documentation related to such equipment/technology, all materials shall 
be marked “Law Enforcement Sensitive, For Official Use Only - Not to be Disclosed 


UNCLASSIFIED/¢ 
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UNCLASSIFYE: 


b3 -1 
b6 -2 
b7C -2 
b7E -1 


its associated software, operating manuals, and any related 
documentation (including its technical/engineering description(s) and capabilities) 
beyond the evidentiary results obtained through the use of the equipmentitechnology 
including, but not limited to, during pre-trial matters, in search warrants and related 
affidavits, in discovery, in response to court ordered disclosure, in other affidavits, im 
grand jury hearings, in the State's case-in-chief, rebuttal, or on appeal, or in testimony in 
any phase of civil or criminal trial, without the prior written approval of the FBE. If the 
earns that a District Attorney, prosecutor, or a 
court is considering or Intends to use or provide any information concerning the 

wireless collection equipment’technology, its associated software, operating 
manuals, and any related documentation (including its technical/engineering deseription(s) 
and capabilities) beyond the evidentiary results obtained through the use of the 
equipment/technology in a manner that will cause law enfore snsitive informations 
relating to the technology to be made known to the public, the 

vill immediately notify the FBI in order to allow sufficient time for the FBI 
to intervene to protect the equipment/technology and information from disclosure and 
potential compromise. 


Notification shall be directed to the attention of: 


‘ederal Bureau of Investigation b6 -1 
Engineering Research Facility b7c -1 
Building 27958A, Pod A b7E -2,3 


fee 


and 


Operational Technology Division 
Federal Bureau of Investigation 
Engineering Research Facility 
Building 27958A, Pod B 

lanticn Wiroinsy 22435 


. b3 -1 
will, at the request of the FBI p7e -1 
a siflows byw , Newe Lf 


In addition, the 
seek dismissal oF The case In lick Of using or providing 
vi y information concerning the 
iis associated sofiwafe>—Operamy mm 
emmon (oeyond the evidentiary results obtained through the use of the 
equipment/technology), if using or providing such information would potentially or 
actually compromise the equipment/technology. This point supposes that the agency has 
some control or influence over the prosecutorial process. Where such is not the case, or 
is limited so as to be inconsequential, it is the PBI’s expectation that the law enforcement 
UNCLASSIFIED/¢ : ROCESS SRE 


nde 
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agency identify the applicable prosecuting agency, or agencies, for inclusion in this 
agreement. 


9. A copy of any cou 


rt order In any proceeding in which the 


© 


cae 
nd any associated software, operating manuals. or 
relate Manon Uiiciudme Tis technical/engineering description(s) and capabilities) 
will immediately be provided to the FBI in order to allow sufficient time for the FBI to 
intervene to protect the equipment/technology and information from disclosure and 
potential compromise. Any sch court orders shall be directed to the attention of: 


‘ederal Bureau of Investigation 
Engincering Research Facility 
Building 279584, Pod A 


firoinia 22135 
b7c -1 


and b7E -2,3 


perahonal Technology Division 
Federal Bureau of Investigation 
Engineering Research Facility 
Building 27958A, Pod B 


— ico. Virwinia 22135 


10. The 


will not publicize its acquisition or use of the 
equipmenttechnology or any of the capabilities afforded by such 
quipmenttechnology ta the public, other law enforcement agencies, or other 
goverment agencies, including, but not limited to, in any news or press releases, 63 -1 
interviews, or direct or indirect statements to the media. b7E -1 


11. in the event that the receives a request pursuant 
to the Freedom of Infarmation Act U.S.C. § 992) oF an equivalent state or local Jaw, 


the civil or criminal discovery process, or otheriudigial le ive or administrative 
process, to disclose information concerning the wireless collection 


equipment/technology, its associated software, Operating manuals, and any related 
Joc ion (neluding ite technicaVen gineering deseription(s) and capabilities), the 
will immediately notify the FBI of any such 
TT MM writthg in order to allow sufficient time for the FRI to seek 
ure through appropriate channels. Notification shall be directed to the 


to prevent disclos 
attention of: 


UNCLASSIFTED// 
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b6 -1 
b7Cc -1 
b7E -2,3 


ederal bureau of bivestigation 
Engineering Research Facility 
Building 27958A, Pad A 


Quantico, = : “— 22135 


Operational Technology Division 
Federal Bureau of Investigation 
Engineering Research Facility 
Building 27958A, Pad B 

inja 22135 


UNCLASSIFIED/E 
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evi eM By Ce Si_MATEES 
equipment operators of the 


b3 -1 
Sincerely, bé -1 
b7c -1 
b7E -1 


perational Technology Division 
Federal Bureau of Investigation 


Acknowledged and agreed to this 2 day of _, 


UNCLASSIFIED/E 
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FEDERAL BUREAU OF INVESTIGATION 


Electronic Communication 


FD-1057 (Rev. 5-8-10) 


/2019 - 01/09/2019 


b6 -1 
Approved By: SSA —— bic -1 


b7E -2,3 
Drafted By: 


Synopsis: (U) To document the use of CSS on 01/08/2019 
and 01/09/2019 to locate a target cell phone. 


Details: 


On 
assistance from 


to locate a gang fugitive wanted by the 
b3 -1 

b6 -1,3 
b7c -1,3 
b7E -1,3 


obtained a state search warrant for the_use 
The 


on 01/08/2019 and 01/09/2019,[ sang (Dd 


em] ey, 


subsequently arrested without incident inf on All 


fugitive was 
mission data was purged as required. 


UNCLASSIFIED 
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[ 


UNCLASSIFIED b7E -6,7 


Title: (U) - 01/08/2019 —- 01/09/2019 
Re: 01/17/2019 


Below is a summary of the target phone parameters: 


b3 -1 


FBI file number: CFT b6 -1,3 
Other agency(ies) name if pap b7c -1,3 
Type of operation: Location ee eae 
. Result: Successful 
el! 
Type of legal authority: State search warrant 
Legal authority jurisdiction: State of California [|] 

Superior Court 
8. Operator’s certification statement about data deletion 


ano FP WN FB 


compliance: I, 


¢ 
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FEDERAL BUREAU OF INVESTIGATION 
FOI/PA 

DELETED PAGE INFORMATION SHEET 
FOI/PA# 21-cv-10719 


Total Deleted Page(s) = 3 


Page 5 ~ b5 - -2; 
Page 6 ~ b5 - -2; 
Page 7 ~ b5 - -2; 


XXXXXXXXXXXXXXXXXXXXXXXK 
X Deleted Page(s) X 

X No Duplication Fee X 

X Forthis Page xX 
XXXXXXXXXXXXXXXXXXXXXXXK 
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FEDERAL BUREAU OF INVESTIGATION 


Electronic Communication 


FD-1057 (Rev. 5-8-10) 


Title: (uv) [___]rnterim Policy EC Date: 07/18/2014 b7E -1 


From: i aa TECHNOLOGY 
b3 -1 


b6 -1 
Approved By: b7c -1 
b7E -2,3 


b6 -1 


b7C -1 


LAW ENFORCEMENE-SENSITIVE 
This information is the property of the FBI and may be distributed to state, 
tribal, or local government law enforcement officials with a need-to-know. 
Further distribution without FBI authorization is prohibited. Precautions 
should be taken to ensure this information is stored and/or destroyed in a 
manner that precludes unauthorized access. 


Synopsis: (U//DES) Communication of interim policy regarding the 
technology. 


Enclosure(s): Enclosed are the following items: 
1. (U) Three page legal policy document. 
Zee (U) One pagel pen aieetocnee notice. b7E -1 


Details: 


(U/ 2BS) Effective immediately, the Deputy Director, in coordination 


UNCLASSIFIED/ /FOouU6— 
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[oo 


UNCLASSIFIED//FSUO . in) 


i b3 -1 
Tastee: (LJ interim Policy EC b7E -3,6 


res [07/18/2014 


b7E -1,3,5 


equipment, also known as 


ras 


until superseded by the forthcoming 


Accordingly, all guidance 


which conflicts in any 


currently contained in 


way with the attached policy is supersede 


has also directed this guidance will 


(U/7BRS) The 


govern the deployment of 


issions by the FBI. Where this interim 
guidance conflicts with requirements | as 


equipment and personnel in support of b7E -3.5 


, this Im guidance will 
control as an exception to until the is revised 
accordingly. When providin services during a 


mission, all FBI personnel must notify the 

and the chief prosecutor(s) of the jurisdiction(s) in 
which the assistance will be provided that the receipt of FBI 
assistance is expressly conditioned on the Lsions 
governing FBI information, as set forth | pales and 

as well as in FBI policies on the protection, use, and 

dissemination of LES information and in any separate NDAs that may be 
in effect that treat LES matters. Prior to providing any 
assistance, the approved notification language (attached) must be sent 


in writing or via e-mail to the RAO and the chief prosecutor(s), as 


applicable. Both thf —‘S™~s~s—s*@™Y must acknowledge receipt 


of the notice either in writing or via e-mail before FBI personnel can 
begin using the[ equipment. Both the notification and the 


acknowledgements must be serialized and uploaded to the substantive 


domestic assistance case file opened for the case. All FBI personnel 
should note the interim policy merely requires notice, and an 


acknowledgement of receipt of our policy limitations on the provision 


of[ _ assistance neither the nor the are 


UNCLASSIFIED/ / BOUL 


2 
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UNCLASSIFIED//FOBQ_ 
Title: Interim Policy EC be ine 
b7E -3,6 
Re: 07/18/2014 


required to sign the document, and formal execution of a non-disclosure 


agreement is not required. FBI personnel may not amend, edit or change 


Le) 


the approved notification language without the prior approval of the 
| orp. 


(U//D8S) Finally, all FBI personnel are reminded all ray] 
is considered law enforcement sensitive (LES). Onl the[ | 


r his written designee [not delegable below the 


level]), may authorize the release, disclosure, sharing, decontrol, or 


Sanitization of LES information concernin rogram in 


accordance with 


LT trti“C;WC‘dW Field’ office peerssonneel_ are reminded that, while 


delegated the authority to a requests, field office personnel 


do not have authority under to approve the Suse 
release, disclosure, sharing, decontrol, or sanitization of any LES b7E -2,3,5 


information beyond the absolute minimum necessary to effectuate the 
actual provision off | This limited authorization does not include 
authority to release, disclose, share, decontrol, or sanitize LES 
information for discovery or disclosure in connection with legal_or 
administrative proceedings. Violations must be reported to the of 
the FBI division with programmatic responsibility and control over _the 


or method; the[____Jana the appropriate 
for appropriate disposition. 


equipment, technolo 


Questions should 


at L_] 


at 


be referred to 


¢ 
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APPROVED NON-DISCLOSURE NOTICE 


UNCLASSIFIED//FOSQ 
April 15, 2014 


b7E -1 


UNCLASSIFIED//FOU@. 
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FEDERAL BUREAU OF INVESTIGATION 


Import Form 


FD-1036 (Rev. 10-16-2009) 


Form Type: EMAIL Date: 03/24/2016 


Title: (U) email open records 


b7Cc -1 


case: [ty 


b3 -1 
b5 -2 
Synopsis: (U) Email concerning [opens Records request b7E -1,6 


¢ 


UNCLASSIFIED 
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From: 


Sent: 

To: 

Ce: FBI); 

Subject: 

SentinelCaseld: NON-RECORD 

Classification: UNCLASSIFIED/ Fetce— b3 -1 
b6 -1,2 


b7c -1,2 


If you have any questions please let me know. 


Thanks, 
b6 -1 


_ ok 


Classification: UNCLASSIFIED/ *RQyg60 


21-cy-10719(FBI)-277 


| (FBI) 


b5 -1,2 
From: LL Peli’ 
Sent: Wednesday, March 23, 201 : , 
To: FBI (FBI) bie -1,2 
Ce: b7E -1 
Subject: RE: Open Records Request - Cell Site Simulator 


----- Original Message----- 
. b3 -1 


Sen 16 9:06 AM 

To: b5 -1,2 
Cc: (FBI) be -1,2 
Subject: RE: Open Records Request - Cell Site Simulator ee a 


with you. 


Thanks a lot. 


c:L OT pivission Fer 


Sent: Friday, March 11, 2016 2:13 PM 
To: FBI) 
Cc: (FBI) 
Subject: RE: Open Records Request - Cell Site Simulator 
b3 -1 
| bs -1,2 


b6 -1,2 
; b7E -1 
erom: [__eror) tmaittof iS 


Sent: Friday, March 11, 2016 1:16 PM 


To: 
Cc: FBI) 
Subject: FW: Open Records Request - Cell Site Simulator 


21-cy-10719(FBI)-278 


Have a good week-end! [| 


From:L___ | (OTD) (FBI) 
Sent: Wednesday, March 09, 2016 12:04 PM 


(Fo) (cons L__ Coro) 


(OGC) (FBI) 
Subject: RE: Open Records Request - 


U//FOUO - Deliberative Process Material) Hi 


b6 -1 
b7c -1 
b7E -2,3 


Operational Technology Division 


Federal igation 
office: 


From] | (OGC) (FBI) 


Sent: Tuesday, March 98, 2016 3:04 PM 


To: FBI) (OGC) (FBI) 
Cc: (FBI (FD) cof (OTD) 


(FBI) 
Subject: RE: Open Records Request - Cell Site Simulator 


b6 -1 
b7c -1 
b7E -1,2,3 


E-Mail: 
j Ts mes T anism y y the Office of the[ | 


of the Federal Bureau of Investigation. The message, along with any attachments, may 
be confidential and legally privileged. If you are not the intended recipient of this 
message, please destroy it promptly without further retention or dissemination (unless 


otherwise required by law). Please notify the sender of the error by a separate e-mail or by 
callingh_——] 


From: [___ (FBT) 


Sent: Tuesday, March 98, 2016 1@: 
To: I); OGC) (FBI) 
Cc: FBI); (FD) (CON) 


Subject: FW: Open Records Request - Cell Site Simulator 


2 
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b3 -1 
b5 -1,2 


an b6 -1,2 
I left you a message. [s forgot you handled this matter last time; or I would [b7c -1,2 
called you (I didn't see you contact info on OGC's web-site readily). b7E -1 


Please feel free to correspond tof __| directly, but please keep us in the loop so we can 
keep our Executive Management apprised. 


coc ——__—ivision FBI 
b6 -1,2 
cc: ssf sl bIC -1,2 


Sent: Tuesday, March @8, 2016 8:55 AM 


a eR 1-37) 


Subject: FW: Open Records Request - Cell Site Simulator 


The request we spoke about is attached. 


From:[__ 


Sent: Q@7, 2016 3:43 PM 

To: b3 -1 

Subject: Open Records Request - Cell Site Simulator bS -1,2 
b6 -2,4 

ane b7C -2,4 
b7E -1 

From: 

Sent: Monday, March @7, 2016 2:44 PM 

To: 

Cc: 


Subject: FW: Cell site simulator info request 


21-cv-10719(FBI)-280 


b3 -1 

b5 -1,2 
be -2,4 
b7C -2,4 
b7E -1 


Sent: monday. Marc _ 2016 10:42 AM 


To: 
Subject: FW: Cell site simulator info request 


[Jan 


ee 


orgenaitto[ 


[mailto ] 


PM 
Subject: Cell site simulator info request 


Hi 


| | 


anks? 
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b7C -2 
Subscribe to 
CONFIDENTIALITY NOTE: This e-mail message and any attachments are intended solely for the 
person to which it is addressed and may contain privileged and confidential information 
protected by law. If you have received this communication in error, please notify the sender 
immediately by telephone or e-mail, destroy this message and delete any copies held in your 


electronic files. Unauthorized use and/or re-disclosure may subject you to penalties under 
applicable state and federal laws. 


CONFIDENTIALITY NOTE: This e-mail message and any attachments are intended solely for the 
person to which it is addressed and may contain privileged and confidential information 
protected by law. If you have received this communication in error, please notify the sender 
immediately by telephone or e-mail, destroy this message and delete any copies held in your 
electronic files. Unauthorized use and/or re-disclosure may subject you to penalties under 
applicable state and federal laws. 


CONFIDENTIALITY NOTE: This e-mail message and any attachments are intended solely for the 
person to which it is addressed and may contain privileged and confidential information 
protected by law. If you have received this communication in error, please notify the sender 
immediately by telephone or e-mail, destroy this message and delete any copies held in your 
electronic files. Unauthorized use and/or re-disclosure may subject you to penalties under 
applicable state and federal laws. 


21-cv-10719(FBI)-282 


| \FBy 


From: CT 

Sent: Tuesday, March 08. 2016 1:26 PM 

To: Bl) 

Ce: (FBI) 

Subject: RE: Open Records Request for Non-Disclosure Agreement [bn FBI 
Thanks for the update. b3 -1 


b6é -1,2,3 


[ pre 12,3 
b7E -1,2 
From{__ J (F81) {maitd____ I 


Sent: Tuesday, March 08, 2016 1:21 PM 
To: 


Cc: (FBI) 
Subject: RE: Open Records Request os 


I cc'dhim above. He goes by[ | 


We forwarded the request to our I am not sure if [| ___}s still in the position. We are 
waiting to hear fro He should be getting back to us or you shortly. If you don't hear 


anything, feel free to reach out to me or 


b6 -1,2 
b7C -1,2 
b7E -2 
Good to work with you _ Keep us posted as we will you. Thanks a lot. [] 
wnannnn= Original message -------- 
Date: 03/08/2016 1:09 PM (GMT-06:00 b3 -1 
To: [Bp" b6 -1,2,3 
Subject: RE: Open Records —<— bic -1,2,3 
b7E -1,2 


[ 


| didn’t get the new guy’s email right, and | didn’t write down his name either. Can you sent that along to me so 
that | will have a correct point of contact next time? 


21-cv-10719(FBI)-283 


From{_ rap ere 


Sent: Tuesday, March 08, 2016 9:28 AM b7E -2 


Subject: RE: Open Records Request of sd 
Thank yo{ __|We will coordinate with of 


Thanks you — 

From: 

Sent: Tuesday, March 08, 2016 8:51 AM 

To (FBI 

Ce: 

Subject: FW: Open Records Request fof 

fyi 

From| __| 06) Bp tmaitt!______] putas 
Sent: Wednesday, February 25, 2015 3:54 PM Roee co 


T 
Ce Fo0 crap 
Subject: RE: Open Records Request fol | 


The FBI has no objections t{ releasing the NDA in this particular instance. 
Thanks for working with us on this important matter, 


Federal igation 
(Office 


Confidentiality Statement: 

This message is transmitted to you by the Office of the General Counsel of the Federal Bureau of Investigation. 
The message, along with any attachments, may be confidential and legally privileged. If you are not the 
intended recipient of this message, please destroy it promptly without further retention or disseminati 

otherwise required by law). Please notify the sender of the error by a separate e-mail or by i | 


— b6 -1,3 
From b7Cc -1,3 
Sent: February 25, 2015 9:32 AM b7E -2 


To OGC) (FBI 


Ce 
Subject: FW: Open Records Request m | 


21-cv-10719(FBI)-284 


I have received your voice message and pursuant to that message I am sending my email a i 
that of = ce ae also works on Open Records Act requests for the 

1 look forward to hearing from you regarding the Nondisclosure Notice/Letter Agreement pertaining to cell 
phone location technology. 


b3 -1 
b6 -2,3 
b7C -2,3 
rom: ecords Unit] b7E -1 
Sent: Tuesday, February 03, 2015 10:56 AM 
To: 
wkeE* 


Subject: Open Records Request ne 


PES EO Soares srresencmsis ed 


CONFIDENTIALITY NOTE: This e-mail message and any attachments are intended solely for the person to 
which it is addressed and may contain privileged and confidential information protected by law. If you have 
received this communication in error, please notify the sender immediately by telephone or e-mail, destroy this 
message and delete any copies held in your electronic files. Unauthorized use and/or re-disclosure may subject 
you to penalties under applicable state and federal laws. 


re TORE Seca 


CONFIDENTIALITY NOTE: This e-mail message and any attachments are intended solely for the person to 
which it is addressed and may contain privileged and confidential information protected by law. If you have 
received this communication in error, please notify the sender immediately by telephone or e-mail, destroy this 
message and delete any copies held in your electronic files. Unauthorized use and/or re-disclosure may subject 
you to penalties under applicable state and federal laws. 


CONFIDENTIALITY NOTE: This e-mail message and any attachments are intended solely for the person to 
which it is addressed and may contain privileged and confidential information protected by law. If you have 
received this communication in error, please notify the sender immediately by telephone or e-mail, destroy this 
message and delete any copies held in your electronic files. Unauthorized use and/or re-disclosure may subject 
you to penalties under applicable state and federal laws. 


CONFIDENTIALITY NOTE: This e-mail message and any attachments are intended solely for the person to 
which it is addressed and may contain privileged and confidential information protected by law. If you have 
received this communication in error, please notify the sender immediately by telephone or e-mail, destroy this 
message and delete any copies held in your electronic files. Unauthorized use and/or re-disclosure may subject 
you to penalties under applicable state and federal laws. 
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FBI 


From: Paes cee tee 
Sent: 16 1:08 PM 
Subject: : Open Records Request ne 


| didn’t get the new guy’s email right, and | didn’t write down his name either. Can you sent that along to me so 
that | will have a correct point of contact next time? a 


b6 -1,2,3 
b7C -1,2,3 
b7E -1 


From (rd 
b6 -1,2,3 
t: Tuesday, March 08, 2016 9:28 AM bIC -1,2,3 
; b7E -2 
Subject: RE: Open Records Request fof 
Thank you| We will coordinate withou._—ssSSS—S—S—SY 


Thanks you — 


[ 


From[_ malt 


Sent: Tuesday, March 08, 2016 8:51 AM 
tof GBD 


Ce: 


a 
Subject: FW: Open Records Request fof 
fyi 
From{__ (0c) FB) [mait{___ eee 
Sent: Wednesday, February 25, 2015 3:54 PM b6 -1,2,3 


C{_ SS KOGC) (FBI) b7E -1,2 


Subject: RE: Open Records Request fof i 


The FBI has no objections e{______feteasing the NDA in this particular instance. 
Thanks for working with us on this important matter, 


21-cy-10719(FBI)-286 


Federal Bureau of Investigation 
(Cell b7E -2,3 


Confidentiality Statement: 
This message is transmitted to you by the Office of the General Counsel of the Federal Bureau of Investigation. 


The message, along with any attachments, may be confidential and legally privileged. If you are not the 
intended recipient of this message, please destroy it promptly without further retention or stalling | 


a by law). Please notify the sender of the error by a separate e-mail or by calling 


From: 


Sent: ebruary 25, 2015 9:32 AM 
To OGC) (FBI b3 -1 
Ce b6 -1,2,3 


Subject: FW: Open Records Request fof ee - oe 6 


l have received your _voice message and pursuant to that message I am sending my email i 
ho also works on Open Records Act requests for th 

0 hearing from you regarding the Nondisclosure Notice/Letter Agreement pertaining to cell 

hone location technolo 


From ecords Unit] 


Sent: uary 03, 2015 10:56 AM 
To 


kK 


Subject: Open Records Request fq 

CONFIDENTIALITY NOTE: This e-mail message and any attachments are intended solely for the person to 
which it is addressed and may contain privileged and confidential information protected by law. If you have 
received this communication in error, please notify the sender immediately by telephone or e-mail, destroy this 
message and delete any copies held in your electronic files. Unauthorized use and/or re-disclosure may subject 
you to penalties under applicable state and federal laws. 


CONFIDENTIALITY NOTE: This e-mail message and any attachments are intended solely for the person to 
which it is addressed and may contain privileged and confidential information protected by law. If you have 
received this communication in error, please notify the sender immediately by telephone or e-mail, destroy this 
message and delete any copies held in your electronic files. Unauthorized use and/or re-disclosure may subject 
you to penalties under applicable state and federal laws. 


CONFIDENTIALITY NOTE: This e-mail message and any attachments are intended solely for the person to 
which it is addressed and may contain privileged and confidential information protected by law. If you have 
received this communication in error, please notify the sender immediately by telephone or e-mail, destroy this 


2 
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message and delete any copies held in your electronic files. Unauthorized use and/or re-disclosure may subject 
you to penalties under applicable state and federal laws. 


21-cy-10719(FBI)-288 


UNCLASSIFIED 


FEDERAL BUREAU OF INVESTIGATION 


Import Form 


FD-1036 (Rey. 10-16-2009) 


Form Type: EMAIL Date: 04/21/2016 
Title: (U) Legal AdviceL____] 


bé6 -1 
Drafted By: bic -1 
b7E -3,6 


Synopsis: (U) OTD Policy 


¢ 


UNCLASSIFIED 
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CON 


From: ee (;-) 


Sent: Wednes April 20, 2016 10:03 AM 
To: CON) b3 -1 
Subject: F on-Disclosure Agreement --- UNCLASS!FIED//EGve— b6 -1 


SentinelCaseld: NON-RECORD BIC -1 
b7E -1 

Classification: UNCLASSIFIED//PoGa 

DELIBERATIVE PROCESS PRIVILEGED DOCUMENT 

Administrative 

From: FBI) 

Sent: Thursday, March 24, 2016 4:56 PM 

To FBI) 

Cc (2: 0)) A 

Subject: RE: Non-Disclosure Agreement --- UNCLASSIFIED//EOUGQ— b3 -1 
b6 -1 
b7C -1 

Classification: UNCLASSIFIED//EOU€. b7E -1 


DELIBERATIVE PROCESS PRIVILEGED DOCUMENT 


Thankq __| the attachment will be useful if we receive an inquiry. Please keep it handy. 


From[___ iS (FI) 
i Thursday, March 2 


4, 2016 1:15 PM 


To 

Ce: py; SO™~—COCC*C‘«YBY) 

Subject: FW: on-Disclosure Agreement --- UNCLASSIFIED//FOB@-— 

Classification: UNCLASSIFIED//FSsvq_ b3 -1 

DELIBERATIVE PROCESS PRIVILEGED DOCUMENT b6 -1 
b7E -1 


wl 


Here is the response provided by OTD as to how to respond to inquiries regarding the CSS. | will read through this 
guidance as well to make sure we are prepared to respond in accordance with the policy if this situation arises. 


Thanks, 
Ld 


From (OTD) (FBI) 


21-cy-10719(FBI)-290 


To 

Cc 

(O ; 

FBI); (FBI) 
abject REL on Doar greement --- UNCLASSIFIED//ESU0. b3 -1 

b5 -1,2 
b6 -1 

Classification: UNCLASSIFIED//3oga b7c -1 

DELIBERATIVE PROCESS PRIVILEGED DOCUMENT b7E -1 


(U//EosQL_] as | understand this situation, 


(U//BO4C) All that out of the way! 


<< Filel pri 2015.pdf >> 
(U) Naturally, the stakeholders copied herein might wish to give their perspectives... 


(FBI) 
5:55 PM 


To (OTD) (FBI) 
Ce: (FBI) 
on-Disclosure Agreement --- UNCLASSIFIED//FOUO— _ t 5 
b6 -1 
es b7c -1 
Classification: UNCLASSIFIED/ /E8S8o DIE -1 


[|__| 


Please provide whatever guidance you can on this issue. 


Thanks again, 
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Classification: UNCLASSIFIED//BSSE 
Classification: UNCLASSIFIED//BOXQ 
Classification: UNCLASSIFIED//PSQ 
Classification: UNCLASSIFIED//F68O - 
Classification: UNCLASSIFTED//BeMD 


b7E -2 
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UNCLASSIFIED 


FEDERAL BUREAU OF INVESTIGATION 


Import Form 


FD-1036 (Rey. 10-16-2009) 


Form Type: EMAIL Date: 04/21/2016 


Title: (U) Legal Advice[ | 
b5 -2 
b7c -1 
b7E -3,6 


Synopsis: (U) Legal Advice, OTD/non-disclosure 


¢ 


UNCLASSIFIED 


21-cv-10719(FBI)-293 


CON 


From: (FBI) 

Sent: Wednesnay Ann 2) 21h 1):04 AM 

To: (CON) 

Subject: FW:[_____Ppen Records request --- UNCLASSIFIED/EO¥G 

SentinelCaseld: NON-RECORD 

Classification: UNCLASSIFIED/ /Bow b3 -1 

===> [S SSS 2>S25->2S2=S25=-52525>5>2>2>2>>> ==> 22S SSS SS SE SFE EE EE SE EE EE LE LL TTT = b6 -1 

b7c -1 

b7E -1 


i 


Administrative please. 


Thanks, 


il 


FBI); (FBI) 
Open Records request --- UNCLASSIFIED//ES8Q. 


Subject: RE; 
b3 -1 
b6 -1 
Classification: UNCLASSIFIED//FSaq bie.=1 


| agree on all counts. Thanks for filling me in. We should seek OTD guidance on how to proceed if this results in 


inquiries to us. 


Thanks, 


i 


From:[ BT) 
Sent: Wednesday, March 23, 2016 11:28 AM 


Classification: UNCLASSIFIED//EDo8Q. 


21-cv-10719{FBI)-294 


b3 -1 


If you have any questions please let me know. b5 -1 
b6 -1 
b7C -1 
Thanks, DIE -1 


Classification: UNCLASSIFIED//P®QUO 


Classification: UNCLASSIFIED//FSx0 


Classification: UNCLASSIFIED//B8UO 
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UNCLASSIFIED//Feug 


FEDERAL BUREAU OF INVESTIGATION 


Import Form 


FD-1036 (Rey. 10-16-2009) 


Form Type: OTHER Date: 06/09/2016 


Title: (U//Pssq) [ & Non-Disclosure Obligations 
b3 -1 
b7c -1,3,5 


b7E -1,6 
case wm 4: [Le 


Synopsis: (U//e=sQ) 


Non-Disclosure Obligations form signed by SAC, 
| and 


4 


UNCLASSIFIED/7Feve— 
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TLS. Department of Justice 


Federal Bureau of investigation 


Washington, 9.0. 20535-0004 


Fune 7, 2016 


b3 -1 
b7E -1 


ne: [de Non-Disclosure Obligations 


SW EATER CTT SENG EEE ES): The information in this document is the property of 
the Federal Bureau of investigation (FRO. it may be distributed within the Federal 
Government (and its contractors}, te U.S. intelligence, law enforcement, public safety or 
protection officials and individuals with a need to know only if autherized by the PBL 
Precautions should be taken to ensure this information is stored and/or destroyed in a manner 
that precludes unauthorized access. information bearing the LES caveat may not be used in 
legal proceedings without first receiving authorization from the FBI Recipients are 
prohiblied from subsequently posting the information marked LES on a website an an 
unclassified network. 


b7E -1,3 


for 

The type of support requested 
ave nih FBI policy 
approval is 


We have received a request fron 

specifically use of a 

is considered Law Enforcement Sensitive/Classifie 

governing these technologies > OYOVIS} 

contingent on both the 

and th 
chsclosure agreement, 


te Ss 


f the junediction concerned, executing this son- 


Disclosing the existence of and the capabilities provided by such 
equipment/technolozy to the public would reveal sensitive technological capabilities possessed 
by the law enforcernent community and may, among other things, allow individuals who are 
the subject of investigation wherein this equipment/technology is used to employ 
countermeasures to avoid detection by law onforcoment. This would not only potentially 


Sicha Nas atta A BN Ae Nate hese Ahi es hs hit iat inl daiaa'leilaletaalaleicaliaieaisnisailalsaaid das 


Waldgicccecaidegtaa RRO ERCR DEERE SonLEA RR DEA RR DEAR PREP ROR EELS 0 RSE SR MEER ERA 


endanger the lives and physical saféty oT law Giforéeiait ofiicers and other individuals, but 
aiso adversely impact criminal and national security investigations. Disclasure of this 
information could degrade the FBYs ability to protect the public from terrorism and other 
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criminal activity because, through public disclosures, this technology could be rendered 
essentially useless for fiture investigations. In order to ensure that such equipment/technology 
contimies to be available for use by the law enforcement community, the 
equipment/technology and any information related to its functions, operation, and use shail 
be protected from potential compromise by precluding disclosure of this information to the 
public in any manner including, but not limited to: in press releases, in court decuments, 


during judicial hearings. or during _other mublic forums or proceedines, Accordingly, the L_] 
and agree to the 3 -41 


following conditions in connection with its acceptance of the technical assistance requested: b7E -1 


1. By entering into this agreement, th and 
affirm that they have statutory authority to lawfully employ this 
technology and will do so only im suppert of public safety operations or criminal 
investigations 


es |, a es ee ee es 
responsibility for operating the equipment/technology in accordance with both State and 

Federal law and regulation and accept scle liability for any violations thereof, irrespective 

of the Federal Bureau of Investigation approval, if any, for the provision of the 
equipment/technology. The Federal Bureau of Investigation will conduct physical b3 -1 
operation of the equipment. b7E -1 


hs 


2. a 7 wit 
ensure that operators of the cquipment have met the operator framing standards identified 


by the FBI and are certified to conduct operations. 


will not 
distribute, disseminate, or ofherwise disclose to fhe public, meluding fo any non-law 
enforcement individuals or agencies, any information concerning the existence of the 
equipment/technology, and will not disclose any information relating to the 
equipment/technalogy, inchiding, but not limited to any sofbware, operating manuals, and/or 
related technical documentation {including tts technical/engineering description{s} and p3 -1 
capabilities}. b7E -1 


5. hel ane@ rit nc 


distribute, disseminate, or otherwise disclase to any other law onforcement or government 
agency any mformation concerning the equipment/technology or any software, operating 


manuals, or related technical documentation ({inchiding us  technical/engineerin 
description{s} and capabilities} provided t Red 


ithout the prior written approval of the FRI. 


6 Should the FBI give its prior written approval to distribute, disseminate, or disclose any 
information about the technology/equipment provided or any software, manuals. or related 


technical documentation, nd b3 -1 


b7E -1 
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agree to ensure that all materials 


rx i 


shall be marked 
ae = Not to be 


Ere 


4 FENN RYE Be [ae Oe 


ee ee 


iy 


THsclosed Chutside and 


not, In any administrative, civil or criminal proceeding, use or provide any information 
concerning equipment/technology, tis associated soffware, operating manuals, and any 
related documentation Gncluding its technical/engineering deacription{s) and capabilities} 
beyond the evidentiary results obtained through the use of the equipment/iechnology 
including, but not limited to, during pre-trial matters, in search warrants and related 
affidavits, in discovery, in response to court ordered disclosure, in other affidavits, in 
grand fury hearings, in the State’s case-in-chief, rebuttal, or on appeal, or im testimony in 
any phase of administrative proceeding or civil or criminal trial, without the prior written 
approval of the FBI: except where in-camera proceedings are necessary to obtain court 
approval to use equipment and maintain secrecy regarding protected information. 


8. if tel pe earns 
that a District Attorney, prosecutor, or a court is considering or intends to use or provide 
any information concerning the equipment/technology, its associated software, operating b3 -1 
maruals, and any related documentation (including its technical/engineering description(s) b7E -1 
and capabilities) beyond the evidentiary results obtained through the use of the 
equipment/technolopy in a manner that will cause law enforcement sensitive information 
relating to the technology to be made known to the Court or the public, the 


a a 
fhe FHI in order to allow sufficient time for the FBI to intervene to protect the 


equipment/technology and information from disclosure and potential compromise, 


Notification shall be directed to the attention off 


Operational Technology Division om ef 
Federal Bureau of Investigation b7E -2 
Engineering Research Facility 

Building 279584, Pod A Quantica, 


= 22135 


%, In addition, the and b3 -1 
will, at the request of the FBI seek dismissal of the case in lieu of using or b7E -1 
providing, or allowing othera to use or provide, any information concerning the 
equipment/technology, its associated sofiware, operating manuals, and any refated 
decumentation {beyond the evidentiary results obtained through the use of the 
equipment/technology}, if using or providing such information would potentially or 
actually compromise the equipment/technology. This determination of impact on the 
oquipment/technology is in the sole discretion of the FBL 
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iG_A_ copy of any court order in any proceeding in which the [ 
eae is a party directing disclosure 
of information concerning the equipment/fechnology and any asscciated software, 
operating manuals, or related documentation (inchiding its technical/engineering 
deseription(s} and capabilities} will immediately be provided to the FBI in order to allow 
sufficient time for the FBI to intervene to protect the equipment/technology and 
information from disclosure and potential compromise, Any such court orders shall be 
directed to the atiention of: 


sane | sale Division 


Federal Bureau of Investigation 
Engineering Research Facility 
Building 279584, Pod A Quantico, 


in 22135 


ry 


Li. Neither the nor th 
will publicize the use of the equipment/technology or any of the capabilities 
afforded by such equipment/technology to the public, other law enforcement agencies, or 
other government agencies, including, but not limited to, in any news or press releases, 
interviews, or direct or indirect staternents to the media, 


12. Access to these materiais within mq sd nor hel sid 


is to be restricted solely to employees who have both a strict 
need to know and that are actively working the investigation or incident for which the 
technical assistance was requested. The PRI reserves the right to approve any individuals 
who require access to the information and to require these individuals to execute individual 
non-disclosure agreements. 


13, in the event that nf sd or 
ooeives a roguest pursuant to the Freedom of information Act (S U1S.C. § $52} of 

an equivalent state or local law, the civil or criminal discovery process, or other judicial, 
legislative, or administrative process, to disclose information concerning the 
equipmenttechnology, its associated software, operating manuals, and any related 


documentation Gucluding its technical/engineering description(s} and capabilities), thd 


pr will immediately 
nobly the FBI of any such request telephonically and in writing in order to allow sufficient 
time for the FRI to seek to prevent disclosure through appropriate channels. Notification 
shall be chrected to the attention off 


= 


Operational Technology 


b3 -1 
bTIE -1. 
b6 -1 
b7c -1 
b7E -2 
b3 -1 
b7E -1 
b3 -1 | 
b7E -1. 
b6 -1 
b7c -1 
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Division Federal Bureau of 

Investigation Engineering 

Research Facility Building 

Z279S8A, Pod A Quantico, 

Virginia 22135 b3 -1 
b7E -1,2 


Phelan  tcrep tac 
of the above conditions shall be evidenced by the signatures below of anthorized 
representatives, 


b6 -1— 
b7c -1 


Federal Bureau of Investigation 


Acknowledged and agreed to this 7” day of June, 2016. 


b3 -1 
b6 -2 
b7C -2 
b7E -1 
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lamp) (CON) 


Sent: 16 10:07 AM 

To: orb) FBhsL__ oc rsiL_] 6 3 

° (OTD) (FBI) (OGC) ( poe 
b7E -1 

Cec: 

Subject: 


Classification: UNCLASSIFIED/ (Es#0 


b6 -1 


Seo attached response that meade pnd ay iapat. pyc -1 


From| | (OTD) (FBI) ae 


Sent: h 30, 2016 4: sein 
To FBI); TD) (FBI TD) (FBI) as 
Subject: FW: - 
UNCLASSIFIED//ES8O 
Classification: UNCLASSIFIED//E8se 
b6 -1 
b7C -1 
sis ta the attached document bIE -2,3 
b6 -1 
From: . (OTD) (FBI) b7c -1 
Sent: Wednesday, March 30, 2016 3:53 PM bIE -1 
To: 
Cc: 
Subject: RE: | UNCLASSIFIED//EOUQ, 


21-cv-10719(FBI)-305 


Classification: UNCLASSIFIED//FSao 


[| 


b6 -1 
Please provide proposed comments and edits in attached document tol fine for comment and 7c -74 
action prior to submission. | am okay with the remainder of the letter as written. b7E -1 


Thank You, 


From] (OTD) (FBI) 


Se 30, 2016 9:49 AM 

To b6 -1 
Subject: FW - b7c -1 
UNCLASSIFIE b7E -1 


From: (OTD) (FBI) prares 
Sent: : : 
orp) (Fen;| —_—cor) ry aes 


To 
(OS) (FBI) 
-- UNCLASSIFIED//FOSQ 


Cc 
Subject: RE 


Classification: UNCLASSIFIED//E=8q. 


My recarmmended edit: 


<< File: Letter | a 
From:| __ tor) (FBI) b6 -1 


S 6 12:22 PM eae 
T OTD) (FBI); OTD (30) i (COL) (FBI: “yee cay 
C 2 


= 


Classification: UNCLASSIFIED//E 
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b6é -1 
b7c -1 


geek the ue 8 
Pa Sas R a RIK SRSA WAN A eS 
SONG TO Ee COMMS YC A Te fe 


From ‘| i DO) (FBI) 


Sent: Tuesday, March 29, 2016 12:11 PM ange 
OTD) (FBI) 


b7E -1,2 


Subject: FW 
UNCLASSIFI 


Classification: UNCLASSIFIED//PoU6. 


emailfattachment below. Carn you address the commer in the document, and will reach aut to 
see how she wants to handle the sign-off, 

b6 -1 
Thank you! b7c -1 
b7E -2,3 


From| [oca) (FBI) b6 -1 


Sent: Tuesday, March 29, 2016 11:02 AM b7c -1 
DO) (F b7E -1 


DO) (FBI) 


Subject: RE: UNCLASSIFIED//FOSQ, 


Classification: UNCLASSIFIED/ /ESvQ 


b6 -1 


: b7c -1 
<< File: Letter.docx >> 


~ much thanks| in our office took the STB content and put it in a narrative letter form — see 
attached, I've got two questions - one substantive and one process. On the substantive issue, see comment reflected 
within — (rn a fitthe worrked that the # lacks context. fs f possible to provide any additional detalii? We alec need to have 
DQ) review quickly before we finalize this — 90 let me know what you think. On the process issue - typically, these 
would be signed out at the AB or EAD Jevel of the stakeholder division. Has there been any discussion of who will sign? 
My thought would be but happy to discuss. [jan deliver the signed letter ance it’s finalized. 
3 
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From| (DO) (FBI) b6 -1 
Sent: Wednesday, March 23, 2016 8:19 AM bie -1 
(OCA) (FBI) b7E -1 


b6 -1 
Attached is the STB response to the [  prease fetus know if you have ary questions,  b7c -1 


b7E -1,2,3 
From b6 -1 
Sent: Monday, March 21, 2016 10:56 AM b7c -1 
To DO) (FBI) D FBI b7E -1,2 
Cc OTD) (FBI); 
Subject: FW it 
UNCLASSIFIED//FOs] 


Classification: UNCLASSIFIED//ESsxO 


Here is the final version without the tracked changes. 


b6 -1 


b7E -1 


(ESU/OTD} 


(OTD) (FBI) 


2016 4:18 P 
occ (renf—fororan[____—_ toro) ran 


4 
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b6 -1 
b7c -1 


b7E -1,2 
Cc: OTD) (FBI DO) (FBI 
Subject: RE ~-- UNCLASSIFIED//FOUCL 


Classification: UNCLASSIFIED//FOWQ 


Thanks| you can accept the edits, it’s good to go. 
b6 -1 
b7C -1 


From4 (occ) (FBI) b7E -1,2 


Subject: RE - UNCLASSIFIED//FO80 


Classification: UNCLASSIFIED//FS@q 


Here are the citations. 


b6 -1 
b7c -1 
b7E -2,3 


Contidentiahty Statement: This message is transmitted to you by the Office of the General Counsel of the Federal Barcan 
of Investigation. The message, along with any attachments, may be confidential and legally privileged. H you are not the 
intended recipient of this message, please destroy i promptly without farther retention or dissornmation (unless otherwise 
required by law}. Please notify the sender of the crror by a separate e-mad or by callme 


Classification: UNCLASSIFIED//2680 


Classification: UNCLASSIFIED//ES80 


Classification: UNCLASSIFIED/ -®eye 


Classification: UNCLASSIFIED/ (Fase 


Classification: UNCLASSIFIED/ /fssa 
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= 


\D/ (Fee 


Classification: UNCLASSIF 


Classification: UNCLASSIFIED//BoOsaQ 


Classification: UNCLASSIFIED/ /BssQ 


Classification: UNCLASSIFIED//EOS0, 


Respectfully, 


b6 -1 
b7C -1 


IMD/RIDS/EPOU 
170 Marcel Drive 
een 


Winchester, VA 22602 
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